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FIG. 10
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FIG. 1P
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FIG. 1V
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FIG. 1W
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FIG. 1X
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FIG. 1Y
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FIG.1Z
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Create Workflow X
Workflow Title”
#  Task Title* Assignee
1 = Add S
& New Task

Cancel| |Save

FIG. 7TA
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Edit Workflow X
Workflow Title”
New ltem Workflow
#  Task Title* Assignee
1= | Product Creation () Beverly Webber x| ©
Add v
2= |Price Quote Benjamin Barton < | ©
(}) Diane Stark X
Add v
3= | Sampling Supplier X | &)
Andrea Mohr X
Add ~
4= |ltem Creation Benjamin Barfon x| ©
Add v
@ New Task
Cancel| |Save

FIG. 7B
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Assign Workflow X
Assign workflow to 2 selected products and select due dates for tasks
Sample Checklist v |
# Task Title Due Date
1 Initial Specs Confirmed MM/DD/YY
2 Sample Request MM/DDIYY
3 Sample Shipped MM/DD/YY
4 Sample Review MM/DDAYY
5 Order Issued MM/DD/YY
§Canceii Save

FIG.7C
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Epnstity 1

Entity 1 Team 1

inter-Bndity
Cotlaborgtion

Entity @ Team §

ridra-Entity
Collaboratian

L

%
1
\
23 Entity 2 Toam 2
i
|
i
4

inter-Entity
Collaboration

Eatity 3

Entity 3 Team 4

FIG.7G
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Send to PD X

Select a Buying/Product Development business unit to send these
2 products to for development. Optionally, add a massage if you wish.

Message:

Please re-quote with factories with the buyer requested updates

Choose Category”

Home
Bath
Furniture
Storage
Lawn & Garden
Garden Tools
Live Plants
Pet Supply
Pet Bed, Food, & Toys
Accessories
Bags & Wallets
Sunglasses
Jewlery

Athletic Wear
Men's

Cancel||Send|

FIG. 7K
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Update Sales X

Select team members {o receive an email notification with this update

L1 Select All

My Team
[7] Andrea Mohr <demo@qa.surefront.com>

[ Becky LeDeaux <becky@aqa.surefront.com.>
Benjamin Barton <benjamin@ua.surefront.com>

1 Brandon Umber <brandon@qa.surefront.com>

[} Breanne Wilson <breanne@ga.surefront.com>

(] Brian Richards <brian@gqa.surefront.com>

1 Brooke Jones <brooke@qga.surefront.com>

[ Daisy Wilson <daisy2@qa.surefront.com>

] Dakota Kainaroi <dakota@ga.surefront.com>

1 David Donnovan <david@ga.surefront.com>

(3 Deirdre O'Conner <deirdre@qa.surefront.comd>

[ Derrick Baum <derrick@qa.surefront.com>

[ Diane Stark <diane@ga.surefront.com>

7 Donna Ritenour <donna@ga.surefront.com>

] Drew McCoy <drew@qa.surefront.com>

(1 Dustin Kernion <dustin@qa.surefront.com>
Email Message

Please review these updates and let me know if acceptable
to the customer

Cancel \Update

FIG. 7TM
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Add Fields X
[71 Has Fuel Container [-1 Vendor Pack - Weight
] Has GMOs [] Vendor Pack - Width
[1 Image URLs L1 Volts
{1 Ingredients L] Volume
[ Input/Qutput Type 1 Warehouse Pack - Depth
71 Is Assembly Required L] Warehouse Pack - GTIN
[ Is Portable [ Warehouse Pack - Height
[ Is Powered [] Warehouse Pack - Quantity
[] Is Reusable [1 Warehouse Pack - Weight
1 Is Temperature Sensitive/Perishable (] Warehouse Pack - Width
1 Is Waterproof [ Warranty Text
L1 Is Weather Resistant [ Watts
71 Key Features ] Wireless Technologies
User Defined Fields
Field Name” Private”

Enter Field Name ()D  Save
(1 100 pee price break No
[} 1000 pee price break No
L3 5000 pee price break No
kA Fairview Stores ID Numer No

1 selected Cancei§ Add
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FIG. 9A
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FIG. 9B
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DISTRIBUTED MESSAGING
COMMUNICATION SYSTEM INTEGRATED
WITH A CROSS-ENTITY COLLABORATION
PLATFORM

INCORPORATION BY REFERENCE TO ANY
PRIORITY APPLICATIONS

Any and all applications for which a foreign or domestic
priority claim is identified in the Application Data Sheet as
field with the present application are hereby incorporated by
reference under 37 CFR 1.57.

COPYRIGHT NOTICE

A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document and/or the
patent disclosure as it appears in the United States Patent and
Trademark Office patent file and/or records, but otherwise
reserves all copyrights whatsoever.

BACKGROUND

Communications associated with various types of net-
worked transactions have become essential in many indus-
tries. However, with the enormous flow of such communi-
cations, it has become increasingly challenging to manage
and intelligently present such communications. The failure
of conventional systems to adequately manage and present
related communications has hindered users from collaborat-
ing in an efficient, error-free manner.

SUMMARY

The following presents a simplified summary of one or
more aspects in order to provide a basic understanding of
such aspects. This summary is not an extensive overview of
all contemplated aspects and is intended to neither identify
key or critical elements of all aspects nor delineate the scope
of any or all aspects. Its sole purpose is to present some
concepts of one or more aspects in a simplified form as a
prelude to the more detailed description that is presented
later.

An aspect of the present disclosure relates to enabling a
first entity to establish a hierarchy of permissions with
respect to transactions with other entities and to maintaining
a record of communications between such entities organized
by object. The hierarchy of permissions may control which
users of the first entity may communicate regarding an
object with users of the second entity. The hierarchy of
permissions may control what object-related data users of
the first entity may access and what object-related data users
of the second entity may access.

An aspect of the present disclosure relates to a commu-
nication/collaboration system enables a first user at a first
entity to define a collaboration object (e.g., a document,
transaction, program, etc.), and to invite a second entity to
collaborate on the collaboration object in accordance with a
hierarchy with corresponding permissions. A second user at
a second entity is enabled to collaborate on the collaboration
object. A communications log regarding the collaboration
between the first user and the second user is maintained. A
communications log between the first user and other users at
the first entity is maintained. A communication interface is
displayed on the first user computer system (e.g., a desktop,
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2

laptop, smart, smart television, smart wearable, etc.) that
displays the log of communications between the first user
and the second user on the collaboration object, together
with the log of communications regarding the collaboration
object between the first user and other users at the first entity,
and excluding communications regarding the collaboration
object between the second user and other users at the second
entity.

An aspect of the present disclosure relates to a commu-
nication and collaboration system comprising: one or more
processing devices; a network interface; non-transitory
memory that stores instructions that when executed by the
one or more processing devices are configured to cause the
communication and collaboration system to perform opera-
tions comprising: enable a first entity to establish a first
hierarchy of permissions comprising communication per-
missions with respect to users of the first entity; enable a
second entity to establish a second hierarchy with corre-
sponding permissions comprising communication permis-
sions with respect to users of the second entity; detect a first
user of the first entity accessing the communication and
collaboration system, the first user at a first position in the
first hierarchy; enable the first user to define a first collabo-
ration object; access the first hierarchy with corresponding
permissions; enable the first user to invite a second entity to
collaborate on the first collaboration object in accordance
with the first hierarchy with corresponding permissions; in
response to receiving over a network via the network
interface from a first computer system of the first user an
invite instruction for the second entity, the invite instructions
regarding collaboration on the first collaboration object,
transmit the invitation to collaborate on the first collabora-
tion object to the second entity, the second entity associated
with a second user; receive from a second computer system
of the second user an acceptance of the invitation to col-
laborate on the first collaboration object; access the second
hierarchy with corresponding permissions the second user at
a first position in the second hierarchy; enable the second
user to collaborate on the first collaboration object in accor-
dance with the second hierarchy with corresponding per-
missions; generate a log of communications regarding the
collaboration between the first user and the second user on
the first collaboration object; generate a log of communica-
tions regarding the first collaboration object between the first
user and one or more other users at the first entity; generate
a log of communications regarding the first collaboration
object between the second user and one or more other users
at the second entity; provide for display on the first computer
system of the first user the log of communications regarding
the collaboration between the first user and the second user
on the first collaboration object, together with the log of
communications regarding the first collaboration object
between the first user and one or more other users at the first
entity, and excluding from display on the first computer
system the log of communications regarding the first col-
laboration object between the second user and one or more
other users at the second entity; and provide for display on
the second computer system of the second user the log of
communications regarding the collaboration between the
second user and the second user on the first collaboration
object, together with the log of communications regarding
the first collaboration object between the second user and
one or more other users at the second entity, and excluding
the log of communications regarding the first collaboration
object between the first user and one or more other users at
the first entity.
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An aspect of the present disclosure relates to a commu-
nication system: one or more processing devices; a network
interface; non-transitory memory that stores instructions that
when executed by the one or more processing devices are
configured to cause the communication system to perform
operations comprising: detect a first user of a first entity
accessing the communication system; access permissions
associated with the first user; enable the first user to define
a first collaboration object; enable the first user to invite a
second entity to collaborate on the first collaboration object
in accordance with the permissions associated with the first
user; in response to receiving over a network via the network
interface from a computer system of the first user an invite
instruction for the second entity, the invite instructions
regarding collaboration on the first collaboration object,
transmit the invitation to collaborate on the first collabora-
tion object to the second entity, the second entity associated
with a second user; enable the second user to collaborate on
the first collaboration object in accordance permissions
associated with the second user; maintain a log of commu-
nications regarding the collaboration between the first user
and the second user on the first collaboration object; main-
tain a log of communications regarding the first collabora-
tion object between the first user and one or more other users
at the first entity; maintain a log of communications regard-
ing the first collaboration object between the second user
and one or more other users at the second entity; enable the
first computer system of the first user to display the log of
communications regarding the collaboration between the
first user and the second user on the first collaboration
object, together with the log of communications regarding
the first collaboration object between the first user and one
or more other users at the first entity, and excluding from
display on the first computer system the log of communi-
cations regarding the first collaboration object between the
second user and one or more other users at the second entity;
and enable the second computer system of the second user
to display the log of communications regarding the collabo-
ration between the second user and the second user on the
first collaboration object, together with the log of commu-
nications regarding the first collaboration object between the
second user and one or more other users at the second entity,
and excluding the log of communications regarding the first
collaboration object between the first user and one or more
other users at the first entity.

An aspect of the present disclosure relates to a computer-
implemented method, the method comprising: accessing
permissions associated with a first user; enabling the first
user to define a first collaboration object; enabling the first
user to invite a second entity to collaborate on the first
collaboration object in accordance with the permissions
associated with the first user; in response to receiving over
a network via the network interface from a computer system
of'the first user an invite instruction for the second entity, the
invite instructions regarding collaboration on the first col-
laboration object, causing the invitation to collaborate on the
first collaboration object to be transmitted to the second
entity, the second entity associated with a second user;
enabling the second user to collaborate on the first collabo-
ration object with the first user; maintaining a log of com-
munications regarding the collaboration between the first
user and the second user on the first collaboration object;
maintaining a log of communications regarding the first
collaboration object between the first user and one or more
other users at the first entity; enabling the first computer
system of the first user to display the log of communications
regarding the collaboration between the first user and the
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second user on the first collaboration object, together with
the log of communications regarding the first collaboration
object between the first user and one or more other users at
the first entity; and enabling the second computer system of
the second user to display the log of communications
regarding the collaboration between the second user and the
second user on the first collaboration object, together with
the log of communications regarding the first collaboration
object between the second user and one or more other users
at the second entity, and excluding the log of communica-
tions regarding the first collaboration object between the first
user and one or more other users at the first entity.

An aspect of the disclosure relates to a communication
and collaboration system, comprising: one or more process-
ing devices; a network interface; non-transitory memory that
stores instructions that when executed by the one or more
processing devices are configured to cause the communica-
tion and collaboration system to perform operations com-
prising: provide an interface that enables a first user at a first
entity having a first permission to define a first collaboration
object; provide an interface that enables the first user to
assign one or more sets of users at the first entity to one or
more first entity tasks associated with processing the first
collaboration object; provide an interface that enables the
first user to assign timing data corresponding to the one or
more first entity tasks associated with processing the first
collaboration object; provide an interface that enables the
first user to invite a second entity to collaborate on the first
collaboration object; in response to receiving over a network
via the network interface from a first computer system of the
first user an invite instruction for the second entity, the invite
instruction regarding collaboration on the first collaboration
object, transmit the invitation to collaborate on the first
collaboration object to the second entity, the second entity;
enable a second user at the second entity to assign one or
more sets of users at the second entity to one or more second
entity tasks associated with processing the first collaboration
object; enable the assigned one or more sets of users at the
first entity and the assigned one or more sets of users at the
second entity to collaborate on the first collaboration object;
generate a first communication log of communications
regarding the collaboration on the first collaboration object,
the first communication log comprising: communications
between users in the assigned one or more sets of users at the
first entity, communications between users in the assigned
one or more sets of users at the second entity, and commu-
nications between users in the assigned one or more sets of
users at the first entity and users in the assigned one or more
sets of users at the second entity; cause a second commu-
nication log to be presented to users in the assigned one or
more sets of users at the first entity, the second communi-
cation log comprising a subset of the first communication
log, including communications between users in the
assigned one or more sets of users at the first entity, and
communications between users in the assigned one or more
sets of users at the first entity and users in the assigned one
or more sets of users at the second entity, wherein the
presented second communication log visually distinguishes
communications between users in the assigned one or more
sets of users at the first entity from communications between
users in the assigned one or more sets of users at the first
entity and users in the assigned one or more sets of users at
the second entity; cause a third communication log to be
presented to users in the assigned one or more sets of users
at the second entity, the third communication log comprising
a subset of the first communication log, including commu-
nications between users in the assigned one or more sets of
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users at the second entity, and communications between
users in the assigned one or more sets of users at the first
entity and users in the assigned one or more sets of users at
the second entity, wherein the presented third communica-
tion log visually distinguishes communications between
users in the assigned one or more sets of users at the second
entity from communications between users in the assigned
one or more sets of users at the first entity and users in the
assigned one or more sets of users at the second entity; track
progress on the one or more first entity tasks associated with
processing the first collaboration object; track progress on
the one or more second entity tasks associated with process-
ing the first collaboration object; provide an interface that
enables users in the assigned one or more sets of users at the
first entity at access to some or all of the tracked progress on
the one or more first entity tasks associated with processing
the first collaboration object and on the one or more second
entity tasks associated with processing the first collaboration
object; provide an interface that enables users in the
assigned one or more sets of users at the second entity at
access to some or all of the tracked progress on the one or
more first entity tasks associated with processing the first
collaboration object and on the one or more second entity
tasks associated with processing the first collaboration
object.

An aspect of the disclosure relates to a communication
and collaboration system, comprising: one or more process-
ing devices; a network interface communication system: one
or more processing devices; a network interface; non-tran-
sitory memory that stores instructions that when executed by
the one or more processing devices are configured to cause
the communication system to perform operations compris-
ing: detect a first user of a first entity accessing the com-
munication system; access permissions associated with the
first user; enable the first user to define a first collaboration
object; enable the first user to invite a second entity to
collaborate on the first collaboration object in accordance
with the permissions associated with the first user; in
response to receiving over a network via the network
interface from the first user an invite instruction for the
second entity, the invite instruction regarding collaboration
on the first collaboration object, transmit the invitation to
collaborate on the first collaboration object to the second
entity, the second entity associated with a second user;
provide an interface that enables the second user to collabo-
rate on the first collaboration object in accordance permis-
sions associated with the second user; maintain a log of
communications regarding the collaboration between the
first user and the second user on the first collaboration
object; maintain a log of communications regarding the first
collaboration object between the first user and one or more
other users at the first entity; maintain a log of communi-
cations regarding the first collaboration object between the
second user and one or more other users at the second entity;
enable a first computer system of the first user to display the
log of communications regarding the collaboration between
the first user and the second user on the first collaboration
object, together with the log of communications regarding
the first collaboration object between the first user and one
or more other users at the first entity, and excluding from
display on the first computer system the log of communi-
cations regarding the first collaboration object between the
second user and one or more other users at the second entity;
and enable a second computer system of the second user to
display the log of communications regarding the collabora-
tion between the second user and the second user on the first
collaboration object, together with the log of communica-
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tions regarding the first collaboration object between the
second user and one or more other users at the second entity,
and excluding the log of communications regarding the first
collaboration object between the first user and one or more
other users at the first entity.

An aspect of the disclosure relates to a communication
and collaboration system, comprising: one or more process-
ing devices; a network interface computer-implemented
method, the method comprising: providing an interface that
enables a first user at a first entity to define a first collabo-
ration object; providing an interface that enables the first
user to assign one or more sets of users at the first entity to
one or more first entity tasks associated with processing the
first collaboration object; providing an interface that enables
the first user to assign timing data corresponding to the one
or more first entity tasks associated with processing the first
collaboration object; enabling the first user to invite a second
entity to collaborate on the first collaboration object; in
response to receiving over a network via a network interface
from the first user an invite instruction for the second entity,
the invite instruction regarding collaboration on the first
collaboration object, causing the invitation to collaborate on
the first collaboration object to be transmitted to the second
entity, the second entity associated with a second user;
enabling the second user to collaborate on the first collabo-
ration object with the first user; maintaining a log of com-
munications regarding the collaboration between the first
user and the second user on the first collaboration object;
maintaining a log of communications regarding the first
collaboration object between the first user and one or more
other users at the first entity; enabling a first computer
system of the first user to display the log of communications
regarding the collaboration between the first user and the
second user on the first collaboration object, together with
the log of communications regarding the first collaboration
object between the first user and one or more other users at
the first entity; and enabling a second computer system of
the second user to display the log of communications
regarding the collaboration between the second user and the
second user on the first collaboration object, together with
the log of communications regarding the first collaboration
object between the second user and one or more other users
at the second entity, and excluding the log of communica-
tions regarding the first collaboration object between the first
user and one or more other users at the first entity.

An aspect of the present disclosure relates to a commu-
nication and collaboration system, comprising: one or more
processing devices; a network interface; non-transitory
memory that stores instructions that when executed by the
one or more processing devices are configured to cause the
communication and collaboration system to perform opera-
tions comprising: provide a user interface for display on a
first user device that enables a first user at a first entity
having a first permission to define a first collaboration object
comprising a hierarchical definition, the first user device
associated with a first user of a first entity; receive a
hierarchical definition of the first collaboration object from
the first user device, the hierarchical definition identifying at
least a second collaboration object and a third collaboration
object; receive, via the network interface, a first image of the
first collaboration object, receive a second image of the
second collaboration object, and receive a third image of the
third collaboration object; receive, via the network interface,
a first attribute of the first collaboration object, receive a
second attribute of the second collaboration object, and
receive a third attribute of the third collaboration object;
generate a hierarchical representation of the first collabora-
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tion object; cause the hierarchical representation of the first
collaboration object to be rendered on the first user device,
the hierarchical representation of the first collaboration
object comprising the first image of the first collaboration
object positioned at a first level of the hierarchical repre-
sentation, the second image of the second collaboration
object at a second level of the hierarchical representation,
and the third image of the third collaboration object at a third
level of the hierarchical representation; cause the second
attribute to be rendered on the first user device in association
with the second image and cause the third attribute to be
rendered on the first user device in association with the third
image; cause a value calculated using the second attribute
and the third attribute to be rendered on the first user device
in association with the first image; enable an authorized
second user of a second entity to access the first collabora-
tion object, including the first image of the first collaboration
object via a second user device; cause the first image of the
first collaboration object to be rendered via the second user
device in association with an annotation tool; receive a first
graphical annotation to the first image of the first collabo-
ration object from the second user device; automatically
assign an identifier to the first graphical annotation to the
first image; and cause the identifier assigned to the first
graphical annotation to the first image to be rendered in
association with the first graphical annotation to the first
image.

Optionally, the operations further comprise: establish a
virtual private network to communicate with a first computer
system of the first entity; use a secure transfer tunnel to
encrypt communications to the first computer system of the
first entity; and store communications from the first com-
puter system using file encryption in a cloud-based data
store. Optionally, the hierarchical representation of the first
collaboration object comprises a tree structure. Optionally,
the operations further comprise: cause the hierarchical rep-
resentation of the first collaboration object to be rendered in
a list, wherein the second collaboration object is indented in
a first direction relative to the first collaboration object, and
the third collaboration object is indented in the first direction
relative to the second collaboration object. Optionally, the
operations further comprise: receive a ratio definition indi-
cating how many of the third collaboration objects are
associated with the second collaboration object; and wherein
the value calculated using the second attribute and the third
attribute is calculated using the ratio definition. Optionally,
the operations further comprise: receive from the second
user device a first text associated with the first graphical
annotation to the first image of the first collaboration object;
store the first text received from the second user device in
association with the first graphical annotation and in asso-
ciation with an identifier of the second user; and cause the
first image of the first collaboration object to be rendered
together with the first graphical annotation and the first text,
wherein the first text is rendered in association with the
identifier of the second user. Optionally, the operations
further comprise: maintain a library of collaboration objects
in a data store, the library of collaboration objects compris-
ing the second collaboration object; and enable the second
collaboration object to be used as part of a fourth collabo-
ration object. Optionally, the operations further comprise:
provide a second user interface for display on the first user
device, the second user interface comprising: a first menu
that enables a user to specify a page orientation for a first
document; a second menu that enables a user to specify a
number of product images that are to be displayed by the
first document; a dynamic menu that includes field number
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quantities, where the field number quantities are based at
least in part on a specified number of product images that are
to be displayed by the first document; a field menu providing
a set of selectable fields that enables a user to specify what
data fields are to be displayed in association with respective
product images; receive via the first menu, a first page
orientation specification for the first document, receive via
the second menu a first specification of a number of product
images that are to be displayed by the first document,
receive, via the dynamic menu a specified field quantity,
receive via the field menu a specification of fields that are to
be displayed in association with respective product images;
and cause the first document to be rendered in real time in
accordance with the first page specification, the first speci-
fication of the number of product images that are to be
displayed by the first document, the specified field quantity,
and the specified fields.

An aspect of the present disclosure relates to a computer
system: one or more processing devices; a network inter-
face; non-transitory memory that stores instructions that
when executed by the one or more processing devices are
configured to cause the computer system to perform opera-
tions comprising: provide a user interface for display on a
first user device that enables a first user at a first entity
having a first permission to define a first collaboration object
comprising a hierarchical definition, the first user device
associated with a first user of a first entity; receive a
hierarchical definition of the first collaboration object from
the first user device, the hierarchical definition identifying at
least a second collaboration object at a lower hierarchical
level than the first collaboration object; receive, via the
network interface, a first image of the first collaboration
object and receive a second image of the second collabora-
tion object; receive, via the network interface, a first attri-
bute of the first collaboration object and receive a second
attribute of the second collaboration object; generate a
hierarchical representation of the first collaboration object;
cause the hierarchical representation of the first collabora-
tion object to be rendered on the first user device, the
hierarchical representation of the first collaboration object
comprising the first image of the first collaboration object
positioned at a first level of the hierarchical representation
and the second image of the second collaboration object at
a second level of the hierarchical representation; cause the
second attribute to be rendered on the first user device in
association with the second image; enable an authorized
second user of a second entity to access the first collabora-
tion object, including the first image of the first collaboration
object via a second user device; cause the first image of the
first collaboration object to be rendered via the second user
device in association with an annotation tool; receive a first
graphical annotation to the first image of the first collabo-
ration object from the second user device; automatically
assign an identifier to the first graphical annotation to the
first image; and cause the identifier assigned to the first
graphical annotation to the first image to be rendered in
association with the first graphical annotation to the first
image.

Optionally, the operations further comprise: establish a
virtual private network to communicate with a first computer
system of the first entity; use a secure transfer tunnel to
encrypt communications to the first computer system of the
first entity; and store communications from the first com-
puter system using file encryption in a cloud-based data
store. Optionally, the hierarchical representation of the first
collaboration object comprises a tree structure. Optionally,
the operations further comprise: cause the hierarchical rep-
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resentation of the first collaboration object to be rendered in
a list, wherein the second collaboration object is indented in
a first direction relative to the first collaboration object.
Optionally, the hierarchical representation of the first col-
laboration object comprises a tree structure. Optionally, the
operations further comprise: receive a ratio definition indi-
cating how many of the second collaboration objects are
associated with the first collaboration object; and cause a
value calculated using the second attribute and the ratio
definition to be rendered on the first user device in associa-
tion with the first image. Optionally, the operations further
comprise: receive from the second user device a first text
associated with the first graphical annotation to the first
image of the first collaboration object; store the first text
received from the second user device in association with the
first graphical annotation and in association with an identi-
fier of the second user; cause the first image of the first
collaboration object to be rendered together with the first
graphical annotation and the first text, wherein the first text
is rendered in association with the identifier of the second
user. Optionally, the operations further comprise: maintain a
library of collaboration objects in a data store, the library of
collaboration objects comprising the second collaboration
object; and enable the second collaboration object to be used
as part of a fourth collaboration object. Optionally, the
operations further comprise: provide a second user interface
for display on the first user device, the second user interface
comprising: a first menu that enables a user to specify a page
orientation for a first document; a second menu that enables
a user to specify a number of product images that are to be
displayed by the first document; a dynamic menu that
includes field number quantities, where the field number
quantities are based at least in part on a specified number of
product images that are to be displayed by the first docu-
ment; a field menu that enables a user to specify what data
fields are to be displayed in association with respective
product images; receive via the first menu, a first page
orientation specification for the first document, receive via
the second menu a first specification of a number of product
images that are to be displayed by the first document,
receive, via the dynamic menu a specified field quantity,
receive via the field menu a specification of fields that are to
be displayed in association with respective product images;
and cause the first document to be rendered in real time in
accordance with the first page specification, the first speci-
fication of the number of product images that are to be
displayed by the first document, the specified field quantity,
and the specified fields.

An aspect of the present disclosure relates to a computer
implemented method, the method comprising: providing, by
a computer system, a user interface for display on a first user
device that enables a first user at a first entity having a first
permission to define a first collaboration object comprising
a hierarchical definition, the first user device associated with
a first user of a first entity; receiving a hierarchical definition
of'the first collaboration object from the first user device, the
hierarchical definition identifying at least a second collabo-
ration object at a lower hierarchical level than the first
collaboration object; receiving a first image of the first
collaboration object and receive a second image of the
second collaboration object; receiving a first attribute of the
first collaboration object and receive a second attribute of
the second collaboration object; generating a hierarchical
representation of the first collaboration object; causing the
hierarchical representation of the first collaboration object to
be rendered on the first user device, the hierarchical repre-
sentation of the first collaboration object comprising the first
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image of the first collaboration object positioned at a first
level of the hierarchical representation and the second image
of the second collaboration object at a second level of the
hierarchical representation; causing the second attribute to
be rendered on the first user device in association with the
second image; enabling an authorized second user to access
the first collaboration object, including the first image of the
first collaboration object via a second user device; causing
the first image of the first collaboration object to be rendered
via the second user device in association with an annotation
tool; receiving a first graphical annotation to the first image
of'the first collaboration object from the second user device;
and causing the graphical annotation to the first image to be
rendered on the second user device.

Optionally, the method further comprises: establishing a
virtual private network to communicate with a first computer
system of the first entity; using a secure transfer tunnel to
encrypt communications to the first computer system of the
first entity; and storing communications from the first com-
puter system using file encryption in a cloud-based data
store. Optionally, the hierarchical representation of the first
collaboration object comprises a tree structure. Optionally,
the method further comprises: causing the hierarchical rep-
resentation of the first collaboration object to be rendered in
a list, wherein the second collaboration object is indented in
a first direction relative to the first collaboration object.
Optionally, the method further comprises: receiving a ratio
definition indicating how many of the second collaboration
objects are associated with the first collaboration object; and
causing a value calculated using the second attribute and the
ratio definition to be rendered on the first user device in
association with the first image. Optionally, the method
further comprises: receiving from the second user device a
first text associated with the first graphical annotation to the
first image of the first collaboration object; storing the first
text received from the second user device in association with
the first graphical annotation and in association with an
identifier of the second user; and causing the first image of
the first collaboration object to be rendered together with the
first graphical annotation and the first text, wherein the first
text is rendered in association with the identifier of the
second user. Optionally, the method further comprises:
maintaining a library of collaboration objects in a data store,
the library of collaboration objects comprising the second
collaboration object; and enabling the second collaboration
object to be used as part of a fourth collaboration object.
Optionally, the method further comprises: providing a sec-
ond user interface for display on the first user device, the
second user interface comprising: a first menu that enables
a user to specify a page orientation for a first document; a
second menu that enables a user to specify a number of
product images that are to be displayed by the first docu-
ment; a dynamic menu that includes field number quantities,
where the field number quantities are based at least in part
on a specified number of product images that are to be
displayed by the first document; a field menu that enables a
user to specify what data fields are to be displayed in
association with respective product images; receiving via the
first menu, a first page orientation specification for the first
document, receive via the second menu a first specification
of'a number of product images that are to be displayed by the
first document, receive, via the dynamic menu a specified
field quantity, receive via the field menu a specification of
fields that are to be displayed in association with respective
product images; and causing the first document to be ren-
dered in real time in accordance with the first page speci-
fication, the first specification of the number of product



US 12,627,721 B2

11

images that are to be displayed by the first document, the
specified field quantity, and the specified fields.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A illustrates an example distributed communication
and collaboration architecture.

FIG. 1B illustrates an example architecture of a commu-
nication/collaboration system.

FIG. 1C illustrates an example communication hierarchy.

FIGS. 1D and 1E illustrate example communication/
transaction threads and permissions.

FIG. 1F illustrates an example one-to-many communica-
tion scenario.

FIG. 1G illustrates an example thread cross section.

FIG. 1H illustrates multiple communication threads and
multiple channels.

FIG. 11 illustrates an example transaction collaboration
process.

FIG. 1] illustrates aspects of an example communication/
collaboration system.

FIG. 1K illustrates an example rendering process using a
virtual page.

FIG. 1L illustrates an example virtual page.

FIG. 1M illustrates example user interfaces rendered
based on a virtual page.

FIG. 1IN illustrates an example communication process.

FIGS. 10-1P illustrate example communication architec-
tures.

FIGS. 1Q-1U illustrate example user interfaces.

FIGS. 1V-1AA illustrate example collaboration permis-
sion configurations.

FIG. 1BB illustrates an example user interface.

FIGS. 1CC-1FF illustrate example collaboration permis-
sion configurations.

FIG. 1GG Illustrates a representation of an example data
syndication architecture within a multi-entity multi-hierar-
chy system.

FIGS. 1HH-1MM illustrate example user interfaces.

FIG. INN illustrates an example multi-layer service
architecture.

FIGS. 2A-2L illustrate example user interfaces.

FIGS. 3A1-3L illustrate additional example user inter-
faces.

FIGS. 4A1-4M illustrate additional example user inter-
faces.

FIG. 4N illustrates an example process.

FIGS. 40-4V illustrate additional example user inter-
faces.

FIGS. 5A-5K illustrate additional example user inter-
faces.

FIGS. 6 A-6F illustrate additional example user interfaces.

FIGS. 7A-7F illustrate additional example user interfaces.

FIG. 7G illustrates an example process.

FIGS. 7H-70 illustrate additional example user inter-
faces.

FIG. 7P illustrates an example sharing of collaboration
objects.

FIGS. 7Q-78 illustrate additional example user interfaces.

FIGS. 8A-8C illustrate example user interfaces config-
ured to enable visual media collaboration via visual markups
with respect to a collaboration object.

FIGS. 9A-9H illustrate user interfaces with customization
options.

FIGS. 10A-10D illustrate example architectures.

FIGS. 11A-11B illustrate example hierarchical associa-
tions between collaboration objects.
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FIGS. 12A-12B illustrates user Interfaces representing
relationships between collaboration objects.

FIG. 13 illustrates a representation of one or more teams
from one or more entities interacting with a set of hierar-
chically related collaboration objects.

DETAILED DESCRIPTION

Methods and systems are described for secure communi-
cation over a network among multiple systems enabling
secure inter-entity and intra-entity collaboration over the
network.

As will be described, technologies are provided that
enable threaded communication to be associated with an
object and that enable such threaded communications to be
selectively provided to users in accordance with respective
permissions, in a display-efficient and organized manner.
Such display of communications may reduce errors with
respect to conducting shared transactions related to such
object.

By way of illustration, systems may be associated with
respective entities. For example, the systems may include a
first set of systems associated with an entity, such as an
acquirer of products (e.g., a retailer). The systems may
include a second set of systems associated with another
entity, such as a product provider (e.g., a manufacturer,
distributor, etc.). It is understood that an entity may be both
an acquirer of products and a provider of products. The
systems may include a third set of systems associated with
a communications/collaboration service provider.

The transmitted data may be secured by establishing a
virtual private network (VPN) which establishes an
encrypted transmission path between the communication/
collaboration service provider system and that of the first set
of systems and the second set of systems. The systems may
communicate with each other using Secure Sockets Layer
(SSL), a secure transfer tunnel, which may be used to
encrypt data in transit between the systems. Optionally,
some or all of the communicated information may be stored
using file encryption. Optionally, respective encryption keys
may be stored physically separate from the data being
encrypted (e.g., on different physical servers) to provide
added security.

Optionally, the communication/collaboration system may
comprise a secure, cloud based system of co-located and/or
geographically distributed server systems.

As discussed in greater detail herein, the communication/
collaboration system may enable sensitive data to be siloed,
so that only authorized users may access the sensitive data
while still enabling users at different entities with different
levels of authorization to collaborate. A hierarchy of users or
user types may be defined, where those lower on the
hierarchy have relatively less access to sensitive data than
those higher on the hierarchy. In addition, the hierarchy of
users or user types may be defined to indicate which users
or types of users may edit which types of data.

The disclosed communication/collaboration system
enables communications to be associated with an object,
such as a project. Thus, by accessing a project-related user
interface, communications related to the project may be
viewed together. As will be discussed elsewhere herein, a
control may be provided which enables the user to specify
whether only communications within a chat window are to
be displayed, whether only communications with an external
entity are to be displayed, or whether both internal commu-
nications and communications with external entities are to
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be displayed, thereby making efficient use of screen real
estate by filtering the data presented to a user to the data of
interest.

As discussed in greater detail herein, the disclosed com-
munication/collaboration system further enables a user to
generate a dynamic document that includes one or more
editable fields, and one or more fields that display data
automatically generated by one or more formulas associated
with one or more fields (e.g., one or more editable fields).
Changes to the document made by a user of a first entity may
be selectively transmitted to a user of a second entity.
Optionally, a communication (e.g., a chat entry, text mes-
sage, audio communication, video communication, still
image, emoji entry, and/or other communication-type) may
be generated and displayed that provides a summary of the
change to the document. Optionally, the chat entry may be
displayed at the same time as the document. For example, if
the document is a submission from a product provider
offering to sell items to a retailer, the submission may be
made available to a retailer. As will be discussed elsewhere
herein, the submission may include price per unit, number of
items in a unit, shipping volume, weight, materials, and/or
other information. If the retailer requests or makes a change
to a product material specified by the product provider (e.g.,
a change of a basket from plastic to bamboo), a chat entry
may be generated the reflects the change (e.g., “Jane has
requested that the basket material be changed from plastic to
bamboo™) and displayed on a user terminal of the retailer
and on a user terminal of the product provider in a chat pane
at the same time as the changed document is displayed.
Certain other data entered by a user at a first entity, such as
desired profit margin, may be inhibited from being provided
to a user at a second entity, and indeed, may be inhibited
from being provided with users without the appropriate
permissions at the first entity.

Optionally, changes to a given object may only be made
by the entity that created the object, and the other entities
collaborating on the object may only request, but not make,
a change. For example, optionally, if an acquirer requests a
product, only the supplier can change product information
belonging to supply side (e.g., materials, weight, etc.), while
only the acquirer may be permitted to specify or make
changes to an acquisition price.

By way of further example, if an acquirer announces a
purchase program or issues a request for quote (RFQ) for a
product, the acquirer may specify desired product specifi-
cation. A supplier may then respond by submitting a supplier
product, wherein only the supplier is permitted to change
properties of the supplier product.

As discussed in greater detail herein, the communication/
collaboration system enables communications between
users to be restricted so that a given user at a given entity
may only be permitted to contact certain designated users at
other entities and may further restrict communications to
those designated users to only certain designated subjects/
object-types. For example, as will be discussed in greater
detail herein, a user (e.g., a buyer) at a retailer may be
limited, via the system, to communicate only with certain
product providers, and only with certain designated users at
such product providers, and only regarding designated prod-
uct categories (e.g., outdoor furniture). By way of further
example, a given user at a product provider may only be
permitted to communicate with certain retailers regarding
certain product categories.

By way of yet further example, a given user at a product
provider may only be permitted to communicate with a
given user at a retailer if the retailer user invited the product
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provider to submit a bid for a given retailer program. For
example, a retailer program may provide a description (e.g.,
a high level and/or a low level description), a trend board
(e.g., a presentation of images of one or more products
indicating current product trends), a colorway (e.g., a range
of combinations of colors in which a design or product type
is available), a target price, and/or a quantity of product the
retailer is seeking to acquire. The retailer program may have
been specified by a retailer user with a specified level of
rights. For example, a hierarchy of user levels may be
specified with different user levels having different rights.
For example, a relatively high level manager may be autho-
rized to add product suppliers to an approved provider list,
may be authorized to specify a retailer program/project, may
be authorized to access confidential information of a highest
level of confidentiality, and may be authorized to approve
purchases up to a first threshold level. A level down manager
may be authorized to specify a retailer program/project, may
be authorized to access confidential information of a second
level of confidentiality (lower than the first level of confi-
dentiality), and may be authorized to approve purchases up
to a second threshold level (which is lower than the first
threshold). A still lower level buyer may be authorized to
access confidential information of a third level of confiden-
tiality (lower than the second level of confidentiality), may
be authorized to select product providers from the approved
product provider list and submit invitations to the selected
product providers to submit bids to the retailer to supply
products for a specified retailer program.

A user interface may be provided that enables a given user
(e.g., a manager) to specify a project goal by units (e.g.,
purchase 100 units) and/or by price (e.g., purchase $10,000
of units). The goal may be assigned to a department and on
a sub-department level and/or on a user level. For example,
20% of the goal may be assigned to a first department, 45%
of the goal may be assigned to a second department, and
35% of the goal may be assigned to a third department.
Sub-sub-goals may be assigned to users within a sub-
department. Progress towards the respective sub-goals may
be tracked and aggregated in real time. The progress towards
the subgoals and the aggregated progress towards the overall
goal may be reported (e.g., via text and/or graph) in real time
to the appropriate user (e.g., manager).

Further, a given entity may act as both a seller and a buyer
of items. For example, a furniture manufacturer may pur-
chase materials to make the furniture (e.g., wood, nails,
screws, brackets, etc.), and may then sell the furniture to a
retailer. A given user at an entity may be restricted to only
buying or only selling items, or may perform both buying
and selling of items, based on the permissions assigned to
the user. Thus, a user with appropriate permissions may, via
a single sign-in to the system, access both seller user
interfaces and data, and buyer user interfaces and data.
When the user is acting in a buyer function, the user may be
permitted to communicate with a first set of entities (e.g.,
product providers), and corresponding sets of users associ-
ated with the first set of entities. When the user is acting in
a seller function, the user may be permitted to communicate
with a second set of entities (e.g., retailers), and correspond-
ing sets of users associated with the second set of entities.

Unique graphical user interfaces are described that enable
a user to flexibly control what data is presented. Further,
graphical user interfaces are described that enable fast paced
communication and inter-entity and intra-entity collabora-
tion. Further, user interfaces are described that organize
communications around objects (e.g., projects, product
offers, purchase programs, etc.), to create a better sense of
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organization, auditability, and insight of and into artifacts. In
addition, chat interfaces are described that include not just
user-to-user messages, but that also include events detected
by the system, such as bids, price changes, field updates,
and/or the like. Thus, user interfaces are described that solve
problems with prior graphical user interfaces devices in the
computerized product-related transaction area, improving
speed, accuracy and usability as compared to conventional
user interfaces.

Advantageously, in order to speed processing, reduce
processing loads, and reduce memory utilization, a given
virtual page may be associated with a given object (e.g., a
project or transaction). The virtual page may include differ-
ent modules with a variety of sensitive and confidential data
and/or communications that are not to be shared with
unauthorized users. Further, a virtual page may include
certain data that is not of interest to certain entities or to
certain users at certain entities. When multiple users are
collaborating on the same object, each time new data and/or
data types are to be displayed to users, the communication/
collaboration system may optionally determine which entity
a given user is associated with, which user(s) at a given
collaborating entity the given user is collaborating with, the
permissions associated with a given user, and/or the job
function of a given user. The communication/collaboration
system may use some or all the foregoing information to
determine what data and/or communications are to be shown
to a given collaborating user. The communication/collabo-
ration system may then determine which modules of the
virtual page are to be displayed to a given user. The modules
may then be rendered with the corresponding modules and
module data (which may already have been present in the
virtual page) via a terminal display of a given user. Thus,
different users within the same entity may see different
versions of the virtual page, with different data. Further,
users at different entities may see different versions of the
virtual page, with different data. Thus, the foregoing process
may advantageously use the same virtual page in rendering
the different pages for the different users. As noted above,
this technique reduces processor and memory utilization, as
the system does not generate, de novo, a new page with data
separately accessed for each user.

A virtual page may be used as part of a workflow. A
workflow may be associated with several virtual pages. A
first user, at a first entity at a given state of a collaboration
workflow being performed in collaboration with a second
entity, may be presented with the same virtual modules (but
different data) as a second user (with the same permission
level as the first user) at the first entity at the given state of
the collaboration workflow being performed in collaboration
with a third entity. Thus, advantageously, users at a given
permission level at a given entity will utilize the same
workflow even when working with different entities, so that
the workflow is agnostic as to which entity is being col-
laborated with.

Certain aspects will now be discussed with reference to
the figures.

The communication/collaboration system optionally
enables a centralized workflow between different entities
that enables the different entities (e.g., organizations) to
collaborate on an object across a network. For example, a
given entity may be an acquirer (e.g., a buyer) and/or a
supplier (e.g., a seller) of items. With reference to FIG. 1A
an example communication/collaboration system 100A
manages communications and data transfers between a
plurality of entity systems 102-1 . . . 102-7, such as between
entities on the acquisition side and entities on the supply
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side. The entity systems 102 may include standalone com-
puters (e.g., desktop, laptop, tablet, smart phone, or other
computer device), a centralized computer system, and/or a
cloud computing system.

A given entity system 102 may include a data store
hosting an enterprise database/warehouse/repository. The
enterprise database may optionally store data such as item or
service data (e.g., product data) and/or order data. By way of
example, the product or service data may include specifi-
cations and attributes of the products and services offered by
an entity, such as dimensions, weight, color, configuration,
cost, and/or the like. The order data may include data such
as buying information (e.g., buying program data), inventory
data of items, quantity of items needed, shipping location,
buying terms, and/or the like. As discussed elsewhere
herein, the communication between the different entities
may be via a secure communication channel, where data is
encrypted. Further, data stored by the communication/col-
laboration system 100A may be encrypted and/or otherwise
secured.

The communication/collaboration system 100A is config-
ured to accommodate differing informational access and
differing artifact ownership within a given worktlow
depending on the organization and organization user access-
ing the given information and/or artifact.

The communication/collaboration system 100A is option-
ally a web based and/or app based SaaS platform that
connects entities, such as retailers and suppliers. Unlike
conventional platforms, the disclosed platform is a shared
system, built for collaboration and the shared workflows and
needs of item acquirers (e.g., retailers or other buyers) and
suppliers (e.g., manufacturers). For example, a retailer may
wish to order products from a supplier, where the ordered
products will need to be manufactured for the retailer in
accordance with the order. As a shared software platform,
the communication/collaboration system 100A bridges the
gap that conventionally exists between systems at suppliers
and retailers. The disclosed communication/collaboration
system 100A increases speed of deploying products (e.g.,
new products) to market by decreasing the friction in
information transfer between organizations and their sys-
tems by removing or decreasing the human error in recon-
ciling informational differences instance by instance. The
communication/collaboration system 100A may optionally
be configured to be the final platform accessed by “suppli-
ers” (e.g., companies offering items to be resold) as infor-
mation flows out of their company via actions of salesper-
sons, and may optionally be configured to be the first
platform accessed by “retailers” (e.g., companies purchasing
items) as they encounter information on products and orders.
As noted above, a given entity may be both a supplier of
items and an acquirer of items.

An item supplier can publish items and/or services via the
communication/collaboration system 100A to one or more
other entities (e.g., item acquirers). Optionally, the supplier
may specify which entities can view the published items
and/or services, or the published items and/or services may
be made accessible to all users of the communication/
collaboration system 100A. Conversely, acquirers can pub-
lish acquisition plans and selectively invite certain suppliers
(e.g., within or outside of the acquirer’s current supply
network), review item/service offers, communicate with
suppliers, iteratively negotiate specifications, attributes,
pricing of items and services, other transaction terms, and
generate purchase orders. Advantageously, the use of a
shared communication/collaboration system 100A by an
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acquirer and supplier will reduce the need for duplicative,
error prone, arduous data entry by each party.

Thus, for example, a given entity/organization may com-
prise various units (e.g., business units, such as subsidiaries,
divisions, groups, departments, or the like), where a given
user may be associated with an organization unit. An orga-
nization may have a complex hierarchical structure, with
many layers of units. The communication/collaboration sys-
tem 100A may enable connections to be defined to link units
within an organization to enable users within an organization
to collaborate on an object. In addition, the communication/
collaboration system 100A may enable connections to be
defined to link units across organizations to enable a user at
a unit of one organization to collaborate with users at one or
more other linked-to organizations. A given connection may
have an upstream side (e.g., where the user on the upstream
side performs an item acquisition workflow) and a down-
stream side (e.g., where the user on the downstream side
performs an item supply workflow).

FIG. 1A-2 illustrates an example implementation of the
communication/collaboration system 100A. The system
100A may optionally be a cloud-based system including a
hosted computing environment that includes a collection of
physical computing resources that may be remotely acces-
sible and may be rapidly provisioned as needed. Further, the
system 100A may include a hosted storage environment that
includes a collection of physical data storage devices that
may be remotely accessible and may be rapidly provisioned
as needed (sometimes referred to as “cloud” storage). The
example communication/collaboration system 100A
includes an authentication module, a front end module
104B, backend processing module 106B, a communication
and collaboration module 108B, an integration module
110B, a tracking module 112B, and a data store 114B (which
may include cloud storage).

The data store 114B may host one or more databases. A
given database may be a relational database (e.g., an SQL
database) or a non-relational database (a nonSQL database,
such as NoSQL). For example, a relational database may
advantageously use the same uniform language (e.g., DDL)
for different user roles (developer, user, administrator), may
use a standardized language for different relational database
management systems, may use an advanced and non-struc-
tural querying language, and may comply with ACID prin-
ciples (atomicity, consistency, isolation, durability), thus
ensuring stability, security, and predictability both of the
entire database and each transaction. A nonSQL database
may be used rather than an SQL database as it better scales
out horizontally across distributed systems and so can
handle a large number of transactions (e.g., millions of
transactions at a time). Further, a nonSQL database may be
schema-free and so better utilized with unstructured and
semi-structured data. Thus the selection of the database
technology may be based on the particular use scenario (e.g.,
the need for stability and uniformity offered by SQL data-
bases v. the need to process large amounts of unstructured
and semi-structured data as provided by a nonSQL data-
base).

Optionally, a cloud-based object database (e.g., to store
images, audio and videos) may be used. Optionally, text
messages may be stored in a specialized text database that is
document-oriented. Optionally, a graph database (rather
than a database organized as a table with rows and columns)
may be used to store hierarchy data, where the graph
database provides index-free adjacency, where a given ele-
ment in the database contains a direct link to its adjacent
element and index lookups are not required.
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The communication/collaboration system 100A may pro-
vide interfaces to and utilize one or more microservices from
one or more remote systems to thereby provide additional
features and/or enhance system performance. For example,
an intercom microservice may be used for customer com-
munication and technical support. An email automation
service may be used to manage emails. An event-driven,
serverless computing platform may be used to manipulate
images. An error tracking service may be used to track and
report bugs. A cloud based automated load and performance
testing service may be used to monitor system performance.

The data store 114B may store data published by various
entities using the system 100A, data accessed from respec-
tive enterprise databases of the systems 102, communica-
tions between entities, purchase orders, and/or other data
discussed herein. The data store 114B may store an identifier
associated with the creator/provider of a given item of data.
The identifier may include identification information on the
user’s unit and organization, and may include creation
and/or editing timestamps.

The data store 114B may optionally host a connections
database storing information on connections between orga-
nizations, organization units, and organization/unit users,
and data communicated and/or stored relating to such con-
nections.

The data store may provide data in response to user or
system queries. Optionally, an interface may be provided
(e.g., via the front end module 104B) that enables queries to
be submitted with respect to analytics. For example, a user
can submit a query as to what is the most popular color (e.g.,
in general, for a specific item-type, or for a specific model
of an item, for a specific SKU, etc.), what is the best-selling
item in a given category (e.g., what is the best-selling desk
chair), how many of a given item have been sold (e.g., in
general, by a specific entity, to a specific entity, etc.), and/or
the like. The response may be generated using data from the
data store 114B and/or from data accessed from the enter-
prise databases of the entity systems 102.

The authentication module 102B may be used to deter-
mine a user access and permissions based on user login
information (e.g., UserID, password, and/or biometric data).
Based on a user’s access authorization and permissions, a
user may be granted access to certain enterprise data within
the entity to which the user belongs, and the user may also
be granted access to certain enterprise data shared by other
entities that have connections to the user’s own entity. For
example, certain users may be permitted to view certain data
and not other data, may be permitted to access certain user
interfaces and not other user interfaces, may be permitted to
communicate with certain users at certain entities and not
other users at a given entity and not other entities, and/or
may be permitted to conduct certain transactions and not
other transactions. By way of further example, certain data
in the connection database referenced above may be
accessed by users on the acquisition side of a given con-
nection, certain data in the connection database referenced
above may be accessed by users on the supply side of the
given connection, and certain data may be accessible to
users on both sides of the given connection.

By way of yet further illustrative example, based on the
specified permissions and access, a given user may be
permitted to only conduct purchases and not sales, sales and
not purchases, or both purchases and sales of certain items/
services. The permissions may be based on a user’s position
in a hierarchy of users (e.g., a hierarchy of users defined by
an organization’s administrator). By way of example, a user
associated with an organization unit may be granted access
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and permission to enterprise data and workflows of the units
below the user’s unit in the hierarchy, but not necessarily to
enterprise data and workflows of the units above the user’s
unit in the hierarchy.

The front end module 104B (which may include a web
server) may generate and provide for display or reproduction
on user systems user interfaces configured to display data,
receive data from the user or user system, download data,
and/or upload data. Data may include text, graphic, still
image, video, and/or audio data. Optionally, the user inter-
faces may include sounds that are triggered by a correspond-
ing event. For example, each time a transaction of a specified
type is generated (e.g., a final purchase order), a correspond-
ing sound and/or animation may be generated. The sounds
may include non-verbal sounds (e.g., beeps, horn honking,
a tune, etc.) and/or words providing information and/or
positive feedback to the user (e.g., “Purchase order com-
pleted. Great job!”). The animation may likewise provide
positive feedback to the user (e.g., an animation or video of
fireworks, a waving flag, a tooting horn, etc.).

Optionally, a threshold needs to be reached in order for
certain sounds/animations/videos/emojis to be rendered to
the user. For example, the user may need to have finalized
a threshold number of purchase orders in order for a corre-
sponding sound/graphic to be generated and provided to the
user. By way of further example, a purchase order may need
to be for a threshold dollar amount and/or quantity of
product in order for a corresponding sound/graphic to be
generated and provided to the user.

The sounds, animations, and thresholds may be different
for different entities and may be different depending on the
user function. For example, an entity may be able to custom-
specify sounds, animations, and thresholds for a given event
or transaction type. By way of further example, different
sounds/animations/videos/emojis may be used for a user at
a supplier entity and for a user at an acquirer entity even
though both users are negotiating the same transaction (e.g.,
the same purchase order). Further, different sounds/anima-
tions/videos/emojis may be provided based on the user level
in a hierarchy at the user’s entity. For example, a salesperson
may be provided with different sounds/animations/videos/
emojis than a supervisor of the salesperson for a given
transaction.

The front end module 104B optionally determines the
screen resolution of a target device (e.g., by querying the
target device regarding the height and width layout in
pixels). The front end module 104B may then dynamically
format the user interfaces accordingly. For example, differ-
ent user interfaces may be used for phones, tablets, laptop,
and desktop displays, to enable information to be appropri-
ately presented for easy viewing while reducing navigation
through multiple layers of user interfaces. Optionally, the
front end module 104B may utilize a flexible layout that
enables a given user interface to dynamically scale to
different screen sizes, densities, and/or aspect ratios. By way
of illustration, a given user interface layout may be defined
using density and scale independent pixels (dp) instead of
using absolute pixels. User interface elements may be placed
and sized relative to other user interface elements. Elements
may be dynamically sized based at least in part on their
content.

The backend processing system 106B is configured to
perform computations, data processing, filtering, query ser-
vicing, business intelligence, analytics, graph generation,
diagram generation, dashboard generation, and report gen-
eration. For example, the backend processing system 106B
may be configured to process and analyze vast amounts of
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data being published by acquirers and suppliers of products
and/or services to identify trends. Examples of trends which
may be identified include which products are or are becom-
ing popular (e.g., becoming increasingly offered or pur-
chased over a specified time frame), and which products are
unpopular or becoming unpopular (e.g., trending down-
wards with respect to offers and/or purchases over a speci-
fied time frame). Such trend information may be reported to
auser (e.g., at an entity using the system 100A) textually, via
a graph, and/or otherwise.

Optionally, the backend processing system 106B includes
an artificial intelligence module. The artificial intelligence
module may include a machine learning engine, such as a
neural network, that identifies such trends and/or that iden-
tifies anomalies in the offer and/or purchases of products/
services. In addition or instead, statistical predictive algo-
rithms may be used to predict trends.

For example, optionally a deep, convolutional, neural
network model trained using historical data (e.g., data pub-
lished by supplier entities and/or acquirer entities, data
acquired from enterprise databases of the entities, data
obtained from purchase orders, sales data from remote
databases, etc.) to identify trends with respect to the popu-
larity of products and product types may be used. The deep
neural network may include an input layer, an output layer,
and one or more levels of hidden layers between the input
and output layers. The deep neural network may be config-
ured as a feed forward network. Optionally, the deep neural
network may be used to analyze, optionally in real time, data
published by product suppliers, product acquirers, and other
data sources. In addition, the deep neural network may be
used to analyze transaction data (e.g., data included in a
purchase order).

The convolutional deep neural network may be config-
ured with a shared-weights architecture and with translation
invariance characteristics. The hidden layers may be con-
figured as convolutional layers, pooling layers, fully con-
nected layers and/or normalization layers. The convolutional
deep neural network may be configured with pooling layers
that combine outputs of neuron clusters at one layer into a
single neuron in the next layer. Max pooling and/or average
pooling may be utilized. Max pooling may utilize the
maximum value from each of a cluster of neurons at the
prior layer. Average pooling may utilize the average value
from each of a cluster of neurons at the prior layer.

The trend spotting data may be stored in data store 114B.
Advantageously, the neural network, configured to derive
trend data from complicated or imprecise data, can be used
to extract patterns and detect trends that are too complex to
be identified by humans or conventional computer tech-
niques.

Thus, the backend processing system 106B may be con-
figured to determine trends, generate forecasts (e.g., in the
purchase or sales of a product or product-type), perform
prescriptive analytics, identify value drivers that make a
given product more desirable (e.g., increases sales and/or
enables an increase in prices without reducing sales), iden-
tify key segments correlations, identify anomalies, compare
and rank sales performs of various items (e.g., where an item
is associated with a corresponding SKU (Stock Keeping
Unit)), and perform a what-if analysis. By way of example,
the backend processing system 106B may use determined
trends to recommend to a supplier what products to offer in
the future, and may recommend to an acquirer what products
to acquire (e.g., for resale) in the future.

The communication and collaboration module 108B
enables inter-entity and intra-entity communication, such as
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chat, messaging, video, audio, and/or email communication
(e.g., between established connections). As will be discussed
elsewhere, the communications may be threaded, and com-
munications associated with a given object (e.g., a given
transaction) may be presented together in an organized
fashion. Thus, for example, a user from one business unit of
an entity (e.g., a subsidiary, division, group, or department
of the entity) can communicate in real time via messaging/
chat/video conferencing/audio with one or more users of the
same business unit or with members of other business units
which have connections to the user’s business unit.

The integration module 110B can connect to the existing
system infrastructure of a given entity via an application
programming interface (API), using XML, JSON, EDI,
and/or other data exchange format. The integration module
110B can perform data sharing, exchanging, and/or synchro-
nization with other systems. In addition, the integration
module may perform a data validation process, such as to
determine which data item is most current (e.g., which SKU
for a given product is most current and should be used). The
integration module 110B may identify data conflicts, gen-
erate a warning message and cause the warning message to
be displayed when such a conflict is detected, and inhibit the
overwriting of data when such a conflict is detected until the
module 110B receives a user or other instruction enabling
the overwrite to be performed. The synchronization of data
from an enterprise database or other data store of an entity
system 102 with the data store 114B may be performed
periodically and/or in response to a detected event (e.g., the
generation of a final purchase order or other agreement for
a transaction between two entities).

Optionally, in response to detecting a given entity pub-
lishing information on a new product or an offer to supply
a product, the integration module 110B can broadcast in
batch mode some or all of the published information on the
new product or the offer to user interfaces (e.g., communi-
cation interfaces, dashboards, etc.) displayed by systems 102
of other entities. Such broadcast may be filtered so that it is
only available to entities specified by the given entity, only
available to those with which the given entity has conducted
a transaction with via the system 100A within a specified
time period, and/or only available to those entities that have
opted-in to receive such broadcast from the given entity.
This approach reduces network bandwidth usage and
memory usage by inhibiting the broadcast of data to certain
destinations while still ensuring that the data reaches the
appropriate destinations in a timely manner. Further, the
batch broadcast may be performed in response to detecting
or predicting that the system 100A communications inter-
face is otherwise at low utilization to thereby avoid over-
burdening the communication interface.

The communication/collaboration system 100A may be
configured to accommodate the differing leverage between
entities (e.g., retailers and suppliers). For example, the
communication/collaboration system 100A is optionally
configured to provide workflows, features, and functions
that operate in one-to-many relationships with the retailer
(acquisition side company) being “one” and the suppliers
(supply side companies) being “many”. This enables acqui-
sition side companies to communicate buying needs, speci-
fications, and/or timelines to many supply side companies
with the same or similar degree of effort as communicating
with just one other company. Under the same or similar
relationship, data from the many supply side companies
flows many to the one acquisition side company. As such,
acquisition side companies are enabled to improve acquisi-
tion decisions through comparison of similar offerings from
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many supply side companies (e.g., using a central repository
of data). Further, the communication/collaboration system
100A is optionally configured to provide workflows, fea-
tures, and functions that operate in one-to-many relation-
ships with the supply side company being “one” and the
acquisition side companies (e.g., retailers) being “many”.

The communication/collaboration system 100A may also
be configured to provide workflows, features, and functions
that operate in many-to-many relationships, enabling mul-
tiple supply side companies to interact with multiple acqui-
sition side companies, and enabling multiple acquisition side
companies to interact with multiple supply side companies.

Thus, for example, a supply side company may use the
same communication/collaboration system 100A and inter-
faces to provide offers and process sales with multiple
acquisition side companies. A given user at an entity may
access data and user interfaces via a user device (e.g., a
desktop computer, laptop computer, tablet computer, phone,
smart television, virtual or augmented reality system, or
other computing device). A given user device may be
equipped with a processor, memory, a network interface, a
display (e.g., a touch display), a microphone, a speaker, a
point device (e.g., a mouse, touchpad, stylus), a printing
device, and/or other interfaces. The user device may com-
municate with the communication/collaboration system
described herein via a respective network interface.

The tracking module 112B may optionally be deployed in
the system 100A to provide additional services, such as
logistics (e.g., when is a given order scheduled to ship, what
orders have shipped, when is a given order expected to
arrive, what is the origination location for a shipment, what
is the destination location for a shipment, etc.), invoicing
services, billing services, or the like. Such services may be
provided using data accessed from the data store 114B
and/or from the entity systems.

As illustrated in FIGS. 1C, 1D, 1E, as a platform config-
ured to be utilized by many different entities, the commu-
nication/collaboration system enables users to set up their
account and rules by incorporating their organizational
hierarchy as conditionally accessible nodes into the com-
munication/collaboration system. The hierarchy and associ-
ated permissions and access rights may be specified by an
authorized user via a user interface. Permissions and access
rights may be assigned to a role, rather than a particular user.
For example, a given position on the hierarchy may be
assigned certain permissions and access rights. A user may
then be assigned to the given position and will inherit those
permissions and access rights. If the user then is no longer
in the given position (e.g., the user quits), and a new user is
assigned to the given position, the new user will inherit the
position permissions and access rights and the old user will
lose those permissions and access rights.

For example, with reference to FIG. 1C, a given organi-
zation may have multiple levels of hierarchy. The hierarchy
of entities Al, A2, A3 or A4 in FIG. 1C may be any
hierarchical structure (e.g. a hierarchical structure that fits a
business structure). The hierarchy may represent an organi-
zation chart or a hierarchical structure derived from the
organization chart. The hierarchy may represent a hierarchi-
cal structure not related to the organizational chart such as
a hierarchy representing a supply chain, for example, a
hierarchy of a customer list, or a hierarchy of a supplier list
by way of illustrative example. A given hierarchy level may
correspond to a given authority (e.g., management) level. A
given branch of the hierarchy may correspond to a depart-
ment, business unit, or the like. For example, roles B, C, and
D (to which respective users are assigned) may be members
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of a first department (where role B is a supervisor role with
respect to roles C and D), roles E, F, G may be members of
a second department (where role E is a supervisor role with
respect to roles F and G), and roles H, I, ] may be members
of a second department (where role H is a supervisor role
with respect to roles I and I). Users assigned to a supervisor
role may be provided with access to all of the data and
communications of each of their subordinates but not of the
subordinates of other supervisors on the same hierarchy
level. Further, users assigned to roles on a lower hierarchy
level may not be able to access all the data and communi-
cations of users assigned to roles on a relatively higher
hierarchy level. As illustrated, a given user (e.g., assigned to
roles C, D, F, G, 1, or J) of an entity may be permitted to
communicate with one or more users of one more other
entities and not other entities or other users.

Thus, a complex yet flexible hierarchy may be imple-
mented that provides data security to safeguard valuable
data (e.g., confidential pricing data, purchase data, corporate
data, etc.) to ensure that only a user (e.g., an employee) with
the proper hierarchy level and/or permissions may access the
data. For example, a user assigned to a high level role (node)
in the hierarchy has more access privileges to data and
communications than users assigned to a lower level role
(node) in the hierarchy. Thus, higher level roles in the
hierarchy may be permitted access to the data and commu-
nications of users assigned lower level roles in the hierarchy,
but not vice versa. For example, referring to entity Al in
FIG. 1C, users assigned to Role B in the illustrated hierarchy
may access all data and communications of users assigned to
Roles C and D, but users assigned to Roles C and D may not
access data and communications of users assigned to Role B.

Referring to FIG. 1D, a given node contains information,
artifacts, and communications (e.g., organized as commu-
nication/transaction threads) that are conditionally acces-
sible by users. Within an entity, access to a given node is set
by an authorized entity administrator and is subject to a
hierarchical inheritance scheme determined by the nodes
comprising the organizational hierarchy as similarly dis-
cussed above. By way of illustrative example, across inter-
nal organizations, a buy side company administrator may
designate which nodes a given sell side company can access,
and authorized sell side company administrators may then
designate which users within the sell side company can
access those nodes.

After organizational hierarchies are established, buy side
companies have been connected to multiple sell side com-
panies via a given node, and users for both companies have
been assigned access, users generate information, artifacts,
and communication within that node that are contained
within (associated with) that node. The communication/
collaboration system enables a given user’s permission to
access a given node to be removed (e.g., by an administrator
or manager) and enables granting, to new users, access to the
system. The communication/collaboration system further
enables granting to new or existing users access to all or
select items of information, artifacts, and/or communica-
tions generated by users (e.g., generated during the entire
existence of the node or a select time frame thereof). For
example, as discussed above, access and permissions may
optionally be assigned on a role-basis, wherein if a user’s
role changes the user’s access and permissions may likewise
change.

By way of illustration and with reference to FIG. 1D,
Ryan, Claire and Ryan, Claire, Katy, Alex, Brittany, and
Luke are granted access to communication/transaction
threads 5 and 11.
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With reference to the table illustrated in FIG. 1E:

Ryan is granted access to node 1,

Ryan and Claire are granted access to node 2,

Ryan, Claire and Jenny are granted access to node 3,

Ryan, Claire and Katy are granted access to node 4, and

SO on.

With reference to FIG. 1F, links are illustrated in the
context of an organization acting in a buy function and an
organization acting in a sell function. The communication/
collaboration system may optionally be configured so that
the one-to-many/many-to-one type relationship in the con-
nection of multiple sell side companies to a node of a given
buy side company enables users of the buy side company to
access information, artifacts, and/or communications gener-
ated by many sell side companies that are connected to the
given node (sometimes referred to herein as a “Channel”),
while sell side company users are only provided access to
information, artifacts, and communications generated by
their own users or buy side users (sometimes referred to
herein as a “Threads”) and not those of other sell side
companies.

Users of the communication/collaboration system may
collaborate with each other on collaboration objects, such as
products, request for quotation (RFQ), quotes, purchase
orders, shipments, invoices and payments, and other busi-
ness objects. Collaboration objects may correspond to ele-
ments of business workflows between entities.

The communication/collaboration system may be object
oriented in that the system is configured to streamline
workflows around common collaboration objects. Advanta-
geously, optionally the system is contextual, in that both data
and communications specific to a collaboration object may
be stored together and presented side by side via the same
user interface, so users can view the details and history of the
communications, and a given attribute of collaboration
objects. Hence, communications regarding a collaboration
object may be associated with and/or presented with the data
of the same collaboration object in an object-oriented fash-
ion. This is in contrast to conventional approaches where
data and communications are stored and presented via
separate systems, via separate user interfaces, in a traditional
IT infrastructure. For example, conventionally data may be
stored in such business applications as ERP (enterprise
resource planning), CRM (customer relationship manage-
ment), PLM (product lifecycle management) systems, while
communications are separately stored in emails (e.g., OUT-
LOOK, GMAIL, etc.), chat messages (e.g.,, MICROSOFT
TEAM, SLACK, GOOGLE CHAT, etc.), video conferenc-
ing (e.g., ZOOM, MICROSOFT TEAM, etc.). Convention-
ally, to sort out the relevant communications related to a
collaboration object, a user has to manually search through
and read many email threads and chat messages, taking an
inordinate amount of user time and computer resources.

Referring to FIG. 10, a conventional group-based com-
munication system typically has a flat communication archi-
tecture rather than the complex, multilevel hierarchical
communication architecture disclosed herein (see, e.g., FIG.
1C). In contrast to the complex, multilevel hierarchical
communication architecture illustrated in FIG. 1C, entities
A1l and A3 do not have hierarchical layers and instead have
flat organizations with a single level as would be found in a
group-based communication system, where nodes F and I of
entity Al are connected to nodes N and R of entity A3.
However, it should be understood that the present system
enables different levels of hierarchy to be defined, including
a single level, so that the disclosed system is backward
compatible with group-based communication systems,
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although conventional group-based communication systems
are not upwardly compatible with multilevel hierarchical
communication architectures.

Further, disadvantageously, collaboration objects are not
built in the architecture of a conventional group-based
communication system (e.g., MICROSOFT TEAMS,
SLACK, etc.). Because collaboration objects are not built in
the architecture of a conventional group-based, collabora-
tion objects may need to be added to the conventional
group-based communication system via attachments or
complex, failure prone integrations to third party applica-
tions such as an ERP system. For example, a collaboration
object, such as a purchase order, may be attached to a chat
message in a group-based communication system, such as
SLACK. In another example, a purchase order may be
pulled from a business application, such as Microsoft
DYNAMICS, into a group-based communication system,
such as MICROSOFT TEAMS, via integration. On the
surface, it may appear that both data (e.g., a purchase order)
and communications (chat messages) are associated in the
group-based communication system, just as a purchase order
may be attached to an email communication.

Practically, however, it is very difficult for a user of a
group-based communication system to search and identify
all data and communications of a collaboration object, such
as a purchase order, which may exist in dozens if not
hundreds of email threads or chat message threads across
many channels and on multiple platforms. A typical user
may be able to subscribe to no more than 100 channels in a
chat message system, but the same user may have to work
on hundreds or thousands of collaboration objects such as
products, quotes, purchase orders, and/or other objects in
his/her job function. The disclosed object-oriented commu-
nication/collaboration system naturally contextually ties
communications to the collaboration object providing much
better functionality and greater ease of use and deeper
visibility than conventional group-based communication
systems.

Further, by utilizing a hierarchical communication archi-
tecture, a user can opt to view a log at a high level of the
hierarchy, which will have relatively few members and
communications, and may then navigate to a desired lower
level-hierarchy to view corresponding communications and
collaboration objects, rather having to view all communi-
cations and objects at the same time.

With reference to FIG. 1G, an example thread cross
section is illustrated. In this example, the information con-
tained within a given thread is comprised of object(s) and
communication(s), generated by buy side company users
and sell side company users. The communication in a thread
is organized by object (e.g., program, product(s), purchase
order(s), and/or the like) to provide useful context for the
communication.

With reference to FIG. 1H, within a given Channel and
Thread are functions to support or enable a buy/sell process
(e.g., a buy/sell process for retail purchasing and wholesale
selling). These functions may include some or all of the
following: programmatic buying planning, request for pro-
posal like specification sharing, offering of goods, negotia-
tion and customization of goods for the buyers, ordering,
and/or the like. Access to such functions for a specific
channel or thread may be governed by the hierarchical
permissions of the organizations as discussed elsewhere
herein.

With reference to FIG. 11, the communication/collabora-
tion system optionally integrates functions and features that
enable a retail buying/wholesale selling process and that
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enables access to tools and related information, artifacts, and
communications to be governed by hierarchical structures of
multiple organizations so as to accommodate the needs and
sensitivity of each organization.

With further reference to FIG. 11, in this example, the
supplier may export data (e.g., product data, catalog data,
etc.) from its ERP system and upload the data to the
communication/collaboration system. the communication/
collaboration system may store the uploaded data in the
communication/collaboration system data store. Using inter-
faces provided by the communication/collaboration system
and the uploaded catalog data, a supplier user with the
appropriate permissions and access rights may generate an
offer and transmit the offer to a buyer (e.g., a retailer) via the
communication/collaboration system. The offer may include
an offer identifier, a product identifier, a product description,
product attributes, product pricing, product delivery times,
and/or other information, as discussed elsewhere herein.

Many suppliers may be similarly generating offers and
transmitting the offers to the buyer via the communication/
collaboration system. A buyer user (with the appropriate
permissions and access rights), may browse through the
offers and view the offer details via an interface provided by
the communication/collaboration system (discussed in
greater detail elsewhere herein). The interface may also be
configured with formulas enabling the buyer user to calcu-
late such data as estimated landed cost, margin, estimated
retail price, and/or other data. The buyer user may then
communicate (e.g., via text message, photograph, video,
form field changes, or otherwise) questions or desired
changes (e.g., change in color, configuration, price, etc.) via
the communication/collaboration system as part of a nego-
tiation process with respect to the offer. The supplier
receives the buyer communication and may accept the
changes, refuse the changes, or propose different changes
(e.g., compromise changes). The negotiation process may be
repeated one or more times. The buyer may then generate an
order via a corresponding user interface provided via the
communication/collaboration system which may specify
products, quantity, ship date, case pack/cube dimensions,
unit price, total price, etc. The order may be transmitted via
the communication/collaboration system to the supplier who
may accept the order or request changes to one or items in
the order (e.g., change in ship date, quantity, etc.). If the
supplier accepts the order, the sales order is exported and
transmitted to the buyer and uploaded to the supplier’s ERP
system. The buyer receives the order, approves the order,
and exports a corresponding purchase order to the buyer
ERP system.

With reference to FIG. 1], an example communication/
collaboration system architecture is illustrated with example
components. As similarly discussed with reference to FIG.
1B, the example communication/collaboration system archi-
tecture may include a front-end application (optionally
implemented using a user interface library for building web
applications out of components, such as REACT, and served
from a cloud system). An SSL layer may be provided to
enable secure communications between the front end and a
cloud-based web computing service (e.g., EC2) which may
be used to provide the backend processing (see, e.g., FIG.
1B). Optionally, the cloud computing service may provide
resizable computing capacity. A database, cache and/or
message broker/web sockets broker (e.g., REDIS) may also
interface with the cloud-based web computing service. A
search engine (e.g., ELASTICSEARCH) may be provided
that is deployed via the cloud-based web computing service.
For example, the search engine may be a distributed, mul-
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titenant, full-text search engine with an HTTP web interface
and schema-free JSON documents. The search engine may
be configured to process query and return search results,
such as those discussed elsewhere herein. A relational data-
base (e.g., POSTGRES RDS) may also be provided that is
deployed via the cloud-based web computing service. As
discussed above, optionally in addition or instead, a non-
relational database (e.g., NoSQL) may be used.

As discussed above, different users at different hierarchies
of a given organization may be assigned different permis-
sions and access rights. Further, when users at different
organizations are collaborating on an object (e.g., a trans-
action process involving the supply and acquisition of a
product), a first user at a first organization may be permitted
to view a first set of data related to the object that a second
user at a second organization is not permitted to view, the
second user at the second organization may be permitted to
view a second set of data related to the object that the first
user at the first organization is not permitted to view, and
both the first user and the second user may be permitted to
view a third set of data related to the object. However, not
all of the first set or the third set of data may be of interest
to the first user throughout the entire transaction process.
Similarly, not all of the second set of data and third set of
data may be of interest to the second user throughout the
entire transaction process. Further, still different sets of
object-related data may need to be presented to other users
at the first organization and the second organization based on
their respective hierarchy levels and associated permissions
and access rights. Thus, using conventional techniques, the
process of determining what data to present to who during
a transaction, and then rendering user interfaces with such
data, is burdensome with respect to processor and memory
utilization.

Thus, as noted above, in order to address the foregoing
challenges, a given virtual page may be generated (and
maintained in memory) that is associated with a given object
(e.g., a project or transaction). With reference to FIG. 1L, the
virtual page may include different modules (Module 11 . . .
Module nn) used to present different types of data. For
example, a first module may be used to present the seller
margin on a product that is the subject of a transaction
process, a second module may be used to present the buyer
margin on the product, and a third module may present a
freight on board (FOB) location. By way of further example,
a given module may be used to present inter-entity commu-
nications between a first entity and a second entity related to
a collaboration, another module may be used to present
intra-entity communications between users at the first entity,
and another module may be used to present intra-entity
communications between users at the second entity. The data
presented by one module (e.g., intra-entity communications
between users at the first entity) may be confidential and not
intended to be viewed by a user of the second entity, while
other data (e.g., inter-entity communications between the
first entity and the second entity related to the collaboration)
may be shown to both the first and second entities. Similarly,
intra-entity communications between users at the second
entity may be confidential and not intended to be viewed by
a user of the first entity. Still further, the data presented by
a given module may not be of particular interest during
certain steps of the transaction process.

When multiple users are collaborating on the same object,
each time new data and/or data types are to be displayed to
users, the communication/collaboration system may option-
ally determine which entity a given user is associated with,
which user(s) at a given collaborating entity the given user

10

15

20

25

30

35

40

45

50

55

60

65

28

is collaborating with, the permissions associated with a
given user, the job function of a given user, and/or the
current position of the transaction process (e.g., offer gen-
eration, negotiation, purchase order generation, etc.). The
communication/collaboration system may use some or all
the foregoing information to determine what data is to be
shown to a given collaborating user. The communication/
collaboration system may then determine which modules of
the virtual page are to be displayed to a given user. The
modules may then be rendered with the corresponding
modules and module data (which may already have been
present in the virtual page) via a terminal display of a given
user.

An example rendering process will now be described with
reference to FIG. 1K. At block 202A a user ‘A’ accesses the
communication/collaboration system (e.g., by logging in).
The process determines which entity (e.g., organization ‘A’)
user ‘A’ is a member of. At block 204 A, user ‘A’s’ function
is determined. For example, the function (e.g., sales agent,
purchasing agent, sales supervisor, purchasing supervisor,
etc.) may be determined by the position of user ‘A’ in the
organization hierarchy. The function may be determined
from a user function database stored in the data store of the
communication/collaboration system. Using the identified
function of user ‘A’, at block 206A a determination is made
as to the permissions and access rights granted to user ‘A’.
For example, the permissions and access rights granted to
user ‘A’ may be retrieved from the data store of the com-
munication/collaboration system. Similarly, at block 208A,
a user ‘B’ accesses the communication/collaboration system
(e.g., by logging in). The process determines which entity
(e.g., organization ‘B’) user ‘B’ is a member of. At block
210A, user ‘B’s’ function is determined. For example, the
function (e.g., sales agent, purchasing agent, sales supervi-
sor, purchasing supervisor, etc.) may be determined by the
position of user ‘B’ in the hierarchy of organization ‘B’.
Using the identified function of user ‘B’ at block 212A, a
determination is made as to the permissions and access
rights granted to user ‘B’.

At block 213 A, the process determines the current posi-
tion/state of the transaction process (e.g., offer generation,
negotiation, purchase order generation, etc.). At block 214A
a generated virtual page is accessed from memory. As
discussed above, the accessed virtual page may include a
plurality of modules displaying different sets or types of
data. At block 216A, using the determined permissions and
access rights of user ‘A’ and the determined transaction
process position, one or more modules are selected from the
virtual page for user ‘A’ (e.g., those modules that present
data that user ‘A’ is authorized to view and that are relevant
to the current transaction process position). Similarly, at
block 218A, using the determined permissions and access
rights of user ‘B’ and the determined transaction process
position, one or more modules are selected from the virtual
page for user ‘B’. At block 220A the user interface is
rendered for user ‘A’ using the modules selected for user ‘A’.
Similarly, at block 222A, the user interface is rendered for
user ‘B’ using the modules selected for user ‘B’.

Referring to FIG. 1M, four different user interfaces are
rendered using modules selected from the virtual page
illustrated in FIG. 1L. User interface 1M(a) with modules
11, 22, 31, and 32 may be rendered via the terminal display
of user ‘A’. User interface 1M(b) with modules 11, 22, 41,
and 44 may be rendered via the terminal display of user ‘B’.
User interface 1M(c) with modules 11, 12, 22, 23, 31, and
32 may be rendered via the terminal display of a supervisor
of user ‘A’. User interface 1M(d) with modules 11, 22, 41,
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42, 43 and 44 may be rendered via the terminal display of
a supervisor of user ‘B’. Thus, while there is a certain
number of module overlaps for each user in this example,
the users of one organization are present with modules not
visible to users of another organization, and the supervisors
are presented with all of the modules displayed to their
subordinates and are also presented with additional modules.

Thus, different users within the same entity may see
different subsets of the virtual page, with different data.
Further, users at different entities may see different subsets
of the virtual page, with different data. Thus, the foregoing
process may advantageously use the same virtual page in
rendering the different pages for the different users.

As similarly discussed elsewhere herein, optionally, the
communication/collaboration system is oriented to provid-
ing solutions on an organizational level (e.g., retailer-type
entities and supplier-type entities). The platform is config-
ured to address the differences in how these different types
of organizations structure themselves and enables explicit
definitions of their relationships to each other. Once these
relationships are defined within the platform, users from
different companies (or other organization-types) may be
granted access to interact with one another through these
defined relationships (e.g., using Channels and Threads).

As discussed elsewhere herein, there may be multiple
types of users within an organization, where different types
of users may be assigned different responsibilities, levels of
authority, and/or permissions. By way of illustrative
example, a retailer may have users with the following
titles/roles: retailer administrators, department managers,
and category buyers, supplier companies have supplier
administrators, sales managers, sales representatives, and/or
the like. Examples of differences in their permissions and
workflows are discussed herein. Example workflows corre-
lating with different user roles are discussed herein.

In general and with reference to example user interfaces,
the user interface navigation pattern provided by the plat-
form may comprise a user choosing a specific workflow to
which the user has been granted access (e.g., via a collaps-
ible left navigation bar illustrated in relevant user interface),
the states of the workflow may then optionally be distin-
guished (e.g., as tabs across the header of the user interfaces
within the workflow), and the remaining screen area may be
comprised of objects, information, functions, and/or com-
munication that are utilized in the selected workflow as
selected from a virtual page as described above (see example
navigation user interface illustrated in FIG. 2A).

Referring to FIG. 1N, an example communication col-
laboration process is described that may be executed using
the communication/collaboration system. At block 202N,
entities (e.g., retailer, suppliers, etc.) are enabled, via respec-
tive user interfaces, to define internal hierarchies of person-
nel and/or functions (e.g., company president, group vice
president, manager of product acquisition and program
definition, purchasing agent, etc.). A given user at the entity
may be assigned to a given hierarchy position, where
optionally multiple users may be assigned to the same
hierarchy position (e.g., purchasing agents for home fur-
nishings). The hierarchies may be saved in the communica-
tion/collaboration system data store and/or in respective
entity enterprise data stores.

At block 204N, the entities are enabled to define certain
permissions for a given hierarchy position and/or a user at a
given position. The permissions may include communica-
tion permissions. For example, the permissions may indicate
what other entities a given user/functional position is per-
mitted to communicate with, regarding what types of objects
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(e.g., product type purchases/sales) a given user/functional
position is permitted to communicate about, what types of
communications a user is permitted to communicate (e.g.,
makes sales offers, making purchase order, etc.), and/or the
like. In addition or instead, the permissions may indicate
what data or data-types a given user is permitted to access.
For example, a manager may be granted access to commu-
nications and/or purchase data for all of the manager’s
subordinates, while a subordinate may only be able to view
the communications she is engaged with. By way of further
example, certain types of data (e.g., profitability data for a
department) may only be provided to those above a specified
hierarchy level.

At block 206N, a user of a given entity (user ‘A’ of entity
‘A’ in this example) accesses the system (e.g., logs in to the
system using appropriate credentials, such as UserID, pass-
word, biometrics, and/or the like). At block 208N, using an
identification of the user obtained from the user’s creden-
tials, the user’s position in her entity’s organization is
optionally determined from the defined hierarchy assign-
ments. At block 210N, the user’s communication permis-
sions are determined (e.g., based on the user’s hierarchy
position or via communication permissions stored in asso-
ciation with a user record). At block 212N, the user is
enabled to generate a collaboration object (e.g., using the
user interfaces described herein). As discussed elsewhere
herein, a collaboration object may be a project, a product
offer, a purchase program, a document, a transaction, and/or
the like.

At block 214N, the user is enabled to generate a collabo-
ration invitation with respect to the collaboration object. The
user may be limited to issuing the invitation to those entities
that the user’s communication permissions permit. Option-
ally, a listing of potential invitees is presented from which
the user may select, where the listing is filtered to those
entities the user is permitted to communicate with regarding
the collaboration object.

At block 216N, acceptances to the invitation are received
from one or more of the invited entities. Optionally, an
invitation is associated with an expiration date specified by
the inviting entity, wherein if the entity has not accepted the
invitation prior to the expiration date, the invitation is
disabled so that the invitee is inhibited from collaborating on
the collaboration object.

At block 218N, the user and one or more other users at the
entities that accepted the invitation are enabled to collabo-
rate on the collaboration object (e.g., using the interfaces
described herein). For example, users may exchange data,
images, propose delivery times, collaboratively agree on
product characteristics, packaging, shipping, and/or the like.
Optionally, the collaboration is performed on a one-to-many
basis, where the user that issued the invitation is separately
collaborating with each entity, but the invited entities are not
collaborating with each other. For example, if the collabo-
ration object is a transaction for the acquisition of a product,
the user that issued the invitation may receive separate
proposals/offers from respective invitees, may evaluate such
proposals/offers, and may negotiate separately with the
entities that submitted the proposals/offers. By way of
example, the offers may be presented via an offer inbox that
may be organized by data or grouped based on whether the
offers have been reviewed, not reviewed, responded to,
and/or using other grouping categorizations.

At block 220N, logs of communications between the user
and the invited entities regarding the collaboration object
may be generated and maintained (an inter-entity commu-
nication log). The communications may include text com-
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munications (e.g., via an instant message communication,
email, or otherwise), images, videos, audio, documents,
and/or the like. The communications may include questions,
instructions, comments, offers, and/or counteroffers related
to the collaboration object as discussed elsewhere herein.

At block 222N, logs of communications between the user
and other users within the user’s entity regarding the col-
laboration object may be generated and maintained (an
intra-entity communication log). The communications may
include text communications (e.g., via an instant message
communication, email, or otherwise), images, videos, audio,
documents, and/or the like. The communications may
include questions, instructions, comments, and/or the like.

Atblock 224N, communication logs may be presented via
respective systems to users at the various entities participat-
ing in the collaboration. The displayed logs may be filtered
so that a given viewing user accessing the communication/
collaboration system is only presented with collaboration
communications the user is entitled or has permissions to
view. For example, a given user at an invited entity may be
presented with the communications between the given user
and the entity that issued the invitation regarding the col-
laboration object, as well as communications between the
given user and other users at the given user’s entity. How-
ever, the displayed communications may exclude commu-
nications between users at the entity that issued the invita-
tion and may further exclude communications between the
entity that issued the invitation and other invited entities.

At block 226N, data associated with the collaboration
object may be filtered and displayed to a given user in
accordance with associated access permissions. For
example, as similarly discussed above, a user at a given
entity may be permitted to view certain data (e.g., the margin
for a given product) and not other data (e.g., the total
profitability of sales for the company as a whole). By way
of further example, a user at one entity may be prevented
from accessing and viewing data from an enterprise database
of another entity.

Certain example user interfaces, including graphical user
interfaces, will now be described. The user interfaces may be
provided by the communication/collaboration system as
web pages from a cloud system (e.g., for display via a user
web browser) and/or the user interfaces may be provided via
a dedicated application hosted on a user or other device. The
data displayed via the user interface may have been entered
by a user and/or may have been accessed from or using the
communication/collaboration system or other system. For
example, the user interfaces may be populated from data
accessed from the communication/collaboration system data
store or administrator or other authorized user, a supplier
system data store or supplier authorized user, or an acquirer
system data store or acquirer user, as appropriate.

With reference to FIG. 2A, the left side of the example
user interface includes a name and image of the current
retailer user, the name of the retailer, a control that enables
navigation to a dashboard, and a hierarchy tree of depart-
ments/categories, including departments/categories (e.g.,
products for the “Home”), and sub-departments/sub-catego-
ries (e.g., storage, furniture, etc.). The illustrated user inter-
face further includes information on one or more buying
programs, including the name/description of the program
(e.g., “Holiday 2018”), the milestone dates associated with
the program (e.g., offer due date, commitment due date, start
to ship date, in-store date, and/or the like). The milestones
and milestone date are optionally graphically depicted (e.g.,
using a line with milestones and milestone dates proportion-
ally indicated). Optionally, the user interface includes one or
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more media file attachments (e.g., image files of patterns,
trend boards, pantones, program slide deck, etc.) to share
with suppliers. Optionally, a control may be provided for
each attachment indicating whether the attachment is public
or private. Such public/private designation may be utilized
in determining who may access the attachment. For
example, a private document may only be shared by buyer
personnel, and a public document may be shared with
suppliers. One or more program suppliers may be listed,
including a supplier name. A control may be provided that
enables the user to invite additional suppliers to bid on the
program. In response to activation of such invite control, the
invitation may be transmitted to the corresponding supplier.

With reference to FIG. 2B, an example retailer adminis-
trator user interface is illustrated. The illustrated user inter-
face may be utilized by a user (e.g., an administrator) to
input/edit information about the retail company (e.g., iden-
tifying information such as legal name, trade name (DBA),
federal tax identification number, address, logo, textual
description, and/or other information) via corresponding
fields. The logo (or other graphic/image file) may be dragged
and dropped onto the user interface to upload the logo to the
communications system. Activation of a save control
enables the entered data to be saved on the communications
system. The user interface and/or communication/collabo-
ration system may incorporate error checking for expected
data types and compliance with rules (e.g., checks for empty
fields, checks that the correct file type is being uploaded for
the logo, checks that the logo image meets minimum and/or
maximum resolution requirements, etc.).

FIGS. 2C and 2D illustrate example “Department and
Categories” user interfaces. Optionally, only users with
administration/management authority are granted editing
permissions with respect to these user interfaces. The illus-
trated user interfaces may be utilized by a user (e.g., an
administrator) to define the organizational structure/hierar-
chy of the company (e.g., composed of parts such as
“Departments” and “Categories™), assign users within the
company to a department or category, provide access to one
or more parts of the organization, and to grant supplier
companies access to interact with the retail company and its
users (e.g., specified users) via one or more parts of the
company.

With reference to FIGS. 2C and 2D, the user interfaces
may include an expandable/collapsible tree representation of
the organizational structure (see the example left panel).
Users may utilize the tree to select, view and edit different
parts of the organization and to alter the structure of orga-
nization.

A user interface may access and display, in a user access
area, a list of users who have access to the part of the
organization selected in the previously described organiza-
tional structure user interface. Optionally, the user interface
textually and/or graphically draws distinction between users
who are assigned directly to that part of the organization
versus users who have inherited access to that part of the
organization because of assigned permissions to a parent
branch of the organizational hierarchy (e.g., furniture buyers
vs. all managers). The user access area interface may also be
optionally utilized by users to add additional users to the
selected part of the organization.

Another section of the user interface may be configured
based on whether the user selected a Department or Cat-
egory via the organizational structure user interface. If a
Department is selected then this section of the user interface
may display a table element containing information on order
requirements, order product requirements, and/or order
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product component requirements, including both those that
are assigned to and those inherited by that department. In
addition, a user interface may be provided that enables the
user to add or edit requirements assigned to the selected
department. Optionally, the user interface accesses and
provides for display (e.g., via respective tabs) both buyer
order requirements and supplier order requirements. If a
Category was selected via the organizational structure user
interface, then this section of the user interface displays
(optionally all) supplier companies that have access to
interact with this part of the organization via sending and
receiving workflow related objects and communications.
This section also provides the function and controls that
enable the user to add, edit, or restrict suppliers that can
interact with the selected Category (e.g., using edit controls).
Thus, the system enables integration with multiple entities
and corresponding systems. Requested and accessed data
may be specific to the requesting entity (rather than stan-
dardized across entities). Thus, a given entity can specity
what information may be pulled from or pushed to specified
systems.

Example controls that may be provided may include edit
controls, connect supplier controls, add manager controls,
add new department controls, add new category controls,
and/or the like.

FIGS. 2E and 2F illustrate a supplier accounts user
interface. For example, the “Supplier Accounts” user inter-
face may be accessed by a retailer administrator to view,
add, and edit supplier company permissions to access and
interact with parts of the retailer company organization. The
“Supplier Accounts” user interface may enable Channels
and Threads relationships to be defined and displayed.

In the example user interface illustrated in FIG. 2E,
distinct sections with distinct functionality are graphically
defined. In this example, the section on the left/middle
portion of the user interface displays a table comprised of
suppliers that have a defined relationship (Connection) with
the retailer company on the communication/collaboration
systems, optionally including the supplier name, logo,
retailer unique supplier identification strings, contact infor-
mation (e.g., email address, sms address, phone number,
etc.), categories the supplier has been granted access to
interact with (e.g., to submit offers on), and status informa-
tion (e.g., active, inactive, etc.). The user may select indi-
vidual suppliers in this table.

The right portion of the example user interface illustrated
in FIG. 2E illustrates supplier details and is comprised of a
form that both displays the information about the supplier
selected via the table (e.g., Supplier Tax ID, company name,
supplier contact, supplier ID, connected categories) and
enables the user to alter the selected supplier’s access to
parts of the retailer organization (“Categories”). For
example, a checkbox may be provided in association with a
given category or sub-category, and the user may check the
box to provide access to the respective category or sub-
category, or uncheck the box to deny access to the respective
category or sub-category. Optionally, the categories and
sub-categories are displayed using a hierarchical tree. This
section thus may display “Threads” that have been created
between the retailer company and the selected supplier
company.

A search user interface may be provided configured to
receive a search query to find a supplier record. In response
to receive a textual search query, the system may query a
database of supplier records, identify matching supplier
records, and provide those records for display, optionally in
ranked order according to relevance or closeness of match.
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FIG. 2F illustrates an example modal window user inter-
face that is accessed via the supplier accounts user interface
illustrated in FIG. 2E that is utilized to establish initial
connection/relationship/“Threads™ between the retailer and
a given supplier company. A user may enter a supplier tax ID
and supplier 1D, and supplier companies are matched for this
initial connection using federal tax id as a primary key and
retailer ID as a single use “password” to verify authenticity.
Email for one or more primary contacts of the supplier
company is also collected so that suppliers that have not
already created a supplier company on the platform have
people in their organization contacted and notified via email.
The modal user interface may display supplier tax ID,
company name, supplier contact, supplier ID, and connected
categories.

FIG. 2G illustrates an example “User Accounts” user
interface which may be utilized by a user (e.g., retailer
administrators) to create new users and to edit existing user
information and permissions within their retail company.
When creating a new user information is collected such as
name, email address, user type, employee ID, title, assign-
ment (e.g., to products, categories, or other portions of the
retail company), access to parts of the retailer organization,
and/or status.

In the illustrated example user interface, graphically dis-
tinct sections are provided. The left/middle section is com-
prised of a table of users and related information such as
name, photo/image, email address, assignment, title, status,
and/or additional information. The users listed in this table
are selected by the retailer administrator user. This section of
the screen also has a function to collect information on
retailer employees that are being newly created in the
platform. The right section of the user interface is comprised
of a user details form that enables a user to view and edit
information and permissions about the user selected via the
user table. This section includes information such as name,
email address, user type, employee ID, employee permis-
sions to parts of the retailer organization (assigned depart-
ments and categories, optionally displayed as a hierarchical
tree), and managing department. For example, with respect
to assignments of departments and categories, check boxes
may be provided enabling a user to select or unselect
departments and categories for which the user is a manager.
Optionally, selection of a department or category, will also
assign the user as manager to any sub-departments or
sub-categories.

Certain example supplier-side user interfaces will now be
described.

With reference to FIG. 2H, an example supplier admin-
istrator user interface is illustrated that enables a user (e.g.,
a supplier administrator) to input/edit information about the
user’s supplier company (e.g., identifying information such
as legal name, trade name (DBA), federal tax identification
number, address, logo, textual description, and/or other
information). The supplier logo may be dragged and
dropped onto the user interface to upload the logo to the
communications system. Activation of a save control
enables the entered data to be saved on the communications
system. The user interface and/or communication/collabo-
ration system may incorporate error checking for expected
data types and compliance with rules (e.g., checks for empty
fields, checks that the correct file type is being uploaded for
the logo, checks that the logo image meets minimum and/or
maximum resolution requirements, etc.).

With reference to FIG. 21, an example catalog manage-
ment user interface is illustrated that enables a user (e.g., a
supplier administrator) to organize the supplier’s electronic
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product catalog and assign supplier users permissions to part
or all of the catalog. The product catalog functions as a file
path folder system where the equivalents of folders are
called “Product Categories” and the analog to files are
“Products.” A given product is assigned by a user (individu-
ally or in batch mode) to a product category.

In the illustrated example catalog management user inter-
face, distinct sections are graphically defined. In this
example, the leftmost section (“Catalog Structure”) is a
container comprised of a selectable, expandable and col-
lapsible tree element that represents the structure of product
categories within the product catalog. The Catalog Structure
user interface enables a user to select a product category, and
once selected, an edit user interface enables the user to edit
product categories and to create new “nested” children
product categories. A product catalog section of the user
interface lists users (e.g., including a user photograph, name,
title, connected accounts) that have access to the selected
product category. The illustrated tables optionally visually
and/or textually distinguish users who are assigned to the
selected product category from users who have inherited
permissions to the selected product category from an assign-
ment to a parent of the selected product category. User
access can be granted or altered in this section as well.

FIG. 2] illustrates an example retailer connections user
interface. In this example, the user interface indicates that a
retailer sent an invitation to the supplier indicating that the
retailer wants to connect to the supplier. The displayed
invitation includes a prompt to enter an identifier (a vendor
1D provided by the retailer) to confirm the connection, and
a field is provided to receive the connection. A connect
control is provided, which when activated causes acceptance
of the invitation to be transmitted to the communication/
collaboration system, and from the communication/collabo-
ration system to the retailer. A search user interface may be
provided configured to receive a search query to find a
retailer record. In response to receive a textual search query,
the system may query a database of retailer records, identify
matching retailer records, and provide those records for
display, optionally in ranked order according to relevance or
closeness of match.

A user (e.g., a supplier administrator) may utilize the
“Retailer Connections” user interface to verify connections
with retail companies who have granted that supplier com-
pany access to one or more of their Categories (Threads),
and to manage user permissions on which users from the
supplier company have access to the Categories (Threads)
from the connected retailers.

FIG. 2K illustrates an example retailer connections user
interface, optionally with graphically/textually distinct sec-
tions. In this example, a retailers section provides a table of
retailer companies with associated information (e.g., logo,
company name, category, supplier 1D, status, and/or other
information). The user interface enables a user to select a
table entry. In response, in a connected users section, the
user interface accesses and displays a table of users within
the supplier company who have permission to access the
selected category. The example table contains information
about a given user (e.g., name, title, picture, list on con-
nected accounts, and/or other information). Edit controls
may be provided that enables a user to be added or deleted.

FIG. 2L illustrates an example “User Accounts” user
interface which may be utilized by a user (e.g., a supplier
administrator) to add new users and edit existing user
information and permissions within the supplier company.
The user interface may also enable the supplier administra-
tor 1o interact with connected retail company categories via
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threads. In response to activating an add new user control, an
interface may be provided via which new user data may be
received and stored (e.g., name, email address, user type,
employee ID, title, access to parts of the supplier’s catalog
(Product Categories), and access granted to interact with
retailer categories the supplier is connected with via threads.

In the example illustrated in FIG. 2L, graphically/textu-
ally distinct sections are provided. The left/middle section
(“All users™) is comprised of a table of users and their
related information such as name, photo/image, email
address, status, title, connected accounts and/or other infor-
mation. A user (e.g., a supplier administrator) may select
users listed in this table. The right section of the user
interface is comprised of a connected accounts interface and
a catalog permissions user interface which respectively
display for the selected user the access permissions to access
the retailer categories (threads) and the product catalog
(product categories). The check boxes are provided in asso-
ciation with respective hierarchical parent-child structures
via which the supplier user may add or delete permissions
for the selected user (e.g., add or delete retailer categories/
sub-categories and/or catalog categories/sub-categories). A
deactivated products tab is provided, which when activated,
causes a list of no-longer available products, that had
previously been available via the catalog, to be accessed and
presented.

Example user interfaces related to the suppler catalog
workflow will now be described.

With reference to FIG. 3A1, an example supplier product
catalog user interface is illustrated. In the illustrated user
interface, images of products are provided in association
with a product identifier and a product category. A product
category filter user interface is provided via which the user
can select one or more categories to view. A search field is
provided via which a user may enter a search query (e.g., a
product name, a product identifier, product characteristics,
product category, values from the product fields such as
description, price, material, color, size, quantity in a set,
etc.), and in response a search engine will locate matching
products which will be provided for display to the user.
Optionally, the search results will be in rank order based on
the relevance or closeness of a given match.

Some or all of the supplier users may be granted access to
the illustrated user interface. Optionally, only a designated
subset of supplier users (e.g., supplier administrators and/or
sales managers) are provided the ability to edit the product
organization (e.g., by changing, for a given product, the
product category to which it is assigned).

Multiple views of the product catalog may be generated
and displayed, such as the example views illustrated in
FIGS. 3A1 and 3A2. FIG. 3A1 provides a representation of
the product catalog with product images as the primary
indicators of products, which is referred to herein as a
“Product Card” representation of a product. This product
card changes appearance in response to detecting that the
user is focusing on the product card (e.g., hovering over the
card with a mouse, trackpad, stylus; selecting/clicking on the
card, staring at the card, etc.). Upon detecting the user focus
on the product card, the user interface accesses and displays
additional information on the product details are revealed.

In another view, illustrated in FIG. 3A2, a table repre-
sentation of the product catalog may be provided, where
images are relatively smaller than in the product cards and
more information about the products (e.g., textual descrip-
tion, category, sales rank, dimensions, materials, colors,
weight, and/or other information), is constantly visible in the
table format. Checkboxes may be provided via which a user
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can select products by clicking the checkbox on the product
card or product row. A toggle control may be provided that
enables a user to toggle between the image view of FIG. 3A1
and the table view of FIG. 3A2 (e.g., via clicking the grid
and table icons).

FIG. 3B illustrates the catalog user interface of FIG. 3A1,
with a navigation toolbar exposed on the left side. The
navigation pattern within the application may include a user
selecting a part of the application corresponding to distinct
workflow objects, and functions provided via the navigation
toolbar. The workflow steps may then be displayed across
the top center portion of the user interface and the corre-
sponding objects and functions in the main area of the
screen.

The “Product Details” catalog user interface may act as a
centralized source of information about a given product. For
example, users may navigate to the “Product Details” user
interface to view some or all of the product information.
Certain users (e.g., supplier administrators and sales man-
agers) may be provided with edit control so that they have
the ability to edit the product’s information.

Details page with multiple distinct sections. A product
image section (in this example, the leftmost third of the user
interface) displays images and product notes, and contains
controls enabling the upload of new product images (see,
e.g., FIG. 3D), manage or delete existing images, and add
notes about a product. A product information section (in this
example, in the center of the user interface), are panels
displaying core product information such as size, material,
color, pricing, MOQ, lead time, product components, origin,
freight rate, freight cost, duty, estimated landed cost, margin,
and/or other information. A product components table may
provide item numbers, quantity, size, color, material, and/or
other information for each separate component that makes
up the product. A designated subset of supplier users (e.g.,
supplier administrators and/or sales managers) are provided
the ability to launch forms/modals enabling the users to edit
the product details (e.g., dimensions, case pack, volume/
cube size, material, color, UPC, MOQ, lead time, HTS, duty
rate, freight rate, FOB/POE, first cost, freight cost, duty cost,
list price) and calculate pricing, such as estimated landing
cost (see, e.g., FIG. 3E) and edit product components (see,
e.g., FIG. 3F1).

FIG. 3F2 illustrates an example user interface that
accesses and displays the order and sales history of a
selected product. The user interface may, for example,
display the identifies of organizations purchasing the
selected product, the corresponding price(s), the date/time of
the purchases, and the quantities of product included in each
purchase. A link may be provided, which when activated,
navigates the user interface to the order document.

A designated subset of supplier users (e.g., supplier
administrators and/or sales managers) are provided the abil-
ity to access a create single product form (see, e.g., FIG. 3G)
from the catalog page to define individual products in the
product catalog by entering in the corresponding detailed
product information (e.g., item number, product category it
will be assigned to, size, description, color, material, pricing,
other detail information discussed herein, and/or other infor-
mation). The platform checks new products to ensure item
number uniqueness within supplier product catalogs and
identifies an error if it is not unique. Optionally, the platform
automatically generates the unique item identifier.

FIGS. 3C2 and 3C3 illustrate user interfaces that enable
a user to tag products included in the catalog with relevant
text. The tags will then be stored in association with a
corresponding product record. When a user wants to find

10

15

20

25

30

35

40

45

50

55

60

65

38

certain products, the user can enter a text query into a search
field or select a search term from a menu of search terms.
The system may then search product records to locate
products whose associated tags match the search query. The
system may then present the search results, optionally
including the product names, product images, and/or other
product related data. In particular, the user interface illus-
trated in FIG. 3C2 enables a user to create new tag values,
search for matching tags, assign tags, or remove existing tag
values for a given product or set of products. Referring to the
user interface illustrated in FIG. 3C3, a search field and sort
control are provided. Example search results are illustrated.
The search results may include the associated tags. A
category menu is provided which enables the user to limit
the search to a selected category. Each listed search result
entry includes a selection field. A control is provided that
enables the user to have the system filter the displayed
search results to the selected products, thereby enabling
more entries to be listed at the same time and enabling the
exclusion of products that are not of interest.

FIG. 3H illustrates a “Bulk Product Upload” user inter-
face. Optionally, only a designated subset of supplier users
(e.g., supplier administrators and/or sales managers) are
provided the ability to access the “Bulk Product Upload”
user interface. These users may utilize the “Bulk Product
Upload” user interface to upload product data for several
products at a time into the supplier company’s product
catalog by uploading data files (e.g., CSV formatted files)
and image files (e.g., png, jpeg, and/or other image file
formats). The system optionally error checks for file type
and format and optionally checks for duplicate images and
product data (as illustrated in FIG. 3H).

The example “Bulk Product Upload” user interface is
comprised of distinct sections. The left section is comprised
of instructions on how to upload product data and images, an
interface to download a template of an acceptable data
format, the user selection of which product category to
upload the products to and drag and drop/launch system
browser areas from which the system accepts files. The right
section of the user interface provides system feedback,
where users are given feedback on the outcome of their
data/image uploads, including the ability to overwrite prod-
uct information for products with duplicate item numbers to
those existing in the catalog (see, e.g., FIG. 3H), information
on errors on why data could not be accepted, and informa-
tion on successful data upload (see, e.g., FIG. 31).

Referring to FIGS. 3J, 3K 3L example user interfaces are
illustrated that enable a user (e.g., a supplier user) to
broadcast product announcements or other data to multiple
potential acquirers at the same time to thereby showcase and
enhance the visibility of such products and stimulate the
interest of potential acquirers. For example, the showcased
product may be a new product, a product with a price
reduction, a product undergoing a closeout, or the like.

With reference to FIG. 3], a catalog page is illustrated
with an overlying form enabling the user to select which
products are to be added to the showcase. In addition, for
each product/product-type a control may be provided which
enables the user to specify with the associated price is to be
included in the showcase presented to potential acquirers. A
search field is provided that enables the user to enter a search
term to search for potential acquirers to invite to view the
showcase.

Referring to FIG. 3K, the user interface includes a left
panel displaying different showcases of products segmented
by listed potential acquirer. The user can select a listed
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potential acquirer and the right panel will display all the
showcased products shared to the selected potential acquirer.

Referring to FIG. 3L, the user interface includes a left
panel displaying one or more images of a showcased prod-
uct. A middle panel includes a table of product details, such
as item number, description, case pack, cube, lead time,
color, material, size, HTS (Harmonized Tariff Schedule),
MOQ (Minimum Order Quantity), product components,
lead time, pricing, tags, and/or the like. The right panel
indicates which showcases for which potential acquirers the
product has been included in. Controls are provided
enabling the user to share or hide pricing, and enabling the
user to remove the product from a selected potential acquir-
er’s showcase.

Certain example user interfaces relevant to the buyer
workflow will now be described. Optionally, only a desig-
nated subset of supplier users (e.g., buyers and/or depart-
ment managers) is provided access to user interfaces for
creating, editing, and/or inviting suppliers to “Programs.”
The term “Program” as used herein (unless the context
indicates otherwise) refers to how certain buyer personnel
(e.g., buyers and department managers) organize their bud-
gets, set goals for what types of products and how many
products to buy, keep track of supplier offers, and the orders
they create. Programs can be assigned to any set of Depart-
ments and Categories, and can be queried from any set of the
Departments and Categories to which they are assigned.
This enables users to draw insight regarding the Programs.

Examples retailer programs user interfaces are illustrated
in FIGS. 4A1-A2. With reference to FIG. 4A1, the example
user interface enables an acquirer (e.g., a retailer) to create,
edit, and invite suppliers to one or more Programs. The
example user interface includes a left panel that lists each
program assigned to a given product category, optionally
organized by date. The user may select one of the listed
programs in order to view and optionally edit the program
details. The middle panel displays and enables the user to
edit the program details (e.g., using the form illustrated in
FIG. 4B). For example, the panel may include program
description fields and program relevant dates (e.g., offer due
date, commitment due date, start to ship date, in-store date,
etc.). A user interface is provided (e.g., a Private control) via
which the user can upload, alter, and delete files (e.g., image,
video, pdf, word processing, and/or other files) to be shared
with other authorized users at the acquirer who have been
granted access to the category (but not with suppliers).
Optionally a user interface is provided (e.g., a Public con-
trol) that enables such files to be shared with an entire
channel of suppliers that have been granted access to the
program. For example, a list of suppliers may be provided.
The listed suppliers can be invited, via an invite control, to
the program (e.g., using the example invitation to submit
offers form illustrated in FIG. 4C). A program progress
section may include text and/or graphed data indicating the
progress made towards one or more goals (e.g., spending
target goals, unit target goals, margin underruns or overruns,
etc.). A right-hand panel provides a table of suppliers who
have been granted access to the program. The set of sup-
pliers with access to the program may be restricted to those
suppliers (or a subset thereof) that have been granted access
to the corresponding Category (via a Thread). The supplier
information provided in the table may include the supplier’s
name and logo, and associated supplier products. As will be
described the user can request a supplier included in the
table to provide a quote (RFQ).

With reference to FIG. 4A2, another example user inter-
face is illustrated that enables an acquirer (e.g., a retailer) to
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create, edit, and invite suppliers to one or more “Programs.
The example retailer programs user interface is comprised of
distinct sections. A left side container, organized by date,
lists each program assigned to the corresponding category.
In response to the user selecting a program from the list,
program details may be displayed and the details may be
edited. The middle section of the example user interface is
where the program information is displayed, created, or
altered (e.g., using the form illustrated in FIG. 4B). The
displayed and editable fields may include, by way of
example, a description of the program and dates relevant to
the program (e.g., Offer due date, Commitment due date,
Start to ship date, In-Store date, and/or other dates). The
dates may be listed graphically using a timeline. Also
provided in this middle section is an area via which a user
can upload, alter, and delete files (e.g., image files, pdfs,
and/or other files). The user can specify whether the files are
to be shared only with other retail members who have access
to this category and therefore this program (by keeping the
file “Private” via a private/public control) or are to be shared
with an entire “Channel” of suppliers who have been granted
access 1o this program (by choosing to make the file “Public”
via a private/public control). A third section of the example
user interface is comprised of a table of supplier companies
who have been granted access to this program. Included in
this table is information about the supplier (e.g., name and
logo of'the company). The set of suppliers with access to this
program may be restricted to those suppliers (or a subset
thereof) that have been granted access to the corresponding
Category (via a Thread). This section also provides an
interface via which access may be granted to suppliers for
this program from the set of suppliers with access to the
Category (e.g., using the example invitation to submit offers
form illustrated in FIG. 4C).

FIG. 4D illustrates an example “Offers” user interface.
The “Offers” user interface may be utilized by retail users as
an “inbox” of incoming “Offers” for “Offer Products” sent
by supplier users. The offers (including updated offers) may
be sorted according to date/time received, with the most
recent offers (or most recent unread offers) displayed at the
top of the inbox. This enables retail users to quickly access
and review recently received and recently updated offers,
and begin to triage which Offer Products they want to
consider further and which offer products they no longer
want to consider purchasing. In the illustrated example, the
retail user can toggle between viewing an offer via a product
card layout (FIG. 4D) or via a table layout (FIG. 4E) with
smaller images but more details (e.g., description, origin,
case pack, cube dimensions, unit price, total cube, total
amount, etc.) about the Offer Products.

In the example user interfaces there are distinct sections.
The left hand element is a container of received offers that
functions as an inbox in that it indicates new and unseen/
unread activity, in this example, via sorting and bolding of
text (or other visual highlighting). The majority of the
example user interface displays the offer information corre-
sponding to the offer object selected via the left hand
section. In both the product card and table example layouts,
this section includes an offer summary with data fields such
as Program, Offer type, FOB Point, Offer date, Updated
Date, Items, Cube, and Amount. Underneath the offer sum-
mary section is a collection of Offer Products, laid out in
product card layout or table layout (e.g., with information
including the product image, the product item number,
Notification Badge, Origin, Case Pack, Unit Price, Cube,
Quantity, Total cube, and/or amount). In both example
representations, Offer Products that have been “Dismissed”
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(where the user has indicated via the user interface that the
user is not interested in purchasing the Offer Product) are
visually and/or textually distinguished from the other Offer
Products. In this example, buyers may dismiss or restore
products by selecting them (e.g., via checkbox as illustrated
in FIG. 4D or via vertical ellipses as illustrated in FI1G. 4E),
and selecting a dismiss control or restore control as desired.

FIG. 4F illustrates an example “Offer Product Details”
user interface that enables a retail user to review product
information in depth, request any changes or customizations,
and/or negotiate price/terms of an Offer Product. This user
interface is configured to enable high-touch, fast paced,
communication, collaboration, and negotiation. This user
interface layout reflects an intentional design choice to
organize communications around objects, “Object First
Communication”, in this instance communication specifi-
cally tied to an Offer Product object, to create a better sense
of organization, auditability, and insight around the critical
artifacts involved in the workflow.

In the illustrated example, the Offer Product Details user
interface is comprised of distinct sections. The left section of
the user interface includes an area to present one or more
images of the Offer Product, while the lower panel in the left
is utilized by retail users to enter private team notes on
individual offer products. The middle section in this example
is comprised of a table containing product details (e.g., ltem
number, description, case pack, cube, lead time, color,
material, size, HTS, MOQ, Product components, other detail
information discussed here, and/or other information). This
example section includes pricing tools enabling the retail
user to quickly calculate and determine such useful infor-
mation as Estimated Landed Cost, Margin, Retail, and what
maximum cost the buyer needs to purchase the product to
achieve a target margin. At the top of this middle section of
the user interface an interface is provided enabling a retail
user to add this Offer Product to a Program (see, e.g., FIG.
4G), so that it may be considered and compared with other
products from the same or different suppliers from which the
retail user will make their final purchasing decision. For
example, a drop-down menu of programs may be accessed,
with checkboxes associated with respective listed programs.
A user can select, via the checkbox, which programs the
Offer Product is to be added to. This example section also
includes elements in the table that show a change log/
revision history for every field that has changed in value.

The right most section of the user interface illustrated in
FIGS. 4F, 4G, is comprised of chat function and event log.
In this section, users can message either all users (including
those users of both the retailer/buyer and of the supplier) and
that have access to this Offer Product, or limit the commu-
nication to all users within their own company that have
access to this Offer Product. In this example, an interface is
provided via which the user can specify which group she
wants to message by toggling the company controls (“Acme
Supplier” and “Acme Retailer” in the illustrated example)
adjacent to the chat input box. In addition to messages,
events detected by the system, such as a cost bid, a price
change, field updates, and/or the like, are inserted into and
displayed by the chat history creating a fluid timeline of
communication about and updates to the Offer Product.

FIG. 4H illustrates an example Assortments user interface
which displays to retail users the sets of products they have
added to Programs from one or more offers from one or
more suppliers. This interface enables retail users to make
their final decisions on which products they want to pur-
chase, from which suppliers, and in what quantities for their
designated Programs.
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In this example, the user interface is comprised of distinct
sections. The leftmost section is a container of filters (e.g.,
program filters, supplier filters, status filters), that scope the
objects on the right section of the user interface across one
or more parameters such as Supplier, Program, Product
Status, and/or the like. Thus, for example, the user can use
the filters to specify which products are to be displayed in
the right section by selecting desired programs, suppliers,
and/or status. The filters may be organized as parent-child
trees (e.g., programs for 2018 may be listed under a 2018
heading, and programs for 2019 may be listed under a 2019
heading). The right (and in this example) larger section of
the user interface is comprised of one or more containers
corresponding to one or more Programs, that contain offer
products that retail users added to that program and or
purchased for that program. Each program section may
include respective remove product and order product con-
trols. Offer product cards include information (e.g., supplier
company name and/or logo) that distinguish products from
different suppliers. The card layout serves as a visualization
tool for the retail users to stage their assortment. Retail users
can select one or more products via the checkboxes on the
product cards and remove the products from the Program
(by activating a remove control) or place the products on an
order or on orders (by activating an order control).

FIG. 41 illustrates an example order creation form, includ-
ing program, supplier, order type, FOB (Freight on Board)
point, destination, ship window start, ship window end,
receipt date, payment terms, pre-ticket, and/or special
instruction fields. To create an Order, retail users fill in the
information in the form with available values which may be
filtered based on the user’s previous selections. Once the
fields in the form have been completed the user is navigated
to the “Add Products to Order” user interface, an example of
which is illustrated in FIG. 4J.

The Add Products to Order user interface displays a set of
products filtered to match the values that the retail user
entered for certain fields (e.g., “Supplier”) in the create order
form illustrated in FIG. 41. The Add Products to Order user
interface enables the user to select which products the user
wants to add to the order. In this example, the user interface
includes distinct sections. A container of orders on the left
side of the user interface (That functions similarly to the
container of Offers illustrated in FIGS. 4D, 4E. The user can
select to view draft orders, pending orders, or approved
orders (e.g., via respective tabs). An order search field is
provided via which a user can enter an order search query,
and a search engine will return and display matching orders
(e.g., in ranked order based at least in part on relevance or
closeness of match). When an order is selected via the order
container, the container on the right side of the user interface
accesses and displays objects, information, and functions
related to that order. In this example those objects are a set
of products filtered by the user’s input when creating the
order, that the user can select from (e.g., by clicking corre-
sponding checkboxes) to add to the order. An order control
may be enhanced to show the number of items added to the
order.

FIG. 4K illustrates an example draft order user interface.
Once the retail user adds products to the order they become
“cloned instances” of the Offer Products, called “Order
Products.” This allows for the same Offer Product to be
ordered many times, potentially in different ways due a
change in terms such as price or FOB Point. Retail users may
utilize the “Draft Order” user interface to finalize informa-
tion needed to transmit the order to the supplier. The Draft
Order user interface may include fields such as Quantity,
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Unit Cost, Retail Cost, IMU, Case Pack/Cube, Margin, Total
Cube, Total Cost, and/or Total Retail Cost fields. The retail
user may review information presented via the various fields
and finalize the order.

The retailer may also finalize any information needed to
execute a purchase order that may not have been necessary
to provide at an earlier stage in the process. For example, the
retailer may add a retailer specific item number to each
product and/or a short description to print on the tag/label of
a product. Such types of information may not have been
needed to make a decision as to which products to purchase
from which suppliers, or to negotiate a product purchase, but
may be required by the retailer to execute an order. Such
information may be referred to as Order Requirements,
Order Product Requirements, and Order Product Component
Requirements. These requirements are available via the user
interface illustrated in FIG. 4K to complete in the table of
order products and via a form launched by the “Edit” order
button.

The example draft order user interface includes distinct
sections. A container of orders on the left side of the user
interface (that functions similarly to the container of Offers
in FIGS. 4D and 4E). The user can select to view draft
orders, pending orders, or approved orders (e.g., via respec-
tive tabs). An order search field is provided via which a user
can enter an order search query, and a search engine will
return and display matching orders (e.g., in ranked order
based at least in part on relevance or closeness of match).
The right section of the example user interface which
contains information, objects and functions related to the
order selected via the order container section. For example,
the right section may include objects such as a table of Order
Products and Order Product Components, with details about
each such as Quantity, Unit Cost, Retail Cost, IMU, Case
Pack/Cube, Margin, Total Cube, Total Cost, and/or Total
Retail Cost, and a summary of the order (e.g., including
program name, expected receipt, ship window, FOB point,
number of units, cube, cost PC MU, retail cost, relevant
dates (e.g., net payment period, order created date, last
updated date), retailer requirement, logistics (e.g., order
type, FOB point, destination), and/or totals (e.g., units, cost,
estimated landing cost, total cube)). Functions provided via
the user interface may include: calculation tools to calculate
Estimated Landed Cost, Margin, Total Cost, Total Retail,
and/or Total Cube, user ability to add more products, edit the
order details, delete the order, and send the order to the
supplier.

FIG. 4L illustrates an example pending order user inter-
face. Once the retail user has transmitted the order to the
supplier, the order becomes viewable by the supplier and the
order changes status from being a “Draft” Order to a
“Pending” Order. At this point much of the user interface is
optionally the same as the Draft Order user interface (see,
e.g., FIG. 4K), with many of the same fields displayed to the
buyer and with the same or similar functionality available.
Optionally, the Pending Order user interface omits a delete
order control. The example Pending Order user interface
includes a Chat/Messaging user interface and functionality.
The Chat/Messaging user interface enables users to message
all other users who have access to this order (e.g., including
retailer users and supplier users) or only all other users from
their company who have access to this order. As similarly
discussed with respect to the chat panel on the offer product
user interface, this chat panel accesses and displays a
revision log of changes to the order. Optionally, only retailer
users are provided the sole ability and discretion to edit/alter
information about the order.
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FIG. 4M illustrates an example approved order user
interface-retailer view. After a retail user sends an order to
a supplier, the supplier users receive the order and may
review the order details and request any desired changes,
such as changing the ship window. Once the supplier is in
agreement with the terms of the order, the supplier approves
the order, allowing the buyer to export the order via one or
more formats such as to a CSV or Excel file in their preferred
format, or as a JSON file to transmit to another system. In
response to detecting any editing of the fields/terms of the
order that would affect the supplier (e.g., changing the ship
date or quantity of a product ordered), the system changes
the order status back to “Pending”. The system may then
require the supplier to re-approve the order before the retail
user is enabled to export the order from the platform.

FIG. 4N illustrates an example order process. The retailer
drafts the order (including order details). The retailer may
cancel the order or transmit the order to the supplier. If the
retailer transmits the order to the retailer, the order status is
changed from draft to pending. The supplier may fill out
additional needed order details and approve the order. The
approved order may be transmitted back to the retailer. In
response to detecting that the retailer has activated an order
cancel control, the system transmits an order cancellation
notification to the supplier. In response to detecting that the
retailer has edited buyer required fields or shared order
fields, the status of the order may be changed to pending, and
transmitted to the supplier for approval or rejection. If the
supplier approves the order with the changes, the status of
the order is changed to confirmed.

FIGS. 40, 4P, 4Q1 illustrates example user interfaces
usable in a workflow that enables an acquirer (e.g., a retailer)
to create one or more requests for quotes (RFQs), setup
RFQs for specific products, and invite suppliers to respond
to RFQs and RFQs for specific products. The user interfaces
enable a user at the acquirer to specify details of products for
which a quote is to be requested. The user may add addi-
tional information via a note interface, select suppliers to
whom the product RFQs are to be transmitted to, and review
received responses to the RFQs.

With reference to FIG. 40, as similarly discussed with
respect to FIG. 4A1, the example user interface enables an
acquirer (e.g., a retailer) to create, edit, and invite suppliers
to one or more Programs. The example user interface
includes a left panel that lists programs assigned to a given
product category, optionally organized by date. The user
may select one of the listed programs in order to view and
optionally edit the program details. The middle panel dis-
plays and enables the user to edit the program details (e.g.,
using the form illustrated in FIG. 4B). For example, the
panel may include program description fields and program
relevant dates (e.g., offer due date, commitment due date,
start to ship date, in-store date, etc.). A user interface is
provided (e.g., a Private control) via which the user can
upload, alter, and delete files (e.g., image, video, pdf, word
processing, and/or other files) to be shared with other
authorized users at the acquirer who have been granted
access to the category (but not with suppliers). Optionally a
user interface is provided (e.g., a Public control) that enables
such files to be shared with an entire channel of suppliers
that have been granted access to the program. For example,
a list of suppliers may be provided that can be invited, via
an invite control, to the program (e.g., using the example
invitation to submit offers form illustrated in FIG. 4C). A
program progress section may include text and/or graphed
data depicting the progress made towards one or more goals
(e.g., spending target goals, unit target goals, margin under-
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runs or overruns, etc.). A right-hand panel provides a table
of suppliers who have been granted access to the Program.
The set of suppliers with access to the Program may be
restricted to those suppliers (or a subset thereof) that have
been granted access to the corresponding Category (via a
Thread). The supplier information provided in the table may
include the supplier’s name and logo, and associated sup-
plier products. As will be described the user can request a
supplier included in the table to provide a quote (RFQ).

With reference to FIG. 4P, an example RFQ product
details page is illustrated. In this example, the left pane
includes one or more product images of the product for
which the RFQ is being generated. The acquirer users can
add to or remove images. The middle panel displays product
details (e.g., supplier name, item number, description, com-
ponents, dimensions, case data, carton/cube dimensions,
weight, materials, color, UPC code, MOQ, lead time, and/or
HTS number). In addition, the middle pane lists the suppli-
ers that have been requested to provide a quote for the
product with corresponding quote terms such as price/cost,
minimum order quantity, FOB point, MOQ, and/or the like.
Optionally, the status of a given quote request is reported
(e.g., unsent, sent, response received, and/or the like). The
right pane includes a notes/communication section via
which the user can add additional comments, information,
instructions or questions regarding the product.

With reference to FIG. 4Q), an example invite user inter-
face is illustrated. A list of potential suppliers is provided. A
user can select one or more of the potential suppliers to
whom an invite to respond to the specific RFQ will be
transmitted.

With reference to FIGS. 4R1, 4R2, 4R3, example offers
received user interfaces are illustrated. The user interfaces
may be intended to be used by an acquirer user to view and
manage offers. In this example, the left pane lists offers
received in response to an RFQ and RFQ for which offers
have not yet been received. The list may include the program
name associated with a given offer, and an associated data
and/or time. The middle pane may include images of the
products being offered displayed in association with the
corresponding supplier name and product identifier. The
right pane may include a communication section via which
the user can view and provide alternate terms, comments,
information, instructions or questions regarding the RFQ or
product from or to an identifier supplier. Thus, the user
interface may be utilized to negotiate the terms of a corre-
sponding RFQ. With reference to FIG. 4R3, an example
acquirer’s view of an offers received user interface in table
format is illustrated.

The “offers” user interfaces illustrated in FIGS. 4R2, 4R3
may be utilized by a user at the acquirer as an inbox of
incoming “offers” for products which are sent by supplier
users. The illustrated user interfaces enables a user to review
recently received and recently updated offers and begin to
triage which offered products the user wants to consider
further (e.g., by selecting a like control) and which offer
products they no longer want to consider to buy (e.g., by
activating a delete control). A control is provided that
enables the user to toggle between a user interface display-
ing offers via a product card layout (FIG. 4R2) and the table
layout (FIG. 4R3) providing smaller images but more prod-
uct details. Thus, the user interfaces can be configured to
format and provide data so as to provide the most relevant
details (e.g., larger images, more text description) needed at
a given time.

In this example, a left-hand pane lists received offers, and
indicates new and unviewed activity/offers (e.g., via sorting
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items so that the unviewed items are on top and/or via
bolding of text). The user can select a given offer in the left
hand pane, and the corresponding offer information is
accessed and displayed in the middle pane. The offer infor-
mation may be in the form of an offer summary, including
some or all of the following fields: program name, offer type,
FOB point, offer date, offer updated date, items, case pack,
quantity, cube, amount, and/or the like. Underneath the offer
summary section, a set of offer products may be displayed,
laid out in product card or table layout with information. The
information may include some or all the following informa-
tion: the product image, the product item number, notifica-
tion badge, origin, case pack, unit price, cube, quantity, total
cube, and amount. In both representations, offer products
that have been “Dismissed” (e.g., via a corresponding con-
trol to indicate that the offer products will not be further
considered with respect to the RFQ), are distinguished from
the other offer products. In the example illustrated in FIG.
4R2, the user can select an item via a corresponding check-
box, and then dismiss or restore the selected product. In the
example illustrated in FIG. 4R3, the user can select an item
via corresponding vertical ellipses.

With reference to FIG. 48, the example offers user inter-
face may be used to negotiate an order and place an order.
For example, the acquirer user may change values as a
counteroffer to a supplier (e.g., cost bid, quantity, etc.)
and/or via a communication via the right hand pane.

With reference to FIG. 4T, the user may place an order
with one of the suppliers. When the user initiates the order
operation, a pop-up user interface is presented via which the
user can specify which program the order is for. In addition,
the spending target and unit target calculations may be
re-executed based on the order and presented to the user.

With reference to FIG. 4U, the example user interface
enables the user to export quote sheet data for a specified
buyer.

With reference to FIG. 4V, an example Offer Product
Details user interface is illustrated. A pane includes one or
more images of the product (e.g., from different perspec-
tives). Another pane provides textual product data (e.g.,
dimensions, case pack, volume/cube size, material, color,
UPC, MOQ, lead time, HTS, duty rate, freight rate, FOB/
POE, freight cost, duty cost, offer type, etc.). Another pane
may display the negotiation history for the product order.
For example, the history may be presented in column format
including the negotiation event (e.g., original quoted price,
counter offer, supplier counter offer, purchaser requested
price), price, margin (as a percentage and/or dollar amount),
event date, and/or the like. A calculation pane may be
provided. Fields are provided via which the user can enter
certain data to be used in the calculations (e.g., freight rate,
target retail price, margin, etc.). Functions provided via the
user interface may include calculation tools to calculate
estimated landed cost, margin, retail price, and the cost the
product needs to be purchased at so as to achieve the target
margin. A field is provided via which the user may request
and specify a different price. A communication pane is
provided via which additional comments, information,
instructions or questions regarding the product or offer may
be communicated, and a log of such communications may be
presented. For example, the communication pane may be
used to message all users that have access to the product, or
all users within the user’s organization that have access to
the product. A control may be provided that enables the user
to specify which group the user wants to message (e.g., by
toggling the organization buttons directly above the com-
munication input pane). In addition to messages, events such
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as a cost bid, a price change, and field updates may be
displayed in the chat history creating a fluid timeline of
communication about and updates to the offer product.

A control may be provided that enables the user to add the
offer product to a Program, thereby enabling the offer
product to be considered and compared with other products
from the same or different suppliers from which the buyer
user will make a final purchasing decision.

Certain example user interfaces related to seller/supplier
workflow will now be described. FIG. 5A illustrates an
example programs user interface-supplier view. The pro-
grams user interface will display to supplier users who have
access to this retailer Category (Thread) all programs that
the retail users have elected to share with the supplier. The
supplier users may utilize the user interface to review
information, such as dates related to the program and any
files the retail user has shared to determine what products to
offer and when to offer such products.

The programs user interface, in this representation, is
comprised of distinct sections. A left side container, orga-
nized by date, with a list of programs assigned to that
category. The user selects a program from the list to see the
details of the program. The middle section of the user
interface displays program information. Example data fields
may include a description of the program, dates relevant to
the program such as offer due date, commitment due date,
start to ship date, and/or in-Store date (optionally listed
graphically using a timeline), and any files shared by the
retail user. A preview section of the user interface displays
previews of offers made by users of the supplier company
for this program (e.g., thumbnail images of the products on
the offer, the name of the offer, a picture of the user who sent
the offer, the date when the offer was sent, and/or other
information).

FIG. 5B illustrates an example create offer user interface
which may be utilized by supplier users to create a new
Offer. An Offer may include Offer Products, and may include
values for certain fields (e.g., Title, Program, Offer Type, and
if Offer Type is “Domestic”, then FOB Point).

After completing the create offer form (FIG. 5B) the
supplier user is navigated to the “Add Products to Offer”
user interface (see, e.g., FIG. 5C). This user interface
enables supplier users to select products from the subset of
the product catalog to which they have permission to access.
The supplier user may utilize browsing, filtering, and search-
ing, to identify products to add to the offer and may select
the desired products via the checkboxes on the product
cards. In response to the user clicking on the “Add Products”
control, a clone of each product selected may be generated
and added to the Offer. Such a product may be referred to as
an Offer Product. The Offer Product clones may be gener-
ated so that through the course of negotiations with any
given customer the Offer Product can be altered and changed
without affecting the original product in the catalog and
without hindering the ability of the original product to be
offered in its original form to another customer or at a
different time.

This example Add Products to Offer user interface is
comprised of distinct sections. The left hand element is a
container of draft and sent offers that functions as an inbox
in that it indicates new and unseen activity, in this instance,
via sorting and bolding of text. The offers may be sorted
according to date/time. A user may select Offers in this
element, and in response, corresponding objects, informa-
tion, and functions for the selected offer are accessed and
displayed in a second section of the user interface. The
second section of the user interface may display a product
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catalog-like element that displays the product card view of
products the user has permission to access. The user can
select/deselect and hover on these cards to expose more
information about the product.

FIG. 5D illustrates an example draft offer user interface
that enables supplier users to finalize offers before sending
the offers to retailers. For example, the user interface may
enable supplier users to make adjustments to data fields,
such as pricing, quantity, and/or other Offer Product fields.
Users can also edit details of an offer product by launching
a form from the table.

The example draft offer user interface is comprised of
distinct sections. The left hand element is a container of draft
and sent offers that functions as an inbox in that it indicates
new and unseen activity, in this instance, via sorting and
bolding of text. The listed offers may be sorted according to
date/time. In response to detecting a user selection of an
offer in the inbox, the corresponding objects, information,
and functions for the selected offer are accessed and dis-
played in a second section of the user interface. In this
example, the right section of the user interface contains a
table of offer products. The table accesses and displays
product information such as item number, product image,
origin, case pack, cube and provides calculation tools to help
supplier users finalize price, freight rate, freight cost, duty
cost, estimated landed cost, margin, cube, and/or total
amount. This section also contains an offer summary ele-
ment, optionally including calculations of total amount, total
cube, number of SKUs, offer title, offer date, and/or updated
date.

After a supplier user sends an offer, a sent offer product
card view may be displayed to the supplier user (see, e.g.,
FIG. 5E) which serves as the launching point for commu-
nication and negotiation about individual offer products.
FIG. 5F illustrates an example of the sent offers user
interface that utilizes a table view to display additional
information on the products (e.g., pricing, origin, duty,
margin, and/or other information). Notification elements on
both the product cards and in the rows of the product table
may be provided that inform users that new activity has
occurred on one or more Offer Products.

The user interfaces may include distinct sections. The left
hand element is a container of draft and sent offers that
functions as an inbox in that it indicates new and unseen
activity, in this instance, via sorting and bolding of text. The
activity may be sorted by date/time. The inbox element
enables a user to select listed Offers, and in response, the
corresponding objects, information, and functions for the
selected offer are accessed and displayed in a second section
of the user interface. The majority of the user interface in
this example displays the offer information corresponding to
the offer object selected in the first described section. In both
the product card and table layouts, this section includes an
offer summary (e.g., with fields such as Program, Offer type,
FOB Point, Offer date, Updated Date, Items, Cube, and/or
Amount). Underneath the offer summary section is a col-
lection of Offer Products, laid out in product card or table
layout with corresponding information (e.g., the product
image, the product item number, Notification Badge, Origin,
Case Pack, Unit Price, Cube, Quantity, Total cube, and/or
amount). In both representations, Offer Products that have
been “Dismissed” are textually and/or graphically distin-
guished from the other Offer Products.

After sending offers, retail users and suppliers may com-
municate, collaborate, and negotiate deals utilizing an offer
product details user interface. FIG. 5G illustrates an example
offer product details user interface—supplier view. A subset
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of supplier users (those that are authorized) will see this
representation of the Offer Product Details user interface, in
this example, Supplier Administrator and Sales manager.
Often, buyers will request changes in physical attributes
and/or price. Those changes can be easily addressed by the
supplier user by editing this information via the Offer
Product Details user interface. Elements of this user inter-
face, such as the middle product details panel as well as the
messaging log, show the history of each change made to the
product by the supplier. The supplier and retailer user may
go back and forth in negotiation using this user interface
until a retailer user ultimately decides to add this Offer
Product to a Program or to dismiss it from consideration.

The illustrated example Offer Product Details user inter-
face is comprised of distinct sections. The lefimost section
contains a panel displaying images of the product and of
product components (if any), while also affording a subset of
supplier users the ability to manage/edit those images (e.g.,
using the user interface illustrated in FIG. 5H). This section
of the user interface also contains a private notes interface
via which supplier users may add notes on the offer product
that will be only visible to users within their company who
have access to this Offer Product (and not to the retailer
users).

The middle section of the example user interface is
primarily comprised of a table of the Offer product infor-
mation (e.g., description, size, material, HTS, color, cube,
case pack, and/or other information). This section of the user
interface also contains calculation tools which may be
utilized to aid the supplier user during negotiation. One
subset of supplier users (in this example supplier adminis-
trators and sales managers) will be provided with access and
may view the full pricing information including, for
example, cost of the product, fright cost, and margin, while
another subset of supplier users (in this example, sales reps)
will instead see only a list price and discount percentage in
the calculation tools. This portion of the user interface also
contains a table of Offer Product Components—which are
used for products that are sold as a set. This middle section
of the user interface also has functions to launch forms to
edit offer product information, including calculation tools
(FIG. 5H) and edit Offer Product Component information
(FIG. 51). Optionally, the supplier users are provided the sole
ability and discretion to edit/alter Offer Products and Offer
Product Components. The rightmost section of the user
interface is comprised of a chat/messaging panel that users
utilize to communicate with every user that has access to this
offer product as well as to only users within the user’s same
company with access to this Offer Product. This chat/
messaging panel also includes a log of all the changes made
to the Offer Product information.

FIG. 51 illustrates an example component edit user inter-
face that enables a user to edit component information for an
Offer Product.

After supplier users and retailer users finalize the product
details and pricing, retailer users may send supplier users an
Order with one or more Order Products contained on the
order. Optionally, attributes of Order Products are locked at
this stage so that no details may change once the supplier
and retailer users have progressed to this step. Supplier users
may review, via a pending order—supplier view user inter-
face (FIG. 5J) the information contained on the order such
as quantity of products ordered, terms, ship date, destination,
and other information and decide whether or not they can
fulfill this order as written. If they need to request an
adjustment from the retailer users they may communicate
with the retail users via the chat/messaging panel. Changes
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to the order are detected and displayed via the chat/messag-
ing panel. Once acceptable to supplier users, a subset of
supplier users (in this example, authorized users such as
supplier administrators and sales managers) are enabled to
approve the order.

The example Pending Order user interface illustrated in
FIG. 5] is comprised of distinct sections. A container of
orders on the left side of the user interface functions simi-
larly to an email inbox and similarly to the container of
offers described in FIGS. 5A, 5B. The middle section of the
user interface contains information, objects and functions
related to the order selected via the order container. The
objects may include a table of Order Products and Order
Product Components with details about each (e.g., Unit
Price, Margin, Quantity, and/or other information) and a
summary of the order. Functions provided may include
calculation tools to calculate Estimated Landed Cost, Mar-
gin, Total Cost, and/or Total cube. Here the suppliers also
have the ability to provide any information needed to
execute a purchase order that may not have been necessary
to the purchasing decision, such as providing UPC for new
products. This type of information is collected via Order
Requirements, Order Product Requirements, and Order
Product Component Requirements, and any existing require-
ments will need to be completed by supplier users before
they are enabled to approve an order. The rightmost section
of the user interface is comprised of a chat/messaging panel
where users can message all other users who have access to
this Order or all other users from their own company who
have access to this Order. This panel also displays a change
history/revisions log of any changes to the order informa-
tion.

After a supplier user has approved the order the retail user
is enabled to export the order into an existing ERP (Enter-
prise Resource Planning) system to execute and transmit the
approved order. Supplier users and retail users are still
enabled to communicate with each other about the order via
the chat/messaging panel, but any material changes to the
information of the order (which optionally only retail users
are enabled to make) will change the order status back to
“Pending” and may require additional approval from the
supplier user.

FIG. 5K illustrates an example Approved order user
interface, comprised of distinct sections. A container of
orders on the left side of the user interface functions simi-
larly to an email inbox and similarly to the container of
offers described above. The middle section of the user
interface contains information, objects and functions related
to the order selected via the order container section. The
objects may include a table of Order Products and Order
Product Components with details about each (e.g., Unit
Price, Margin, Quantity, and/or other information) and a
summary of the order. Functions available may include
calculation tools to calculate Estimated Landed Cost, Mar-
gin, Total Cost, and/or Total cube. The rightmost section of
the example user interface is comprised of a chat/messaging
panel where users can message all other users who have
access to this Order or all other users from their own
company who have access to this Order. This panel also
displays a change history/revisions log of any changes to the
order information.

As discussed above a given entity may perform both
acquisition functions (e.g., purchaser of items) and supplier
functions (a seller of items). FIGS. 6 A-6F illustrate example
user interfaces that may be used by an entity that performs
both acquisition and supplier functions. The user interfaces
may be used as part of a workflow utilized buy different
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users in different business units (e.g., a business unit that
performs acquisition functions and a business unit that
performs supplier functions) within the same entity to pass
information back and forth for specific functions available
only to either set of users in either business unit.

For example, when an entity is in the process of supplying
aproduct to a customer, the customer may have made related
requests (e.g., regarding color, size, materials, configuration,
packaging, etc.) that can affect how the product is manu-
factured. Such requests and other related information can be
useful information for future product development and item
procurement. A notes/comments section may be provided
within a certain user interface that enables users at the entity
to make notes on products. Such product notes may option-
ally be segmented in threads by using different fields as
segmentors. Users at the entity can transfer such information
to other users within the entity who have access to different
business units (e.g., procurement/acquisition units). Users
can also highlight (e.g., “Pin”) such notes to call additional
attention to individual notes.

Data in acquirer and supplier workflows may include
multiple subsets of data and multiple subsets of communi-
cations. For example, there may be data that is private to
users at a first business unit within a first entity. There may
be data that is private to users at a second business unit
within a second entity. There may be data that is shared by
both users in the first business unit within the first entity, and
users in the second business unit within the second entity.
There may be communications that are private to users at the
first business unit within the first entity. There may be
communications that are private to users at the second
business unit within the second entity. There may be com-
munications that are shared by both users in the first business
unit within the first entity, and users in the second business
unit within the second entity.

Referring now to FIGS. 6A, 6B, the illustrated user
interfaces include a left pane wherein one or more images of
the Offer Product are displayed. Supplier-side users may
update the images that appear in this pane, add images to the
pane, or delete images from the pane. The middle pane in
this example includes a table containing product details such
as item number, description, case pack, cube, lead time,
color, material, size, HTS, MOQ, product components,
and/or additional data. The middle pane may optionally also
include pricing tools that enable the supplier user to quickly
and accurately determine such data as estimated landed cost,
margin, unit price, and what sales price for the product
needed in order to achieve the desired target margin. A
supplier-side user may edit/modify the product related data
displayed in this section.

The right panel in this example includes a communication
interface and event log via which users can message either
all users that have access to this product, or all users within
their own company that have access to this product. These
messages (e.g., with questions regarding the product, regard-
ing changes to the product, regarding packing the product
for shipment, regarding cost impact of changes, and the like,
answers to such questions, comments, etc.) are grouped into
notes which are segmented into different threads using the
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fields of the product data as segmentors. For example,
communications/notes may be analyzed and grouped as
relating to product components, product dimensions, case/
inner pack, carton/cube, weight, material, color UPC, MOQ,
lead time, HT'S, duty rate, offer type, FOB point, factory, etc.
The user interface enables a user, via a control associated
with a new message form, to selectively transmit a given
note (or all notes) to just the user’s team members (e.g., on
the supply side) or to team members on both teams (e.g.,
supply side and procurement teams). Advantageously, such
notes may also serve as a change log of changes to the
product information, where a change is displayed in the
corresponding changed field’s note thread/category.
Referring to FIG. 6C, an example user interface is illus-
trated depicting an offer where a set of products has been
selected by users on the supply side of an entity. The selected
set product may be transmitted to an acquirer or to product
development users within the entity to update the entity
products. For example, a supply-side user selects which
products are to be sent to one or more buying business
unit(s) within the entity, calls out (e.g., via notes, pins, or
messages) any specific information, then shares these prod-
ucts with one or more buying-side business units. The
buying business units that receive these products can utilize
them as part of a request for quote (RFQ), such as is
illustrated in FIG. 6D, where the products can be easily
quoted and sourced from multiple suppliers from different
entities. Once the users in the acquisition-side business unit
are satisfied with the updates to the products, they can select
the products and send them back to the original supplier
business unit within their entity for the supplier-side users to
review and either accept or reject the products, using for
example, the user interfaces illustrated in FIGS. 6E, 6F.
Referring to FIG. 6E, an example offer development
review user interface is illustrated. The left pane includes a
list of offers, including offer name, associated program
name, and offer date. The middle pane depicts offer details
of an offer selected by a user from the left pane. The offer
details may include the offer name, associated program
name, offer date, update date, offer type (e.g., domestic,
imported, etc.), FOB point, number of items, number of
units, cube size, total dollar amount, images of the offer
product with associated product identifiers, and selection
controls associated with the images that enable a user to
select and/or like a given product. Controls are provided to
approve product updates, start product development, and
add products. A right pane enables the user to selectively
communicate with the customer or the user’s team.
Referring to FIG. 6F, an example offer update user
interface is presented via which the user may accept or reject
changes to a given product via controls presented in asso-
ciation with product images and a list of changed product
details. If the user activates a reject control, a reason field is
dynamically generated and presented via which the user may
enter a reason for rejection, which may then be transmitted
to the product development team. An update control is
provided via which the user can initiate an update to the
offer.
Following are descriptions of example user interface and
data fields:

Duty Rate

Percentage of tax paid to import a product

Estimated

Landed Cost

Total realized cost to either deliver or receive a product at a
specified location under specified terms. First cost + Freight
Cost + Duty Cost
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-continued
Duty Rate Percentage of tax paid to import a product
First Cost The initial price a supplier or buyer pays for a product before
factoring in Freight and duty costs
FOB Point The point where products transfer ownership

Freight Cost
Freight Rate
HTS

In-store Date
Item
Item Number

Lead Time

Margin

MOQ
Notification
Notification
Badge

Object First
Communication

Offer

Offer Due Date
Offer Product
Offer Type

Order

Order Product
Component
Requirement
Order Product
Requirement
Order
Requirement
Origin
Product
Product Card

Product Catalog

Product
Category
Product
Component
Program

Program
Suppliers
Restore

Retailer

Retailer Admin
Revision
Sales Manager

Sales Rep

Ship Window
Size

SKU

Start to Ship
Date
Supplier

Supplier Admin
Supplier ID

Thread

Cost of freight for a specified product

Dollar per cubic foot paid to ship a product

US Harmonized Tariff Schedule Code denoting how much
duty a product is subject to

Date when a product is expected to be on store shelves
Product, good

Unique identifier for a product in the system. Must be unique
within a catalog of a single supplier company but not globally
The amount of time necessary to manufacture and ship a
product, time until soonest availability

1-cost of a product/price product is sold

Minimum Order Quantity for which an item will be sold
An alert generated by the software platform

An indicator than an object has had an alert/notification
generated

Pattern of organizing communication and artifacts such that
the artifact or object is the independent variable the
communication is organized by

A collection of products available for purchase, presented
from supplier to buyer

Date when buyer wishes to have received all offers by for a
given program

An object in the system that lives solely in the workflow
between one supplier company and one retailer category
The terms of an offer shipment and pricing, (e.g., import or
domestic)

Object comprised of products to be purchased

Information requirement necessary to complete a purchase
order- associated with an order product component object

Information requirement necessary to complete a purchase
order-associated with an order product object

Information requirement necessary to complete a purchase
order-associated with an order object

Port closest to where a product is manufactured
Good/item for purchase

Image centric representation of a product, offer produet, or
order product

Set of all products a supplier maintains in the system,
organized by product categories

Essentially folders/grouping of products within a product
catalog

An item that is being sold as part of a set

An organizational tool buyers use to segment purchasing
goals and purchases

A supplier company that has been granted access to a
buyer’s program

The action of changing a product status from dismissed to
active

A company type within the system, comprised of
Departments and Categories

User type within the system- sets up company and users
A logged change on an object such as a product or order
User type within the system, has full access to supplier
product catalog

User type within the system, has conditionally restricted
access to supplier product catalog, and restricted access to
some information such as product costs

Period of Time when transfer of products is expected
physical dimensions of a product

Stock Keeping Unit, a unique item

Date at the beginning of a ship window

A company type within the system, comprised of products,
product categories

User type within the system- sets up company and users

A unique identifier for the relationship between one retailer
and one supplier, unique to that retailer not necessarily
globally

The connection between one supplier company and one
retailer category
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-continued
Duty Rate Percentage of tax paid to import a product
Total Units Sum number of items purchased
Unit Price Price at which seller agrees to sell a product to a buyer
UpC Universal Product Code

As similarly discussed above, a shared software platform
is provided that enables users at an entity to collaborate
among internal teams within the same entity (sometimes
referred to as intra-entity collaboration) and also to collabo-
rate with external teams at different entities (sometimes
referred to as multi-entity or inter-entity collaboration). For
example, an entity may be a retailer or a supplier as
discussed elsewhere herein. A given entity may have its own
complex permissions hierarchy. Thus, when two or more
entities are collaborating, multiple hierarchies of permis-
sions may be implicated (sometimes referred to herein a
multi-hierarchy). The workflow of various collaboration
objects among internal teams (within the same entity) and
external teams (across different entities) may include, for
each involved entity, complex permission hierarchies (e.g.,
an Object-Oriented Multi-Entity Multi-Hierarchy Work-
flow). An entity team may comprise a collection of users
who share one or more common permissions within a
hierarchy of a given entity.

In order to further enhance such collaborations, systems
and methods are provided to manage workflows within an
entity and across entities using one or more networks and
utilizing disparate systems. For example, a workflow may be
composed of interrelated sequential and/or parallel tasks
related to a collaboration object.

As described herein, techniques are provided that enable
collaboration objects to be visualized. As similarly discussed
elsewhere herein, a collaboration object may include a
product, a product offer, a Request for Quote (RFQ), a quote,
a Purchase Order (PO), a project, a purchase program, a
document, a transaction, and/or the like. Optionally, a work-
flow may be created for each collaboration object. A given
collaboration object may include one or more sub-collabo-
ration objects. Interfaces may be provided that enable such
tasks to be assigned a due date/time. Further, such tasks may
be assigned to an individual user or to multiple users (e.g.,
a team or other set of users) in internal and/or external
team(s).

A given workflow task, and the progress made on such
task, may be tracked. The status of such a workflow task may
be accordingly updated, and the updated task status may be
made available/reported (optionally in real time) to one or
more authorized users (e.g., via an interface provided by a
dedicated application, a webpage hosted by a server and
accessed by a user device browser, via an email, a short
messaging service, and/or otherwise). Example task status
types that may be tracked and reported (e.g., via user
interfaces described herein) may include “To be completed”,
“In  progress”, “Completed”, “Aborted/Canceled”,
“Delayed”, “Approved”, “Denied”, “Dismissed”, “New”,
“Draft”, “Pending”, “Confirmed”, “Active”, “Inactive”,
“Unsent”, “Sent to [insert destination]”, “Received from
[insert source]”, “Response received”, and/or the like. In
order to efficiently communicate a task status and make
different types of status easily identifiable, each status type
may optionally be displayed in different color (color coded),
a different font, and/or using different artwork (e.g., a
graphic logo).
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To further facilitate multi-modal communications via
system users regarding tasks, a user may record a specific
note or comment (sometimes referred to collectively as a
comment) regarding a specific task, and the user note/
comment may be stored in association with the correspond-
ing task record. The user comments (e.g., text, icon, video
comments) may be displayed in association with a given
display of a collaboration object workflow task description,
a task status, and/or otherwise. Optionally, a comment
assigned to a task may be shared with other users (e.g.,
within one or more teams within the same entity or at
different entities) assigned to the task via one or more
communication channels (e.g., via an interface provided by
a dedicated application (an “app”), via an app pop-up alert,
via a webpage hosted by a server and accessed by a user
device browser, via an email, via a short/instant messaging
service, and/or otherwise).

Further, other workflow task-related notifications may be
provided via an interface provided by an app, via an app
pop-up alert, via a webpage hosted by a server and accessed
by a user device browser, via an email, via a short/instant
messaging service, and/or otherwise. Such notifications may
be provided to remind users when their tasks are due to be
completed, to report task status, to report collaboration
object modifications or proposed modifications, and/or to
provide other information, alerts, or reminders.

Optionally, a user interface may be provided which
enables an authorized user to define an algorithm that
utilizes variables such as tasks, task statuses, and/or task
assignees, for a given workflow. The algorithm may gener-
ate, using the variables, automated workflow and task
updates and may transmit such updates to determined appro-
priate users and entities. For example, a scheduling algo-
rithm may determine when to generate and transmit alerts to
appropriate recipients (e.g., collaboration object worktlow
task assignees). For example, a scheduling algorithm may
generate and send a reminder alert to task assignees a
determined period of time before the task is scheduled to be
completed. By way of further example, an algorithm may
determine when to snooze a reminder (e.g., on the first and
second reminder) and when to dismiss the reminder (e.g., on
the third reminder).

By way of still further example, a reporting algorithm
may generate a performance report that reports on the
percentage of tasks that were performed by the correspond-
ing assigned deadline over a specified time frame and/or
since inception. By way of further example, the reporting
algorithm may generate a performance report that reports on
the percentage of workflow tasks (for workflows with more
than a threshold number of tasks) that were performed by the
assigned deadline over a specified period of time and/or
since inception. By way of further example, a reporting
algorithm may periodically (e.g., once a day, once a week,
etc.) generate a performance report that reports on the
percentage of workflow tasks that have been completed.

By way of yet further example, a critical path analysis
algorithm may analyze the performance of collaboration
object workflow tasks, identify critical tasks (which must be
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completed before one or more other tasks may be per-
formed), determine if a critical task has not been completed
by its associated deadline, and generate notifications to the
team(s) assigned to the task and/or subsequent worktlow
tasks indicating that the critical task deadline, subsequent
tasks, and/or workflow completion deadlines need to be
postponed by a specified period. If, on the other hand, the
critical path analysis algorithm determines that the critical
tasks and/or other tasks have been completed on time, the
critical path analysis algorithm may generate and transmit a
notification to workflow task assignees indicating that the
workflow collaboration object will be completed on time.

Optionally, an artificial intelligence engine may be uti-
lized that, based on variables (e.g., tasks, task statuses,
and/or task assignees), for a given workflow, may generate
automated updates and may transmit such updates to deter-
mined appropriate users and entities. The artificial intelli-
gence engine may automate workflow task planning vs.
progress checks, generate activity reminders for team mem-
bers, and/or provide document tracking. The artificial intel-
ligence engine may perform workflow object collaboration
analysis to identify potential risks to workflow tasks becom-
ing accomplished according to schedule and may generate
corresponding notifications to the appropriate users. The
artificial intelligence engine may include a neural network.
The neural network may be trained to identify when a given
task status poses a risk to the completion of a workflow task.
The neural network may comprise an input layer, an output
layer, and one or more levels of hidden layers between the
input and output layers, wherein the neural network is
configured as a feed forward network.

For example, the artificial intelligence engine may factor
in past collaboration object workflow task assignee perfor-
mance (e.g., determine who tends to perform tasks early
(and how early) or on time, and who tends to perform tasks
late (and how late), critical path(s) (dependencies of related
tasks in a local workflow and global workflows), task
conflicts between collaboration workflow tasks managed by
the system and other user tasks (not managed by the system)
on users’ calendars, and generate user conflict notifications
when a conflict is detected. The artificial intelligence engine
may perform task prioritization (e.g., generate user task
assignment recommendation to ensure that relatively more
important or critical path tasks are performed prior to less
important or non-critical tasks.

Certain example user interfaces will now be described
with respect to inter-entity and intra-entity collaboration
object workflows.

Certain interfaces enable an object-oriented, multi-entity,
multi-hierarchy workflow to be constructed, where the
workflow comprises a set of interrelated sequential and/or
parallel tasks (e.g., related to a collaboration object).

FIG. 7A illustrates an example workflow creation user
interface for defining a workflow for a collaboration object.
A workflow title field is provided configured to receive a
textual workflow name (which may be a descriptive name
that is meaningful to the users to whom tasks are assigned).
A task assignment area includes a task title field configured
to receive a textual task name (which may be a descriptive
name) and a task assignee field configured to enable a user
to specify a user or group (e.g., a team or other set of users)
to whom the workflow task is assigned to. Optionally, the
assignee field may provide a menu of potential task assign-
ees from which the user may select. Optionally, the assignee
field is configured to receive an assignee name as a text
entry. The assignee field may optionally include an image of
the assignee instead or in addition to a textual assignee
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name. A given assignee may be granted access to the
workflow by nature of configured multi-entity user permis-
sions (as similarly discussed elsewhere herein). Optionally,
the user interface may have an assignee delete control which
when activated causes a corresponding assignee to be
removed from the workflow. Optionally, tasks may be
deleted via a task delete control.

Optionally, the system automatically assigns a task iden-
tifier (e.g., a task number). The task number may be auto-
matically incremented for each new task. Optionally, the
task numbers may correspond to a sequence order in which
the tasks are to be performed. A new task control enables a
user to add an additional workflow task. A save control may
be provided that enables a user to save the user entries.

Optionally, hierarchical tasks may be defined, where a
given task may include multiple subtasks with associated
assignees and due dates.

Referring now to FIG. 7B, the user interface of FIG. 7A
is illustrated with four example workflow tasks created. The
user interface may be used to edit the workflow. As illus-
trated in this example, certain tasks have one assigned
individual person (task 1 and task 4), certain tasks have two
assigned individual persons (task 2), and certain tasks have
one assigned individual person and one assigned team (task
3), where the assigned team may have multiple team mem-
bers that will receive the corresponding task notifications
and have access to the corresponding task data. Optionally,
tasks (e.g., displayed using task titles) may be selected from
a dropdown menu of tasks.

Referring now to FIG. 7C, a workflow menu is provided
via which a user may select a collaboration object workflow
that the user is authorized to access. The workflow menu
may optionally be dynamically generated based on an iden-
tification of the user currently accessing the user interface
(e.g., as determined via the authentication module 102B) so
that the menu only includes workflows the user is authorized
to access. The user interface may enable the workflow to be
assigned to one or more collaboration objects (e.g., prod-
ucts). The corresponding workflow tasks named using the
interface described with respect to FIGS. 7A and 7B are
listed, ordered sequentially, according to the task number-
ing. A due date may be assigned to a given task. The user
interface may enable a user to designate a corresponding due
date/time and set notifications (e.g., via in-app alerts, mobile
text/multimedia messages, emails, and/or the like) for a
given workflow task. Optionally, the user interface enables
the user to drag and drop the tasks into a different order
(which may reflect the order in which the tasks are to be
performed). Optionally, the tasks are automatically renum-
bered based on the new ordering. A save control may be
provided that enables a user to save the user entries.

Referring now to FIG. 7D, an example user interface
includes an object-oriented workflow user interface. In the
illustrated example, the tasks are listed in sequential order,
the task numberings are provided, the task assignees are
identified (e.g., by name and/or image), the due dates are
provided, and the current status is provided. Controls are
provided via which task entries may be removed or edited.
The user interface enables users to communicate (e.g., via
text, images, icons, sound, or video) with other users across
one or more teams assigned to the workflow, at one or more
entities.

For example, a workflow checklist matrix may be pre-
sented that includes a collaboration object column and a
column for each workflow task. The top row may include
column identifiers. For example, the collaboration object
column may identify the collaboration object type (“prod-
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uct” in this example). A task column may include a task
name and may identify the task assignees.

The collaboration object column may list collaboration
objects (e.g., products) including unique collaboration
object (e.g., product) identifiers, a collaboration object (e.g.,
product) description, and optionally a collaboration object
image. A task column may include an identifier of an
assignee, a color coding indicating a status triggered by an
assignee action, the status, and the status date.

Advantageously, the workflow user interface may be
presented together with an item detail page corresponding to
the collaboration object. For example, the item detail page
may include multiple distinct sections (which may be
referred to as panes). A product image section may display
images of the collaboration object (a product in this
example), and may contain controls enabling the upload of
new collaboration object images, the management or dele-
tion of existing images, and may enable the addition of
notes/comments about the collaboration object. A collabo-
ration object section may display significant relevant prod-
uct information, such as brand name, size, material, color,
weight, pricing, MOQ, lead time, product components,
origin, freight rate, freight cost, duty, estimated landed cost,
margin, and/or other information. Tools, such as a pricing
calculator, may be provided. Tracked changes to the col-
laboration object may be listed (e.g., change in cost, mate-
rial, color, etc.), including an identification of the person
and/or team that made the change (e.g., name and/or image),
date/time of the change, and a description of the change.

Thus, the example user interface enables users to interact
with a collaboration object (e.g., a product), and communi-
cate with other users across one or more teams at one or
more entities, while also tracking the status of the collabo-
ration object in one or more workflows with users (e.g., from
one or more teams) at one or more entities via an integrated
user interface.

Referring now to FIG. 7E, an example user interface is
illustrated that displays entries for multiple collaboration
objects (e.g., products) from a related group (e.g., a quote in
this example, a showcase, a program, a project, an order,
etc.) positioned in tables with associated workflows. A given
workflow may be associated with one or more correspond-
ing collaboration objects (e.g., a group of products), corre-
sponding workflow tasks, task assignees (e.g., individual
users and teams, groups, or other sets of users) responsible
for the workflow task, attributable dates, and multiple avail-
able statuses. Optionally, assigned users/sets of users, task
due dates/times, and statuses for each collaboration object
(e.g., a product) and task combination can be designated by
authorized users who have the proper permissions, by a user
defined algorithm, and/or by an artificial intelligence engine.

Different workflow task statuses may be visually indi-
cated using different colors to provide efficient and clear
visualization of workflow task statuses. A communication
user interface is provided that enables multi-entity commu-
nication regarding a collaboration object, workflow, and/or
workflow task (e.g., using real time chat, text messaging
service, video communication, recorded audio messages,
and/or the like).

Referring now to FIG. 7F, an example user interface is
illustrated that displays information regarding a multi-ob-
ject, multi-entity workflow. A desired workflow may be
accessed from a menu workflows (listed on the left hand side
of'the example user interface). As similarly discussed above,
the menu may be dynamically generated to only display the
workflows that the current user is authorized to access (e.g.,
as determined using user authentication data). A given listed
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workflow may be associated with one or more collaboration
objects, such as a group of products from several different
entities (suppliers). Controls are provided via which a
selected workflow can be filtered, sorted, or grouped by one
or more variables such as the entity (supplier), product, task,
status, due date, assignee identifier, and/or the like. Controls
may be provided via which a user may add or remove
collaboration objects (e.g., products) from a workflow, select
a task from the selected workflow, edit the selected task
status, and/or add comments to a task.

As discussed herein, the disclosed system may enable a
multi-entity, multi-hierarchy implementation that provides
for cross-entity and intra-entity collaboration and commu-
nication. Optionally, users assigned to a given hierarchy at
a given entity share common permissions assigned to that
particular hierarchy. Such users may be collectively referred
to as a hierarchy team or simply as a team. For example,
buyers and all assistant buyers of a given retailer’s (e.g.,
Acme Furniture) indoor furniture buying team may be
assigned to the following hierarchy:
Acme>Furniture>Indoor Furniture. Optionally, a user may
be assigned to multiple teams and be granted corresponding
different sets of permissions to access information under
several hierarchies to which the user is assigned. Different
teams within the same entity may be granted different
permissions to interact with different collaboration objects
and teams at different entities.

Referring now to FIG. 7G, an example process is illus-
trated of inter-entity and intra-entity communications
regarding collaboration objects in one or more workflows. In
this example, an individual or a team (Team 1) at a first
entity (Entity 1) is collaborating regarding a first collabora-
tion object (Object Al) with a second entity (Entity 2).
Object A1 may be an input to Collaboration Object A2
(Object A2). For example, Object A1 may be a component
in a product corresponding to Object A2. Entity A2 may
have multiple internal teams (intra-entity teams Entity 2
Team 1, and Entity 2 Team 2) that collaborate regarding the
workflow for Object A2. Entity 1 may collaborate with
Entity 3 with respect to a third collaboration object (Object
A3). Object A2 may be an input to Object A3. As similarly
discussed elsewhere herein, communication channels are
provided via which both inter-entity and intra-entity com-
munications may be performed regarding respective col-
laboration objects and associated workflows (e.g., wherein
the communications may include data, discussions, notes,
comments, text messages, multimedia messages (still
images, video images, sound files, and/or the like), emails,
and/or the like). When a collaboration object interface is
presented, the associated entity communications may be
accessed from memory and presented.

Further, as illustrated in FIG. 7G, Entity 2 Team 2 may opt
to share Collaboration Object A2 with Entity 3 Team 1 by
deriving Collaboration Object A3 (which may be similar to
Object A2 but with modified attributes, such as material or
color. Additionally, Entity 2 Team 2 may choose to share
updates regarding Collaboration Object A3 as updates to
Collaboration Object Al. In the illustrated example archi-
tecture, a collaboration object shared by Entity 1 and Entity
2 may be used to derive variant collaboration objects shared
by Entity 2 and Entity 3, and the collaboration objects shared
by Entity 2 and Entity 3 may be used to update collaboration
objects shared by Entity 1 and Entity 2. This scenario
(simplified for illustrative purposes) may also be applicable
from the perspective where Entity 2 Team 1 and Entity 2
Team 2 simultaneously collaborate with multiple entities.
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As similarly discussed elsewhere herein, communication
channels may be provided via which both inter-entity and
intra-entity communications may be performed regarding
respective collaboration objects and associated workflows
(e.g., wherein the communications may include data, dis-
cussions, notes, comments, text messages, graphics, emojis,
multimedia messages (still images, video images, sound
files, graphic files, and/or the like), emails, and/or the like).
When a collaboration object interface is presented, the
associated entity communications may be accessed from
memory and presented.

Thus, with respect to intra-entity communications, a team
(or individual user) from one entity can provide communi-
cations with respect to a collaboration object (e.g., an
intra-entity collaboration object or an inter-entity collabo-
ration object) with other teams (or individual users) inside of
their own entity.

With respect to inter-entity communications, a team (or
individual user) from one entity can provide communica-
tions with respect to a collaboration object (e.g., an inter-
entity collaboration object) with other teams (or individual
users) at different entities.

Thus, teams within one or more entities are enabled to
conveniently share collaboration objects with teams within
the same entity and with teams in different entities via the
multi-entity, multi-hierarchy system without requiring users
to download and/or manually re-enter data from and among
multiple disparate systems.

FIG. 7H illustrates an example user interface providing
inter-entity and intra-entity communications regarding a
collaboration object. In the illustrated example, a commu-
nications pane is presented on the right side of the user
interface. Optionally, inter-entity communications (e.g.,
between a retailer and a supplier) may indicatively be
color-coded (e.g., using a neutral/white background) using a
first color coding, and intra-entity communications may
indicatively be color-coded (e.g., using a grey or primary
color background) using a second color coding. In addition,
collaboration data may be presented in association with the
related communications. For example, the collaboration data
may include one or more images of the collaboration object
(e.g., still images and/or video images), collaboration object
attributes (e.g., size, color weight, dimensions, MOQ, lead
time, quoted data rate, place of origin, pricing, etc.).

FIG. 71 illustrates an example user interface providing
inter-entity communications (displayed on the right side)
between users from multiple entities (e.g., retailers and a
supplier) regarding a collaboration object (e.g., a quote)
together with information regarding the collaboration object
(e.g., images, identifiers, attributes, pricing of a product
corresponding to the collaboration object, and/or other attri-
butes described herein). Controls may be provided via which
the user can specify that: only communications from the
team(s) internal to the user’s entity are to be presented; only
communications from the team(s) external to the user’s
entity are to be presented; or both communications from the
team(s) internal to the user’s entity and from the team(s)
external to the user’s entity are to be presented. The user
interface may enable a user of a team of a given entity to
select one or more collaboration objects and specify one or
more teams within the user’s entity (e.g., who may not
otherwise have access to the selected collaboration objects)
and/or with one or more teams one or more external entities
with whom the selected collaboration objects are to be
shared.

FIG. 7] illustrates another example user interface provid-
ing intra-entity communications (displayed on the right side)

10

15

20

25

30

35

40

45

50

55

60

65

62

regarding a collaboration object, together with information
regarding the collaboration object (e.g., images, identifiers,
retailer name, and/or the like). In this example, the collabo-
ration object is a quote. The collaboration object contains
multiple sub or related collaboration objects (e.g., multiple
products for which a quote is being requested). A user in a
team at one entity can select collaboration objects (the two
circled products in this example), and transmit communica-
tions regarding the selected collaboration objects to a dif-
ferent group or team of users in the user’s own entity (e.g.,
a product development (PD) team, a sales team, a purchas-
ing team, an accounting team, etc.) by activating a corre-
sponding control (e.g., a send to PD control, which may
cause the send user interface illustrated in FIG. 7K to be
presented on the user device). The status of a given collabo-
ration object may be displayed in association with an image
of the collaboration object (e.g., “Send to PD”), where the
status may optionally be highlighted using a corresponding
color.

Authorized users at a given entity may opt to share
collaboration objects internally within its team(s), including
with teams within the entity who may not otherwise have
access to the collaboration objects. Optionally, authorized
users at a given entity may opt to share collaboration objects
with users or teams at other entities.

For example, the disclosed system provides teams/sets of
users (or individuals) within one or more entities the appro-
priate visibility to both teams (or individuals) within their
own entity and teams (or individuals) at external entities
with respect to developments and statuses that affect (e.g.,
adversely or positively affect) their collaboration regarding
an object without requiring an entity to manually export data
and without requiring manual data re-entry. This is achieved
by enabling users utilizing the disclosed multi-entity multi-
hierarchy system to select, via a corresponding user inter-
face, collaboration objects from other inter-entity collabo-
ration or intra-entity collaboration to share with intra-entity
users or inter-entity users respectively.

Referring now to FIG. 7K, an example user interface is
illustrated that enables inter-entity and/or intra-entity com-
munications to be created. The user interface optionally
comprises a form, such as a modal form (where no input
(keyboard, touch, or mouse click) can occur except to
objects on the modal form), where a user may select one or
more teams of users (within and/or external to an entity) that
have been granted the appropriate permission (e.g., within
the corresponding category selected via the user interface) to
share selected collaboration objects (e.g., selected in the
using the interface illustrated in FIG. 71 or 7J). The user may
optionally include communications via in-app chat mes-
sages, via an app pop-up alert, via a webpage hosted by a
server and accessed by a user device browser, via an email,
via a short/instant messaging service, and/or otherwise to
provide additional context regarding the selected collabora-
tion objects.

Referring now to FIG. 7L, an example user interface is
illustrated that enables sharing, by a user in a first team at a
given entity, of a collaboration object with users at a
different team within the same entity. The user interface
further enables sharing of the selected collaboration object
with teams at different entities that are connected with the
foregoing different team within the same entity (although the
teams at the different entities may not have any direct
connections with the first team at the first entity). The
collaboration object in this example is a product (a couch).
Quotes from multiple entities/companies (in the form of
landed cost quotes in this example) are listed. The user may
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select a given quote and transmit the selected quote to an
internal team (e.g., an internal sales team for review). Thus
for example, when users at Team 1 in Entity 1 choose to
share a collaboration object, such as a product, with users at
a different team with different permissions within the same
entity, the selected collaboration object can also be shared
with teams at other entities that are connected with the
second team at the first entity (even if the first team at the
first entity does not have a direct connection with the other
teams at other entities).

In the illustrated example user interface, a collaboration
object (a product) has been shared between teams at the
same entity and is now shared again with teams at different
entities. This is depicted by a table in the top middle of the
user interface listing multiple entities to whom the collabo-
ration object has been sent to with a request for quotation
updates.

A form may be provided that enables a user to select a
version (from multiple versions) of a collaboration object
(that has been shared with one or more teams at one or more
entities) to update the original team at the first entity that
originally defined the collaboration object, and had shared
the collaboration object with the second team at the first
entity. When a user shares a selected version of the collabo-
ration object to update another team within their entity, this
form will show the selected version.

Referring now to FIG. 7M, an example user interface is
illustrated comprising a form via which users can share
updates to a collaboration object between teams (and users
at such teams) at the same entity. This form may be enabled
when a user selects a version of a collaboration object to
share with teams in the user’s own entity (e.g., from a
dropdown list of collaboration objects presented via the user
interface illustrated in FIG. 7L, where the dropdown list may
be populated with collaboration objects that the user has
permissions to share or update). The form provides a select-
able list of users within other teams at the entity (e.g.,
automatically populated with the names of users assigned to
the collaboration object) that may be notified of the updates
to the collaboration object, and includes a message input
field via which the user sending the collaboration object
updates may provide additional context to the users receiv-
ing the updates. Optionally, a “select all” control is provided
via which the user may select all of the listed users to whom
updates are to be sent to.

Referring now to FIG. 7N, an example user interface is
illustrated that enables updating of a collaboration object
with a separate collaboration object. The user interface
depicts a collaboration object, such as a quote, with subse-
quent/related collaboration objects, such as products, where
one or more of the collaboration objects has been shared by
a team (e.g., the team that defined the collaboration object)
with one or more teams within the same entity, and provides
status and updates from one or more of those teams that are
available for review by users on the team that originally
shared the collaboration object. For example, with reference
to the circled couch, a “read to review” notification is
presented, which when clicked on, may cause the updates to
be presented. By way of further example, the status of a
given collaboration object may be displayed in association
with an image of the collaboration object (e.g., “Send to
PD”), where the status may optionally be highlighted using
a corresponding color.

Referring now to FIG. 70, an example user interface is
illustrated that may be launched in response to the user
selecting a collaboration object with new updates to review
(e.g., via the user interface illustrated in FIG. 7N). The user
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interface enables users of a team to review updates, sugges-
tions/changes, or comments with respect to a collaboration
object that has been shared with one or more teams within
the team’s own entity. Such updates/changes, suggestions,
or comments may assist the team’s interactions and collabo-
rations with one or more other teams at one or more other
entities. The user interface enables the user to review and
accept or reject (via corresponding controls provided via the
user interface) updates and suggestions to the collaboration
object while contextualizing notes, communication, and/or
requests from users at one or more other teams from one or
more other entities. Changes and suggestions may be iden-
tified via color coding, cross-outs, bolding, italics, boxes/
ellipses, and/or otherwise. In the example user interface,
changes/suggestions include price, size, weight, and mate-
rials. As discussed elsewhere herein, such updates, com-
ments, acceptances or rejections may be reported to one or
more users via status reports (e.g., provided via various user
interfaces described herein, via an app pop-up alert, via an
email, via a short/instant messaging service, and/or other-
wise).

Example user interfaces may enable entities to add inter-
entity user defined fields. For example, a given entity
typically has information that may be unique and that is
useful, valuable, and proprietary to their business opera-
tions. For example a given entity may have used an identifier
system that enables its employees to identify product attri-
butes based on the identifier value. Corresponding user
defined data fields may be added to certain user interfaces.

Just as there is value in collecting, managing and tracking
these fields within a system for a single entity, there is also
value in collecting, managing, and tracking these fields as
they relate to multi-entity collaboration regarding a collabo-
ration market. Corresponding user defined data fields may
be added to certain user interfaces for many different types
of collaboration objects such as products, quotes, orders,
projects, purchase programs, documents, transactions, and/
or other types of collaboration objects.

Using the disclosed multi-entity, multi-hierarchy commu-
nication system, user defined fields from a first entity may be
associated with collaboration objects shared internally and/
or with related or other entities based on the designated
relationships of those entities and/or an identification of
those entities by the first entity. Optionally, the custom
user-defined fields and corresponding data are distinct from
common fields (that are accessible by multiple entities
sharing a collaboration object). For example, optionally, the
custom user-defined fields and corresponding data are only
shareable within the entity that defined the custom fields,
and are not accessible by other entities.

Similarly, custom user-defined functions may be created
by a given entity that perform desired programming tasks
(e.g., that may be unique and valuable to the creating entity).
For example, a user-defined function may be implemented
using modular and/or reusable code to perform one or more
repeatable tasks (e.g., queries, calculations, etc.) related to
one or more custom, user-defined fields and/or common data
fields (and associated data). Optionally, only the entity
whose user defined a given function may access and use the
entity’s user-defined function (as opposed to common func-
tions to which entities are generally granted access). Option-
ally, the entity may share/grant access to the entity’s user-
defined functions with other specified entities.

Optionally and advantageously, the disclosed multi-entity,
multi-hierarchy communication system enables a user to
define attributes associated with an object, such as a col-
laboration object. For example, referring to FIG. 1P, within
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the context of a software system shared by multiple entities,
data governance around collaboration objects (e.g., a prod-
uct, a quotation, a purchase order, etc.) is important in
transmitting appropriate data between collaborating users
and organizations. Aligning expectations around data field
types may reduce or eliminate miscommunications and may
greatly facilitate transacting data with third party systems
(e.g., purchasing systems of retailers, systems of manufac-
turers selling products to retailers, other systems described
herein, and/or other systems) that interface with the com-
munication/collaboration system.

By way of example, differences in units of measurements
may often be a source of miscommunication, which can
result in the wrong items being manufactured, sold, and
purchased. By way of illustration, a given entity may specify
an attribute/data field of a given collaboration object, such as
the size of a shirt, in centimeters whereas a partner entity
(e.g., a shirt manufacturer) may expect to provide the same
measurement in inches. By way of further illustration, even
when two entities utilize the same units of measurement, a
given entity may want to place restrictions on the length or
value of data that is attributed to a given field on a collabo-
ration object. For example, a given entity may be configured
to input data from a data field that briefly describes a
collaboration object (e.g., a shirt) with values such as “Blue
Shirt”. The given entity may have a desire to limit the
number of characters in the values for these fields, such as
12 characters, since they may use the data from this data
field to print on physical tags that can only physically
accommodate a limited number of clear, human readable
characters (e.g. 12 characters in Time New Roman, with a
font size of 12).

To address the foregoing technical challenges, optionally
the disclosed multi-entity, multi-hierarchy communication
system may preconfigure common data fields with field
types, length limitations, and other attributes, that may be
generally accepted by relevant third party systems. Option-
ally, in addition, the system may provide enhanced flexibil-
ity by enabling users to create fields with different field
types, length limitations, and/or other attributes. Certain
processes and user interfaces will now be described that
enable users to create field types and define maximum field
lengths, and/or other attributes for User Defined Fields
(UDF) to enhance with other entities and other entity
systems. The User Defined Fields may also enable data
grooming (e.g., deleting old or stale data to reduce the total
database size and memory utilization) and/or governance
that facilitate migrating data from or through the commu-
nication/collaboration system to other systems controlled by
a given entity that may not be shared with other entities.

Referring to FIG. 7P, user-defined fields and user defined
functions are sometimes collectively referred to herein as
User Defined Fields and Functions (“UDFF”). Common
data fields and common functions (that are generally avail-
able to all participating entities) are sometimes collectively
referred to herein as Common Fields and Functions
(“CFPF”).

FIG. 7P provides a representation of how, in a multi-entity
multi-hierarchy system, a set of UDFF and CFF (and asso-
ciated data) under one or more hierarchies may be selected
and shared with one or more hierarchies of one or more
entities via one or more collaboration objects (e.g., a prod-
uct, a product offer, a Request for Quote (RFQ), a quote, a
Purchase Order (PO), a project, a purchase program, a
document, a transaction, and/or the like). The User Defined
Fields and Functions (UDFF) and Common Fields and
Functions (CFF), including fields/functions with applied
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data types, values, and/or restrictions, may be applied to
collaboration objects within the communication/collabora-
tion system. FIG. 7P further illustrates the data interface
between collaboration objects within the multi-entity, multi-
hierarchy communication system and third party systems of
third party entities that may define the data types, values, and
restrictions of the UDFF applied to collaboration objects.

In the illustrated example, a first set of user defined fields
(and associated field data) and user defined functions
(UDFF1) and common fields (and associated field data) and
functions (CCF1) under a hierarchy (of users) of Entity 1
may be selected and shared via Collaboration Object 1 with
a hierarchy of Entity 2.

A second set (UDFF2 and CFF2), which may include
fields and functions that are also in the first set (UDFF1 and
CFF1), are under a different hierarchy of Entity 1. UDFF2
and CFF2 may be selected and shared via Collaboration
Object 2 with a hierarchy of Entity 4.

A third set (UDFF3 and CFF3) under a hierarchy of Entity
2 may be selected and shared via Collaboration Object 1
with a hierarchy of Entity 1. A fourth set (UDFF 7 and
CFF7) under a hierarchy of Entity 4 may be selected and
shared via Collaboration Object 2 with a hierarchy of Entity
1.

The data sharing enables via the UDFF provides real-time
data interchange between various entities in a multi-entity
multi-hierarchy system, significantly improving data flow
while removing or reducing the need for maintaining mul-
tiple siloed systems across multiple disconnected entities
and lengthy data mapping during system integrations. Such
an approach enables a reduction in the amount of memory
that would otherwise be needed to store duplicative siloed
data, and further enables data to be shared more quickly as
the number of data stores that need to be accessed and the
number of systems that need to be traversed are reduced.

Further, UDFFs defined by a given entity that are not
shared with other entities will remain private UDFFs of the
given Entity and may be privately managed by users within
the given Entity, thereby further enhancing security and data
privacy.

Referring now to FIG. 7Q, an example user interface is
illustrated that comprises a modal form that enables users of
a given entity to configure data fields that may be unique in
form or requirement for the given entity (a UDFF). There
may be predefined fields from which the user may select
and/or an interface may be provided via which the user can
define entirely new form fields (e.g., by entering a field
name, field type, expected data type, etc.). The illustrated
form may also enable users at a given entity to specify
whether a given field (UDFF) is to be “private” (and so only
available to users at the given entity) or “not private,”
whereby the corresponding fields and field data are to be
made available to users at other entities based on a prede-
termined relationship permissions hierarchy structure speci-
fied by the given entity.

Referring now to FIG. 7R, an example user interface is
illustrated that enables users to configure a set of UDFFs and
CFFs via page/interface views. The user interface enables
users to select a set of UDFF and CFF (e.g., via the table in
the middle section) from a list of page views in the left
section and assign the set of selected fields to one or more
hierarchies of the given entity listed in the right section.
Users may further sort and rearrange the order of UDFF and
CFF in the middle section via sort controls. The user
interface enables an entity user to specify select which
relationships to other entities the user wants to share the
entity’s UDFF. The user interface enables users to create
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groupings or “Page Views” of one or more fields, including
unique user defined fields, and then select or otherwise
specity relationships subjected to a multi-entity, multi-hier-
archy permissions structure to adopt the set of fields
assigned to those relationships. Controls are provided via
which a user may specify field position (e.g., first, second,
third, etc.), field name, field type (e.g., standard, custom),
data type (e.g., integer, floating value, character, image,
graphic, etc.). Controls may be provided via which a user
may delete corresponding fields. The user interface may
enable a field entry to be dragged and dropped to change the
field positioning. A control may be provided via which a user
can add fields. Controls may be provided via which the user
may specify to which entity departments/groups and/or
catalog categories the settings are to be applied.

Referring now to FIG. 7S, an example user interface is
illustrated that displays a collaboration object and that
enables users from one or more entities to view and update
in real-time a selected shared UDFF, selected as a part of
product attributes (e.g., the circled attributes). In particular,
the user interface depicts a collaboration object from a first
entity, where user defined fields from a second entity are
available to interact with for the depicted collaboration
object. Users may select which set of related entity fields
they want to interact via a drop down form positioned above
the lower table in the interface. In this example, both the
entities and sets of fields may be subject to pre-determined
permissions both for the individual users as well as between
the related entities and hierarchies.

FIG. 1Q illustrates an example user interface enabling a
user of an entity to create new user defined fields to apply to
collaboration objects with which the user’s entity and part-
ner entities can interacts. The user interface includes con-
trols (e.g., fields, dropdown and/or other menus, and/or the
like) where a user may specify a field name (e.g., via a menu
of predefined field names, a field name entered as text by the
user, etc.), a data type for the field (e.g., short text, long text,
inter value, floating point value, yes/no, date, etc.) and
constraints (e.g., “Private”, “Default Value”, “Maximum
Character Length”, “Minimum Character Length”, “Forbid-
den Characters, etc.) on values for a user defined field. A
control may be provided in association with a given field that
enables the position of a given field to be moved up or down
in the list of fields.

FIG. 1R illustrates an example user interface configured
to enable a user to create new user defined fields and choose
the field type (e.g., from a menu of field type options). This
technique of specifying field types, in combination with an
interface that enables the selection of pre-defined options for
field values, advantageously enables users from a given
entity to enforce data standardization when compiling data
on one or more collaboration objects. Data standardization
is particularly important to the supply chain industry where
an entity wants to share crucial data sets (e.g., via a shared
user defined field and function) with other entities (e.g.,
upstream and/or downstream throughout the industry),
where if data is not accurately communicated, the wrong
item may be manufactured, the wrong quantity of items may
be delivered, the item may be delivered to the wrong
destination, etc.

FIG. 1S illustrates an example user interface configured to
enable a user to create a user defined field and specity
default value and/or range. For example, a field is provided
via which the field name and data type may be specified, a
default value field is provided via which a field default value
may be specified, and a maximum value field is provided via
which a maximum permitted field value may be specified,
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further facilitating the collection of well-governed data by a
given entity. Advantageously, the use of a prespecified
default value and range helps users from a given entity
quickly and accurately compile information regarding col-
laboration objects and significantly reduces data errors.

FIG. 1T illustrates an example user interface configured to
enable detection of user-entered values for a given field that
violate a field type specification and/or constraints (e.g.,
specified using the user interface illustrated in FIG. 1S). In
response to detecting that a user entered value for a given
field that violates a field type specification and/or con-
straints, the user interface generates visual, audible, and/or
haptic warnings and alerts that indicate to a user that a value
entered in one or more fields violates the field type speci-
fication and/or constraints. This feature advantageously aids
users in standardizing data when initially collecting such
data and enforces an efficient non-obstructive way of groom-
ing/governing data, thereby reducing system conflicts and
the use of computer resources that would otherwise be
needed to resolve such conflicts. In this example, a color-
coded textual alert is provided indicating that the number
entered in the WM Item Number field violates the maximum
number of permitted characters.

FIG. 1U illustrates an example user interface that enables
the bulk editing of values of a given user defined field of one
or more collaboration objects (e.g., multiple products) at the
same time, while restricting field types and value ranges of
the user defined field to those permitted. For example, the
user interface may access and depict images of various
collaboration objects, such as products (e.g., dresses in this
example). A given collaboration object may be displayed in
association with a selection control (e.g., a checkbox). A
user can select the collaboration objects that are to have
respective field values modified for a given field type. The
user may select the field whose values are to be edited and
a corresponding field value editing user interface may be
displayed that depicts the selected collaboration objects and
that includes a field that enables an existing field value to be
edited or a new field value to be entered.

An aspect of the present disclosure relates to collaboration
workspaces that may be shared amongst registered and
unregistered entities, users, and/or groups of users, with
respect to one or multiple collaboration objects.

In particular, within a multi entity/multi hierarchy system
such as the communication/collaboration system described
herein, it would be advantageous to enable users to utilize
the hierarchies, collaboration objects, and collaboration
tools of the disclosed system to collaborate on collaboration
objects with external users and entities who have not yet
registered for access to the system as well as with those who
are registered users and entities.

For example, an external entity may encounter practical
hurdles to registering for access to the multi-entity/multi-
hierarchy system (e.g., because of a lack of technical
resources, purchasing authority, and/or financial resources).
To facilitate the utilization of the multi-entity/multi-hierar-
chy system beyond its registered user base, it may be
advantageous to remove gateways and friction in providing
access to the system by non-registered users and/or entities
(e.g., companies).

Consider a first set of users within a first entity that is
registered on the multi-entity/multi-hierarchy system, where
the first set of users shares collaboration objects with a
second set of external users (that are not part of the first
entity) and entities who have not yet registered/signed up or
signed into the multi-entity/multi-hierarchy system. The
system may enable the first set of registered users to transmit



US 12,627,721 B2

69

a communication (e.g., an email, a short messaging service
message, and/or other type of communication) comprising a
unique network resource link containing or providing access
to secured browser tokens to a second set of external
non-registered users and entities. Through the link and
tokens, the second set of external non-registered users and
entities may access the shared collaboration objects as
specified by the first set of registered users.

FIG. 1V illustrates a representation of users granted
hierarchical permissions within a registered entity (Entity 1)
sharing a collaboration object with a non-registered user via
the system disclosed herein.

FIG. 1W illustrates a representation of users granted
hierarchical permissions within a registered entity (Entity 1)
sharing multiple different collaboration objects with respec-
tive different non-registered users via the system disclosed
herein.

FIG. 1X illustrates a representation of users granted
hierarchical permissions within a registered entity (Entity 1),
sharing multiple different collaboration objects (Collabora-
tion Object 1, Collaboration Object 2) with different non-
registered users where one or more non-registered users
have access to one or more collaboration objects via the
disclosed system. In this example, a given collaboration
object may be shared with multiple non-registered users.

FIG. 1Y illustrates a representation of users granted
hierarchical permissions within a registered entity (Entity 1),
sharing multiple different collaboration objects (Collabora-
tion Object 1, Collaboration Object 2) with respective dif-
ferent groups of non-registered users (Group 1, Group 2),
where individual non-registered users with a given group of
non-registered users may have access to one or more col-
laboration objects via the system disclosed herein.

FIG. 17 illustrates a representation of multiple users
granted hierarchical permissions within multiple registered
entities (Entity 1, Entity 2) sharing respective different
collaboration objects (Collaboration Object 1, Collaboration
Object 2) with the same non-registered user, where the
non-registered user may access both collaboration objects
and interact with one or more users from one or more
registered entities via the disclosed system. The system may
provide the non-registered user with access to the different
collaboration objects (Collaboration Object 1, Collaboration
Object 2) from different registered entities (Entity 1, Entity
2) via a single interface (e.g., where access is provided via
unique keys such the non-registered user’s email address,
phone number, security tokens, or IP data).

FIG. 1AA illustrates a representation of multiple users
granted hierarchical permissions within multiple registered
entities (Entity 1, Entity 2) sharing multiple different col-
laboration objects (Collaboration Object 1, Collaboration
Object 2) via the disclosed system with the same group of
non-registered users (group 1) where the non-registered
users within the group (Group 1) may access both collabo-
ration objects (Collaboration Object 1, Collaboration Object
2) and interact with one or more users from one or more
registered entities (Entity 1, Entity 2). The system may
provide the non-registered user within the group (Group 1)
access to the different collaboration objects (Collaboration
Object 1, Collaboration Object 2) from different registered
entities (Entity 1, Entity 2) via a single interface (e.g., where
access is provided via unique keys such the non-registered
user’s email address, phone number, security tokens, or IP
data)

FIG. 1BB illustrates an example user interface enabling
one or more users at a registered entity to define access to a
collaboration object for one or more non-registered users or
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user groups using email addresses. A message may be
transmitted to the email address, where the message may
contain a link to a unique web address with secured tokens,
IP information, group IDs, and/or otherwise. The example
user interface may identify a default team (e.g., a default set
of users within a given entity that has access permissions to
a corresponding collaboration object), and a “my team” set
of users (e.g., a customized, user-specified set of users
within a given entity that has access permissions to a
corresponding collaboration object). An “add participants”
user interface may be provided via which the user at the
given entity may specify non-registered users (e.g., via
corresponding email addresses) that are to be granted per-
mission to access the collaboration object. The correspond-
ing email address may then be used to transmit the foregoing
message.

FIG. 1CC illustrates an example representation of users
(Entity 1 Team 1, Entity 1 Team 2) granted hierarchical
permissions within a registered entity (Entity 1) sharing a
collaboration object (Collaboration Object 1) with a non-
registered user. In this representation, another collaboration
object (Collaboration Object) may also be shared within
separate users/teams/hierarchies at the registered entity (En-
tity 1) via the disclosed system. The collaboration object
(Collaboration Object) shared with teams (Entity 1 Team 1,
Entity 1 Team 2) within the registered entity (Entity 1) may
be based on, but a modified version of the collaboration
object (Collaboration Object 1) shared with the non-regis-
tered user.

FIG. 1DD illustrates a representation of users granted
hierarchical permissions within a registered entity (Entity 1)
sharing multiple different collaboration objects (Collabora-
tion Object 1, Collaboration Object 2) with respective dif-
ferent non-registered users via the disclosed system. In this
example, the collaboration objects (Collaboration Object 1,
Collaboration Object 2) may also be shared within separate
users/teams/hierarchies (Entity 1 Team 1, Entity 1 Team 2)
at the registered entity (Entity 1). The collaboration objects
shared with teams within the registered entity may be based
on, but a modified version of the collaboration object
(Collaboration Object 1, Collaboration Object 2) shared
with the non-registered users.

FIG. 1 EE illustrates a representation of users granted
hierarchical permissions within a registered entity sharing
multiple different collaboration objects (Collaboration
Object 1, Collaboration Object 2) with different non-regis-
tered users via the disclosed system, where one or more
non-registered users have access to one or more collabora-
tion objects, and where multiple non-registered users may
access the same collaboration object. In this representation,
the collaboration objects may also be shared within separate
users/teams/hierarchies at the registered entity. The collabo-
ration objects shared with teams within the registered entity
may be based on, but a modified version of the collaboration
object (Collaboration Object 1, Collaboration Object 2)
shared with the non-registered users.

FIG. 1FF illustrates a representation of users granted
hierarchical permissions within a registered entity (Entity 1)
sharing multiple different collaboration objects (Collabora-
tion Object 1, Collaboration Object 2) with different groups
of non-resident users (Group 1, Group 2) via the disclosed
system, where individual non-registered users may have
access to one or more collaboration objects (Collaboration
Object 1, Collaboration Object 2) if they are a member of a
group of non-registered users to whom access has been
granted via the system. In this representation, the collabo-
ration objects may also be shared within separate users/
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teams/hierarchies at the registered entity. Separately the
collaboration objects shared with teams within the registered
entity (Entity 1) may be modified versions of the collabo-
ration object shared with the non-registered user groups
(Group 1, Group 2).

An aspect of the present disclosure relates to sharing data
amongst entities and users, such as via product data syndi-
cation.

In a system, such as that disclosed herein, where entities
create and store large amounts of data (e.g., in the terabytes),
it becomes computer resource-intensive (e.g., with respect to
processor, memory, and network utilization) and time con-
suming for such entities to share a large set of data from a
given system with other computer systems (which may have
their own restrictions on data formatting), where such other
systems may either be controlled by the same entity or
controlled by one or more separate external entities. For
example, collaboration object data, such as product data and
order data, created in a multi-entity multi-hierarchy collabo-
ration system, such as that disclosed herein, may be shared
with other software applications and/or computer systems
such as accounting, inventory management, and/or ecom-
merce systems controlled by the given entity or its external
business partners.

The disclosed techniques for syndicating such data over-
come the disclosed technical challenges in sharing large
amounts of data. Syndicated data may be an aggregated
collection of the same set of data across multiple internal and
external systems and platforms. The real-time and/or sched-
uled transmission (e.g., over a network via a network
interface) and sharing of a set of syndicated data (such as
product, order and inventory data which may be associated
with collaboration objects) among multiple internal and
external systems may be referred to herein as product data
syndication.

FIG. 1GG Illustrates a representation of an example data
syndication architecture within a multi-entity multi-hierar-
chy system, such as that disclosed herein. The multi-entity
multi-hierarchy system may include a syndication platform.
The syndication platform may include an external systems
authentication module, an object mapping module, and an
object data transaction service module. The syndication
platform, and one or more of its modules, may access data
from and store data (e.g., collaboration object data disclosed
herein) to a collaboration object database.

The external systems authentication module may receive
and verify external system authentication credentials from
external systems (e.g., External System 1, External System
2) and users. For example, authentication may be provided
using an access key ID, a secret access key, double factor
authentication, a token, and/or otherwise. The object data
mapping module may receive data requirements/specifica-
tions from external systems (e.g., External System 1, Exter-
nal System 2) and/or from users. The object data transaction
service module may receive and/or transmit object data and
transaction responses with external systems (e.g., External
System 1, External System 2).

An example product data syndication process executed
using the syndication platform may perform some or all of
the following tasks:

1) Enable users of the multi-entity multi-hierarchy col-
laboration system to provide authentication credentials
to one or more external target systems (e.g., using the
external systems authentication module);

2) Gather data requirements or specifications from one or
more external target systems (e.g., using the object data
mapping module);
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3) Map or translate data between collaboration objects in
the multi-entity multi-hierarchy collaboration system
and external target system(s) by field/attribute names
and/or predefined rules and conditions (e.g., using the
object data mapping module);

4) Transmit and share collaboration object data across
various systems using a transaction engine (sometimes
referred to herein as a job scheduler) in real-time and/or
on a preset schedule (e.g., using the object data trans-
action service module); and/or

5) Monitor (e.g., using the object data transaction service
module) data transaction status (e.g., success, failure,
pending, errors, event logs, etc.) and maintain data
accuracy (e.g., detect the transmission or receipt of
faulty data, and cause data to be retransmitted if faulty
data is detected).

FIG. INN illustrates an example multi-layer service
architecture that enables a multi-hierarchy multi-enterprise
system to transact authentication data via one or more
external authentication platforms. For example, an authori-
zation protocol or framework may be utilized that provides
applications the ability for secure designated access. By way
of illustration the authentication protocol may utilize autho-
rization tokens to prove an identity between a person/user
and service providers. The authentication protocol may
enable a user to approve a given application interacting with
another application without providing a password. Option-
ally, in the multi-layer service architecture, a multi-hierarchy
multi-enterprise system may transact collaboration object
data from a database layer with one or more external
platforms (e.g., through data attribution mapping).

The user may interact with the syndication platform via a
client layer, such as a web application. The syndication
platform may include a publish request handler, and an
external platform adapter configured using specified catego-
ries and configurations. The syndication platform may
access syndication data from and store syndication data
(and/or other data) to a storage layer that may include a
syndication database.

The syndication platform may communication with a
product lifecycle management service, which may be hosted
on a dedicated server or via a cloud system. The product
lifecycle service may communication with a database that
stores some or all of the data disclosed herein. The external
platform adapter may be configured to communicate with
one or more external platforms, such as an authentication
platform that provides authentication services using the
authentication platform described above, a catalog system, a
pricing system, and/or other external platform system.

FIG. 1HH illustrates an example user interface that
enables users of the multi-entity multi-hierarchy system to
provide authentication credentials for external systems, to
thereby establish connections between the multi-entity
multi-hierarchy system and one or more external systems. In
this example, fields are configured to receive a platform
identifier (e.g., selected via a dropdown menu prepopulated
with platform identifiers or otherwise), an access key 1D, a
secret access key, and country (e.g., selected via a dropdown
menu prepopulated with county identifiers).

FIG. 11I illustrates an example user interface that enables
users of the multi-entity multi-hierarchy system to specify a
channel name to be used in publishing a product data
syndication, a connection, and object classifications from a
specified connected external system (as illustrated in the
example depicted in FIG. 1GG). Such object classifications
(e.g., corresponding product types) may be retrieved via an
application programming interface and used to populate a
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category menu. The object classifications may differ from
one external system to another. A “create channel” control
may be activated to initiate the syndicated data channel
generation.

A channel (e.g., an accessories channel) may be specified
via a channel name menu of channels or an editable field. A
menu of external system connections may be provided via
which a user may select a desired connection (e.g., of an
entity, such as a purchasing retailer named Acme) that will
be associated with the channel. The object classifications
may determine the set of available data attributes and
requirements with which a user of the multi-entity multi-
hierarchy system may use to map between the data in the
multi-entity multi-hierarchy system and one or more exter-
nal systems (see, e.g., FIG. 11]).

A search field may be provided that enables a user to enter
a search query for categories. In response to a user search
query (e.g., specified using text and/or images), a search
engine returns matching categories which may be displayed
via the user interface.

FIG. 1]] illustrates a depiction of an example object data
mapping service provided via a multi-entity multi-hierarchy
system, such as that described herein. Users may utilize a set
of data attributes and requirements/specifications retrieved
from one or more external systems and create mappings by
setting rules and/or conditions. The user interface facilitates
and enhances data mapping accuracy performed by users.

Fields are provided via which a user can specify a product
identifier code (e.g., an ASIN, UPC, EIN and/or other
product identifier code), an item number, and a description.
Controls are provided via which images and text may be
mapped from one entity’s schema to another entity’s
schema. A control may be provided via which a user can
specity that the user interface is to be automatically popu-
lated with images from a source entity. The user may then
map a primary image of a first entity to a primary image of
a second entity, a second image of the first entity to a second
image of a second entity, a first field of the first entity to a
first field of a second entity, etc. Controls may be provided
in association with unmapped images and fields of the first
entity via which a user may add a mapping of images and
fields of a first entity to images and fields of a second entity.
The number of mapped fields and/or images may be deter-
mined and displayed. A search field may be provided that
enables a user to enter a search query for fields of the second
entity. In response to a search query (e.g., specified using
text and/or images), a search engine returns matching fields
and/or images which may be displayed via the user interface.

Users who have permissions to perform such mappings
for a given entity may be determined and have their names,
images, and/or titles displayed via the user interface.

The system may be configured to predict which fields of
the second entity (the target entity) correspond to files of the
first entity. The prediction may be performed based on the
field labels using pattern matching, dictionary lookups,
and/or learning engines. For example, a learning engine may
be trained with respect to a corpus of words to identify
synonyms for a current word by using nearest neighbors or
by based on a defined notion of “similarity”. Optionally, a
database of synonyms may be utilized to predict a field
match. The predicted matching fields may then be used to
prepopulate the user interface. The user interface may enable
the user to edit the prepopulated matching fields (e.g., in the
event the prediction is wrong the user can select a different
field of the second entity). In the event no match is found,
a corresponding ‘“no match” notification may optionally be
provided to the user (e.g., via text, graphic, and/or sound). In
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the event a match is found, a corresponding “match found”
notification may optionally be provided to the user (e.g., via
text, graphic, and/or sound).

FIG. 1KK illustrates an example user interface that
enables users of a multi-entity multi-hierarchy system to
publish/transact data of one or more collaboration objects to
one or more external systems, such as via syndication of a
channel of product data. The user interface may also be
configured to access and display transaction status (e.g.,
success, failure, errors, non-attempt, event logs, etc.) with
one or more external systems. The user interface may also be
configured to display an identifier for the target external
system or systems that the collaboration object is to be
transacted. In addition, the user interface may access and
display feedback on the translation of collaboration object
data as viewed by the multi-entity multi-hierarchy system
and as the data translation will be received by one or more
target external systems.

The example user interface may display the correspond-
ing connection (the target external system), the correspond-
ing channel, the status (e.g., published, unpublished), and
the match status (e.g., matches, does not match, etc.). The
user interface may display required fields (e.g., item number,
description, unit price, etc.) of a source entity, corresponding
matching target entity fields (e.g., product name, product
description, price, etc.), and corresponding field values. The
user interface may similarly display media (e.g., still and/or
video images, audio recording, etc.) of a source entity and
corresponding identifiers, matching identifiers of the target
external system, corresponding media, and controls via
which media may be selected.

FIG. 1LL illustrates an example user interface that
enables users of a multi-entity multi-hierarchy system to
publish/transact data of multiple collaboration objects
between one or more external systems. A menu may be
provided via which the user can select a desired connection
and a desired channel. The example user interface accesses
and displays, in accordance with the selected connection and
channel, the status of transactions (success, failure, errors,
non-attempt, event log, etc.) of one or more collaboration
objects. The example user interface may also display the
target external system or systems with which the collabo-
ration objects are to be transacted. In addition, the user
interface may provide feedback on the translation of data
from the collaboration objects as viewed in the multi-entity
multi-hierarchy system and as it will be received in one or
more target external systems.

The user interface may display the corresponding con-
nection, the corresponding channel, and a table of the
collaboration objects (e.g., products). The table may have a
media column that displays one or more still or video images
of the collaboration object, a publishing status column
displaying the current publication status (e.g., unpublished,
pending, published, etc.), a last published column (e.g.,
indicating the date and time of the last publication of the
collaboration object data), a collaboration object description
column, a brand column displaying the brand of the col-
laboration object, a size column displaying the size of the
collaboration object, a color column displaying the color of
the collaboration object, and a material column displaying
the material of the collaboration object.

The user interface provides a publish control, which when
activated, causes the collaboration objects to be published to
the user-specified channel for the user-specified connection.

FIG. 1MM illustrates an example user interface (which
may be displayed in response to a user selecting a “pub-
lished” tab) that enables users of a multi-entity multi-
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hierarchy system to access and view records and statuses of
more multiple collaboration objects that have been trans-
acted between the multi-entity multi-hierarchy system and
one or more external systems. The user interface accesses
and displays the status of transactions (e.g., success, failure,
errors, non-attempt, event log, etc.) of multiple collaboration
objects.

The user interface may include a pane identifying differ-
ent entities, and channels associated with the different enti-
ties, from which a user can select. Filter controls may be
provided via which the user can specify which statuses are
to be displayed and which are to be filtered out and not
displayed. For example, the user may specify that collabo-
ration objects with the status of published, pending, and/or
rejected are to be displayed. Further, a control may be
provided via which the user can specify that a specified
matching status is to be displayed and a different matching
status be filtered out and not displayed. For example, a user
may specify that those collaboration objects associated with
a matching status of matching and/or non-matching be
displayed. In accordance with the filter specifications, the
collaboration objects may accordingly be filtered so that
only the selected type of collaboration objects (e.g., match-
ing or non-matching) are displayed.

The example user interface includes a table. The table
may have a media column that displays one or more still or
video images of the collaboration object and an associated
publication date, a product number column displaying a
corresponding product number, a publishing status column
displaying the current publication status (e.g., unpublished,
pending, published, etc.), a matching status column display-
ing the match status (e.g., published, pending, unpublished),
a last refreshed column (e.g., indicating the date and time of
the data was last refreshed), a collaboration object descrip-
tion column, a brand column displaying the brand of the
collaboration object, a size column displaying the size of the
collaboration object, a color column displaying the color of
the collaboration object, and a material column displaying
the material of the collaboration object. A given collabora-
tion object may be selected (e.g., via a checkbox) and a
desired operation may be performed on all the selected
collaboration objects in a batch mode. A refresh control may
be provided which when activated causes the table to be
refreshed with the most recent collaboration object data and
attributes.

As similarly discussed elsewhere herein, a multi-entity
and cross-entity collaboration and messaging platform, such
as the communication/collaboration system disclosed
herein, may be configured to enable users from one or more
entities communicate and collaborate on collaboration
objects. Such collaboration may be performed by users
within a given entity and/or between users at different
entities. Collaboration objects may contain one or more
types of data as representations of a given item (e.g., a
product, a product component, a business objective, etc.).
For example, such data types may include one or more of
text based data, numerical data, calculated data, visual
media/data, data files, and/or historical data logs/revisions.

Advantageously, the multi-entity and cross-entity col-
laboration and messaging platform may enable users within
and/or between entities to communicate regarding and col-
laborate on the different forms of data associated to a
collaboration object. For example, it is advantageous for
users of one entity to collaborate with users from that same
entity and/or another entity with regards to the visual media
or data contained within a collaboration object.
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To further enhance collaboration, the system may be
configured to enable collaboration via visual markups of
product or product component images (which may comprise
a still image, a video, a drawing, and/or other depiction). For
example, the system may provide a user interface to a user
device for display that enables the user to upload one or
more images to the system, such as described elsewhere
herein, which may be associated with a definition of the
collaboration object. The system then enables the user and
one or more other users at one or more entities to provide
visual markups and text comments related to the image(s) of
that product.

FIG. 8A illustrates an example user interface displaying
multiple pointers/markups on multiple different items of
visual media/data (e.g., photographs) of collaboration
objects. The user interface enables users to associate one or
more comments with a given pointer/markup on a given
item of visual media/data. The example user interface also
displays indicators identifying which, if any pointer/markup
and comment combinations are accessible to users of a
single entity or accessible to users of multiple entities. In this
example user interface, two collaborating users, Andrea
Mohr and Sasha Newell, are representatives of different
organizations/entities.

As illustrated, one or more images of a given collabora-
tion object (e.g., a product, such as a purse in this example)
may be rendered. For example, multiple images of a given
product may be displayed, showing different views of the
product (e.g., top view, bottom view, side view), at different
apparent distances or magnifications. Optionally, a scroll
control may be provided via which the user can cause the
images of a given collaboration object or of different col-
laboration objects to be scrolled through and displayed.
Previously added markers may be displayed on the scrolled
through images.

An annotation tool may be provided via which a user can
point to an area of the depicted product on one or more
images, drop a marker (e.g., a pointer or other indicator), and
then pull a portion of the marker via a pointing device (e.g.,
a mouse, a finger, a touchpad, etc.) to define a lead line with
a sequential annotation identifier (e.g., a number, such as 1,
2, 3) automatically generated and presented. The user may
then enter text which may be displayed in a comments
section in association with the corresponding annotation
identifier, and optionally a product identifier. The comments
may be displayed over the image and/or in a separate area
(e.g., a separate pane). The user-specified markers, com-
ments, and associated metadata (e.g., user identifiers, times/
dates of comments, times/dates of markups, collaboration
identifier, and/or other such data described herein) may be
stored in memory in association with the marked up images
for later retrieval. For example, such information may be
utilized to populate user interfaces described herein.

The annotations may optionally be stored in a structured
format (e.g., as JSON or XML files), that includes coordi-
nates of shapes, labels, and other metadata. This structured
format enables annotations to be linked to their correspond-
ing images and enables efficient data retrieval and process-
ing. In addition, the structured format enables easy parsing,
manipulation, and integration with the disclosed tools and
systems.

The comments may comprise comments from users at one
or more entities. Optionally, a user of a first entity, can
specify whether a given comment is to be only visible to
other users of the first entity or is to be visible to users of
other entities. Optionally, a user may specify which other
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users within one or more entities may view the user’s
comments and/or annotations.

The comments may be visually arranged by source (e.g.,
supplier, purchaser, etc.) and/or product feature/field (e.g.,
size, color, etc.). Each image may be associated with a
respective grouping of comments. For example, the com-
ments for each image may optionally be displayed in a
respective box/pane. Optionally, in response to a user select-
ing a given product image (e.g., by pointing at or clicking on
the image), the corresponding box or comment grouping
may be highlighted by the user interface. Similarly, in
response to a user selecting a given box or comment
grouping (e.g., by pointing at or clicking on thereon), the
corresponding product image and/or the corresponding box
or comment grouping may be highlighted. A given comment
may be displayed in association with the name of the user
that provided the comment and the date/time the comment
was posted.

For example, an HTML structure may be created where a
given text segment is associated with a specific image. Data
attributes may be utilized to link text segments to images.
For example, text segments may be wrapped in <span>
elements with the class highlightable and a data-image
attribute that links a given segment to a corresponding
image. Images are given unique id attributes that match the
values of the data-image attributes. A CSS file (Cascading
Style Sheet) may be created to style the images and the
bounding box. For example, the images may be styled to
have a transparent border by default. When the highlighted
class is added to an image, the border color changes to a
specified color, and a box-shadow may be added to create a
bounding box effect to thereby emphasize the associated
image. JavaScript may be utilized to handle the text selec-
tion and image highlighting. For example, an event listener
may be added to respective highlightable elements to detect
when the user selects text. When text is selected, the
corresponding image’s id is retrieved from the data-image
attribute. The highlight_image function removes the high-
lighted class from all images and adds it to the selected
image, highlighting it with a bounding box.

FIG. 8B illustrates a user interface with a comment
control which when activated enables a user to select one or
more items of visual media/data for a collaboration object
and provide pointers/markups and comments regarding the
same. For example, in response to the user activating the
comment control, the user interface illustrated in FIG. 8C
may be rendered. A comment field is presented via which the
user can enter a text comment which is associated with a
corresponding marker. The comment field is presented in
association with a corresponding collaboration object iden-
tifier (e.g., a unique product identifier).

As discussed elsewhere herein. within the context of a
multi-entity and cross-entity collaboration and messaging
platform, users from one or more entities may communicate
and collaborate regarding collaboration objects. It would be
technically advantageous for users to have the ability to
quickly extract data from the system regarding one or more
collaboration objects. A technical challenge to such data
extraction is that, users within an entity or in different
entities have many differing needs in terms of utilizing data
about collaboration objects. Hence, a single type of extrac-
tion may not be suitable for a mix of users from the same or
different entities. In order to overcome this technical chal-
lenge, the disclosed system enables users to create custom
selections in regard to the file format to be used for the
extracted data, specify sets or subsets of data collaboration
object data to be included in the file, and/or specify how the
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chosen data is arranged within the chosen file format. Such
custom selections and specified arrangement may then be
used to extract the data into a corresponding file.

FIG. 9A illustrates an example user interface comprising
a panel of customization options, wherein the webpage is
automatically re-rendered, optionally in real time based on
a user’s selected customization instructions.

The user interface enables the user to specify various
webpage customizations which are then used to render the
user interface accordingly. The user interface enables a
template to be selected from a drop down menu of templates,
modified, and saved. An orientation control enables the user
to specify whether the user interface is to be displayed in
landscape of portrait mode. A products per page menu is
provided via which the user can specify how many collabo-
ration objects (e.g., images of collaboration objects and
corresponding lines/fields of detail information) are to be
displayed per page. A menu of header detail items is
displayed via which the user can specify what header
information is to be displayed on the user interface. For
example, the header detail menu may enable the user to
specify that the company name, company log, company
email, a separator, a title (e.g., a custom title) are to be
displayed.

A footer information interface is provided via which a
user may specify what information is to be included in a
webpage footer (e.g., page numbers). A products fields
search field is provided via which the user can search for
available product fields (e.g., product details) that are avail-
able for display, and then specify from the search results
which product fields are to be displayed in association with
a corresponding collaboration object image. The webpage
code and/or the system may determine the maximum num-
ber of product fields that may be displayed for a given
collaboration object based on the selected template, selected
number of products (collaboration objects) per page, the
page orientation, and the number and/or types of informa-
tion specified to be included in the header and/or footer,
and/or other criteria.

FIG. 9B illustrates the user interface of FIG. 9A, with the
save template control activated. The user interface enables
the user to specify a template name and to save the template
with the specified name in accordance with the user speci-
fied customization specifications (e.g., such as those dis-
cussed above with respect to FIG. 9A). A user may then
select and utilize the template for use with the same or a
different collaboration object.

FIG. 9C illustrates the user interface of FIG. 9A, with the
orientation control activated. The orientation control enables
the user to specify whether the page layout is to be in the
landscape mode or the portrait mode. The page may be
re-rendered in real time in accordance with the configured
page layout orientation.

FIG. 9D illustrates the user interface of F1G. 9A, with the
products per page control activated. The products per page
interface presents customization options that enables the
user to specify and customize the layout, sizing, and number
of items of visual media and data attributes with respect to
each collaboration object in a given file. For example, the
user may specify that there are to be three images of
respective collaboration objects per page with up to nine
lines of detail fields per collaboration object, six images of
respective collaboration objects per page with up to six lines
of detail fields per collaboration object, nine images of
respective collaboration objects per page with up to one line
of detail fields per collaboration object. The system may
automatically calculate the maximum number of lines of
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detail fields for which there is sufficient room based on the
number of collaboration images per page specified by the
user and display the calculated number to the user.

FIG. 9E illustrates the user interface of FIG. 9D, with the
“up to number of lines” control activated. The “up to number
of lines” interface displays the maximum number of lines
available for each field based on the number of fields the
user has specified that are to be displayed in association with
a collaboration object image and on the number of collabo-
ration object images that are to be displayed per page. Thus,
a user can configure the amount of space allocated/budgeted
to selected data attributes.

For example, if the user specified that six collaboration
objects are to be displayed per page, there may be up to six
lines of detail fields available per collaboration object. If the
user first selected a description field to be displayed, a drop
down menu may be displayed via which the user may
specify how many lines of the six line budget are to be
allocated to the description. If the user specifies that two
lines are to be assigned to the description, the system may
calculate that there are four lines remaining (six minus two)
that may be allocated to other detail fields. The user may
continue specifying detail fields that are to be displayed and
the associated lines for each field, until the entire six line
budget is utilized. If the user attempts to continue selecting
fields, a notification may be presented informing the user
that the user may not select additional fields unless the user
unselects one or more fields or reduces the lines of fields
allocated to previously selected fields in order to free up
previously budgeted lines.

FIG. 9F illustrates the user interface of FIG. 9A, wherein
a user can optionally select attribute level comments and
collaboration data from one or more collaboration objects to
be exported to an export file. The user interface also includes
controls via which the user can specify whether components,
private fields, and/or notes are to be displayed. The user
interface may be rendered in real time in accordance with the
user specification.

FIG. 9G illustrates the user interface of FIG. 9A, wherein
a user can optionally select visual media pointers/markups
and associated comments and collaboration data from one or
more collaboration objects to be included in an export file.

FIG. 9H illustrates the user interface of FIG. 9A, wherein
a user can optionally create customizable pages within a file
of a selected collaboration object by providing additional
visual media and data attribute(s). In this example, a drag
and drop interface is provided, wherein a user can drag and
drop an image to a defined area, and the file may then be
uploaded to the system and stored in association with the
collaboration object. Optionally, a user may be enabled to
navigate to a file and select the image file for upload. A text
field is provided via which a user may enter text (e.g.,
descriptive text) that may be stored in association with the
image. The additional image(s) and text may be later pre-
sented via a display device in association with the collabo-
ration object.

FIG. 10A illustrates an example data architecture config-
ured to provide a front end interface to user devices,
enabling users to interact with data from one or more
databases (such as collaboration objects related data dis-
closed herein), such as a relational database, to retrieve
information (such as the collaboration object images and
related data) and to present on the user device user interfaces
providing such data. For example, the example data archi-
tecture may be utilized to provide functionality and user
interfaces described herein.
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The architecture may include a flexible data export appli-
cation, an Object-Relational Mapper (ORM), a document
store, a database server, and a user terminal. The ORM
comprises a programming tool that enables developers to
interact with a relational database using an object-oriented
paradigm. Instead of writing SQL queries directly, develop-
ers can manipulate database data using the programming
language’s objects and methods. The ORM maps database
tables to classes, rows to instances of these classes, and
columns to attributes of these instances. This abstraction
simplifies database operations and reduces the need for
extensive SQL code. The database server may comprise a
relational database management system (RDBMS) config-
ured to handle a wide range of workloads with many
concurrent users. The database server may support SQL
(relational) and JSON (non-relational) querying. For
example, the database may store data disclosed herein. The
document store may comprise a scalable, web-based cloud
storage service providing online backup and archiving of
data. The document store is configured to store and manage
unstructured data such as PDFs, images, videos, and other
document types (e.g., collaboration object still images, video
images, catalog pages, and/or the like).

FIG. 10B illustrates the example data architecture of FIG.
10A, and depicts additional detail regarding the flexible data
export application. The flexible data export application may
comprise sub-applications configured to retrieve and render
data disclosed herein, creating, save, and retrieve templates
of data representations, such as those disclosed herein, and
exporting the data representations into one or more file types
and storing the exported files in the cloud-based document
store.

FIG. 10C illustrates an example front-end user interface
architecture for a customizable export service configured to
export data and documents disclosed herein. The example
front-end user interface architecture is configured to retrieve
data, render “What you see is what you get” (WYSIWYG)
interfaces, such as those disclosed herein, via which users
may customize data formats, and export the resulting format
into one or more files or documents.

The example front-end user interface architecture may
comprise a predictable state container for JavaScript appli-
cations, which may be utilized with libraries for managing
the application state. The state container may provide a
single source of truth for the application’s state, ensuring
that state changes in a consistent and predictable manner.
The state container may utilize actions (e.g., JavaScript
objects) to describe changes, reducers to handle such
changes and update the state, and a store to hold the state
tree. The reducer comprises a function that takes the current
state and an action as arguments and returns a new state. The
reducer may specify how the application’s state changes in
response to actions sent to the store. The reducer may reduce
a collection of actions (over time) into a single state object.
This architecture ensures a predictable flow of data through-
out the application. Data may be retrieved and stored via an
APL

FIG. 10D illustrates the example front-end user interface
architecture of FIG. 10C in greater detail. The architecture
comprises a front end web application to retrieve data,
render a “What you see is what you get” (WYSIWYG)
interface where users may customize data formats, and
export the resulting format into one or more files or docu-
ments. The illustrated sub-applications for the front end user
interface are configured to provide specific services such as
generating file previews, creating menus with which users
may view customization options and provide customization



US 12,627,721 B2

81

instructions, and export documents or files of one or more
type. As similarly discussed elsewhere herein, within the
context of a multi-entity and cross-entity collaboration and
messaging platform, users from one or more entities may
communicate and collaborate regarding collaboration
objects (e.g., materials or manufactured products). The
disclosed system advantageously enables a user to create
relationships or associations between one or more collabo-
ration objects and/or between specific data fields/attributes
of one or more collaboration objects. This functionality
enables users to create libraries of collaboration objects that
may be reused and tracked.

By way of example, a collaboration object may represent
a physical product such as a wheel, or a type of wood, or a
fabric. When defining the details of a given collaboration
object, such as a chair, it is useful in many cases to create an
association between one or more collaboration objects, such
as a wheel, a material such as wood, and a fabric. Further-
more it may also be useful to assign data attributes to the
nature of the specific relationship between one or more
collaboration objects, in one example ratio. For example, a
collaboration object representing a chair may have a rela-
tionship with a collaboration object representing a wheel
(e.g., for a chair with wheels at the base of the legs) where
the ratio value assigned to such a relationship is one chair to
four wheels (where there is a wheel for each chair leg of a
four legged chair). Thus, disclosed herein are user interfaces
the enable a user to define a hierarchy of collaboration
objects. For example, a user interface may enable a user to
graphically define a hierarchy of collaboration objects in the
form of a tree (e.g., in the form of drag and drop operations)
or to textually define a hierarchy of collaboration objects.

FIG. 11 A illustrates a hierarchical diagram, in the form of
a tree structure, representing relationships between collabo-
ration objects. In this example, the collaboration objects
have been assigned specific relationships with respect to
other collaboration objects to thereby create a useful set of
associated details and data to describe still additional col-
laboration objects. The table set hierarchical diagram and/or
a text representation thereof may be stored in memory (e.g.,
in a database) in association with metadata, such as a
collaboration object identifier for the table set. The collabo-
ration object identifier and/or a text description stored in
association with the collaboration object (e.g., “table set”)
may be utilized in a database query to later retrieve the table
collaboration object. Optionally, each collaboration object in
the table set hierarchical diagram may be stored in associa-
tion with corresponding identifiers. Optionally, each col-
laboration object in the table set hierarchical diagram may
be separately retrieved from the database via a database
query using the corresponding identifier and/or text descrip-
tion. Optionally, each collaboration object may be separately
added to another collaboration, as described herein with
respect to FIG. 11B.

In the example illustrated in FIG. 11A, a table set has been
assigned a specific relationship with one table and six chairs
in a hierarchical manner to thereby associate useful data
about the table collaboration object and chair collaboration
objects to the table set. The table and chair collaboration
objects are themselves assigned additional relationships
with other collaboration objects. As depicted in FIG. 11A,
relationships between collaboration objects may be direct in
nature or may exist via a mutual relationship with a different
collaboration object. A quantity may be associated with a
given collaboration object (e.g., a number depicted in a
circle). For example, there may be one table set that com-
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prises 1 table and 6 chairs. The table may comprise 1 top and
4 legs. A chair may in turn comprise 4 legs, and each leg may
be associated with 1 wheel.

FIG. 11A further illustrates how one or more data attri-
butes of associated collaboration objects, in this case, cost in
dollars, may traverse the hierarchical relationship of col-
laboration objects, optionally with respect to relationship
ratios, to produce useful calculations or associations of data
(e.g., where the data attributes may be summed or processed
using a mathematical function). The hierarchical diagram
may also provide the corresponding aggregated hierarchical
costs using a different color, icon, or other costs. In this
example, a leg has an associated cost of $2 and a wheel has
an associated costs of $3, and so a leg set (comprising one
leg and one wheel) has a cost of $5, as illustrated. In this
case, the diagram is showing a calculated cost for the table
set of $147 as derived from the costs and ratios of the 1st,
2nd, and 3rd order associated collaboration objects.

FIG. 11B illustrates an example diagram depicting rela-
tionships between collaboration objects, wherein a given
collaboration object may be included as part of another
collaboration. Thus, collaboration objects stored in a data-
base may form a reuseable library of collaboration objects.
In this example, a chair collaboration object (having a
product identifier of DEF-001 and comprising of leg and
cushion collaboration objects) has been defined as part of a
table set hierarchy (having a product identifier of ABC-001).
The chair collaboration object (DEF-001) is accessed from
memory from a library of collaboration objects and is reused
as part of another collaboration object. The reused collabo-
ration object may be assigned another identifier (DEF-001-
01 in this example) and may optionally be modified by a user
and stored as another collaboration object in the collabora-
tion object library. The reused chair collaboration object
may include links to other collaboration objects at lower
hierarchical level (leg GHI-001 and cushion JKIL.-001 in this
example). The data associated with the reused collaboration
may include the corresponding metadata, such as the num-
ber of other collaboration objects included, and their respec-
tive costs. Thus, when a given collaboration object is reused,
its associated information may be utilized in generating
aggregated information, such as aggregated costs and aggre-
gated component counts.

FIG. 12A illustrates an example user interface providing
information indicating relationships between collaboration
objects and indicating specific data attribute associations. In
particular, the illustrated user interface indicates the rela-
tionship between a plurality of collaboration objects and
indicates how a specified field (e.g., Unit Cost) traverses a
multi-level relationship between collaboration objects and
respective ratios and be used to calculate or describe the Unit
Cost of other collaboration objects.

The user interface comprises a product column that
includes an image, a text description, and a product identifier
for respective collaboration objects. The hierarchical rela-
tionship may be indicated via indents of respective images,
text description, product identifier, and the amount of labor
needed to assemble and/or package the physical instantiation
of the collaboration object. For example the dining set
collaboration object, which is at the highest level of the
hierarchy, may be positioned to the left, and the lower level
collaboration objects may be displayed in an indented man-
ner corresponding to how low they are in the hierarchy. The
user interface may include columns for respective ratios,
quantities, master pack, cube size, unit cost, freight cost,
duty rate, duty cost, landed cost, and Freight on Board
(FOB) point.
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In response to selecting a given collaboration object (or in
response to a search for a given collaboration object using a
corresponding identifier and/or description), the example
user interface illustrated in FIG. 12B may be rendered. The
example user interface may be populated from memory
(e.g., from a collaboration database). The user interface
presents an image of the collaboration object. An edit control
is provided which, when activated, provides image editing
controls (e.g., add marker/comment, such as described else-
where herein, crop, adjust contrast up/down, adjust bright-
ness up/down, and/or the like). A collaboration object iden-
tifier, which may be edited by the user, and a textual
description are displayed. In addition, various other attri-
butes are displayed (e.g., brand, size, color, MSRP, material,
master pack, UPC, cube, etc.).

A components pane is provided which includes columns
for component item identifier, description, unit price, unit
cost, and ratio. A price calculator pane is provided which
calculates the sum unit cost (the sum product of the com-
ponent product costs times the ratio or quantity of that
component) and the unit price. Thus, the example user
interface provides a relationship between multiple collabo-
ration objects and shows how multiple specified fields (e.g.,
Unit Cost and Unit Price), may traverse a multi-level rela-
tionship between collaboration objects and their respective
ratios and be used to calculate or describe the Unit Cost
and/or Unit Price of other collaboration objects.

FIG. 13 depicts teams from different entities interacting
with a set of hierarchically related collaboration objects such
as those described herein.

Thus, methods and systems are disclosed for facilitating
communication among users at different entities. It is under-
stood that although certain examples are described with
respect to retailer and supplier collaboration, the methods
and systems may be used for service collaboration, content
collaboration, design collaboration, and other collaboration
applications.

The various illustrative logical blocks, modules, routines
and algorithm steps described in connection with the
embodiments disclosed herein can be implemented as elec-
tronic hardware, computer software, or combinations of
both. To clearly illustrate this interchangeability of hardware
and software, various illustrative components, blocks, mod-
ules and steps have been described above generally in terms
of their functionality. Whether such functionality is imple-
mented as hardware or software depends upon the particular
application and design constraints imposed on the overall
system. The described functionality can be implemented in
varying ways for each particular application, but such imple-
mentation decisions should not be interpreted as causing a
departure from the scope of the disclosure.

Depending on the embodiment, certain acts, events, or
functions of any of the processes or algorithms described
herein can be performed in a different sequence, can be
added, merged, or left out altogether (e.g., not all described
operations or events are necessary for the practice of the
algorithm). Moreover, in certain embodiments, operations or
events can be performed concurrently, e.g., through multi-
threaded processing, interrupt processing, or multiple pro-
cessors or processor cores or on other parallel architectures,
rather than sequentially.

The steps of a method, process, routine, or algorithm
described in connection with the embodiments disclosed
herein can be embodied directly in hardware, in a software
module executed by a processor, or in a combination of the
two. A software module can reside in RAM memory, flash
memory, ROM memory, EPROM memory, EEPROM
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memory, registers, hard disk, a removable disk, a CD-ROM,
or any other form of a non-transitory computer-readable
storage medium. An exemplary storage medium can be
coupled to the processor such that the processor can read
information from, and write information to, the storage
medium. In the alternative, the storage medium can be
integral to the processor. The processor and the storage
medium can reside in an ASIC. The ASIC can reside in a
user terminal. In the alternative, the processor and the
storage medium can reside as discrete components in a user
terminal.

User interfaces described herein are optionally presented
(and user instructions may be received) via a user computing
device using a browser, other network resource viewer, or
otherwise. For example, the user interfaces may be pre-
sented (and user instructions received) via an application
(sometimes referred to as an “app”), such as an app config-
ured specifically for building plan-related activities,
installed on the user’s mobile phone, laptop, pad, desktop,
television, set top box, or other terminal. Various features
described or illustrated as being present in different embodi-
ments or user interfaces may be combined into the same
embodiment or user interface. While the disclosure may
make reference to a user hovering over, pointing at, or
clicking on a particular item, other techniques may be used
to detect an item of user interest. For example, the user may
touch the item via a touch screen, or otherwise indicate an
interest. Further, while certain interfaces may be described
for selecting an item, such as a checkbox, other selection
interfaces may be used, such as a link, radio button, or voice
command input. Similarly, while certain references may be
made to a user interface pane, the user interfaces may be
utilized using other sectioning technologies (e.g., pop-up
interfaces) or no sectioning technology may be used within
a given user interface.

While the foregoing discussion and figures may illustrate
various types of menus, other types of menus may be used.
For example, menus may be provided via a drop down
menu, a tool bar, a pop up menu, interactive voice response
system, or otherwise.

Conditional language used herein, such as, among others,
can,” “could,” “might,” “may,” “e.g.,” and the like, unless
specifically stated otherwise, or otherwise understood within
the context as used, is generally intended to convey that
certain embodiments include, while other embodiments do
not include, certain features, elements and/or steps. Thus,
such conditional language is not generally intended to imply
that features, elements and/or steps are in any way required
for one or more embodiments or that one or more embodi-
ments necessarily include logic for deciding, with or without
author input or prompting, whether these features, elements
and/or steps are included or are to be performed in any
particular embodiment. The terms “comprising,” “includ-
ing,” “having,” and the like are synonymous and are used
inclusively, in an open-ended fashion, and do not exclude
additional elements, features, acts, operations, and so forth.
Also, the term “or” is used in its inclusive sense (and not in
its exclusive sense) so that when used, for example, to
connect a list of elements, the term “or” means one, some,
or all of the elements in the list.

Conjunctive language such as the phrase “at least one of
X, Y and Z,” unless specifically stated otherwise, is to be
understood with the context as used in general to convey that
an item, term, etc. may be either X, Y, or Z, or a combination
thereof. Thus, such conjunctive language is not generally
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intended to imply that certain embodiments require at least
one of X, at least one of Y and at least one of Z to each be
present.

While the above detailed description has shown,
described and pointed out novel features as applied to
various embodiments, it can be understood that various
omissions, substitutions and changes in the form and details
of the devices or algorithms illustrated can be made without
departing from the spirit of the disclosure. As can be
recognized, certain embodiments of the inventions described
herein can be embodied within a form that does not provide
all of the features and benefits set forth herein, as some
features can be used or practiced separately from others.

What is claimed is:
1. A communication and collaboration system, conpris-
ing:
one or more processing devices;
a network interface;
non-transitory memory that stores instructions that when
executed by the one or more processing devices are
configured to cause the communication and collabora-
tion system to perform operations comprising:
provide a user interface for display on a first user device
that enables a first user at a first entity having a first
permission to define a first collaboration object com-
prising a hierarchical definition, the first user device
associated with a first user of a first entity;
receive a hierarchical definition of the first collabora-
tion object from the first user device, the hierarchical
definition identifying at least a second collaboration
object and a third collaboration object;
receive, via the network interface, a first image of the
first collaboration object, receive a second image of
the second collaboration object, and receive a third
image of the third collaboration object;
receive, via the network interface, a first attribute of the
first collaboration object, receive a second attribute
of the second collaboration object, and receive a
third attribute of the third collaboration object;
generate a hierarchical representation of the first col-
laboration object;
cause the hierarchical representation of the first col-
laboration object to be rendered on the first user
device, the hierarchical representation of the first
collaboration object comprising the first image of the
first collaboration object positioned at a first level of
the hierarchical representation, the second image of
the second collaboration object at a second level of
the hierarchical representation, and the third image
of the third collaboration object at a third level of the
hierarchical representation;
cause the second attribute to be rendered on the first
user device in association with the second image and
cause the third attribute to be rendered on the first
user device in association with the third image;
cause a value calculated using the second attribute and
the third attribute to be rendered on the first user
device in association with the first image;
enable an authorized second user of a second entity to
access the first collaboration object, including the
first image of the first collaboration object via a
second user device;
cause the first image of the first collaboration object to
be rendered via the second user device in association
with an annotation tool;
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receive a first graphical annotation to the first image of
the first collaboration object from the second user
device;

automatically assign an identifier to the first graphical
annotation to the first image; and

cause the identifier assigned to the first graphical anno-
tation to the first image to be rendered in association
with the first graphical annotation to the first image.

2. The communication and collaboration system as
defined in claim 1, the operations further comprising:

establish a virtual private network to communicate with a

first computer system of the first entity;

use a secure transfer tunnel to encrypt communications to

the first computer system of the first entity; and

store communications from the first computer system

using file encryption in a cloud-based data store.

3. The communication and collaboration system as
defined in claim 1, wherein the hierarchical representation of
the first collaboration object comprises a tree structure.

4. The communication and collaboration system as
defined in claim 1, the operations further comprising: cause
the hierarchical representation of the first collaboration
object to be rendered in a list, wherein the second collabo-
ration object is indented in a first direction relative to the first
collaboration object, and the third collaboration object is
indented in the first direction relative to the second collabo-
ration object.

5. The communication and collaboration system as
defined in claim 1, the operations further comprising:

receive a ratio definition indicating how many of the third

collaboration objects are associated with the second
collaboration object; and

wherein the value calculated using the second attribute

and the third attribute is calculated using the ratio

definition.

6. The communication and collaboration system as
defined in claim 1, the operations further comprising:

receive from the second user device a first text associated

with the first graphical annotation to the first image of
the first collaboration object;

store the first text received from the second user device in

association with the first graphical annotation and in

association with an identifier of the second user; and
cause the first image of the first collaboration object to be
rendered together with the first graphical annotation
and the first text, wherein the first text is rendered in
association with the identifier of the second user.

7. The communication and collaboration system as
defined in claim 1, the operations further comprising:

maintain a library of collaboration objects in a data store,

the library of collaboration objects comprising the
second collaboration object; and

enable the second collaboration object to be used as part

of a fourth collaboration object.

8. The communication and collaboration system as
defined in claim 1, the operations further comprising:

provide a second user interface for display on the first user

device, the second user interface comprising:

a first menu that enables a user to specify a page
orientation for a first document;

a second menu that enables a user to specify a number
of product images that are to be displayed by the first
document;

a dynamic menu that includes field number quantities,
where the field number quantities are based at least
in part on a specified number of product images that
are to be displayed by the first document;
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a field menu providing a set of selectable fields that
enables a user to specify what data fields are to be
displayed in association with respective product
images;

receive via the first menu, a first page orientation speci-
fication for the first document, receive via the second
menu a first specification of a number of product
images that are to be displayed by the first document,
receive, via the dynamic menu a specified field quan-
tity, receive via the field menu a specification of fields
that are to be displayed in association with respective
product images; and

cause the first document to be rendered in real time in
accordance with the first page specification, the first
specification of the number of product images that are
to be displayed by the first document, the specified field
quantity, and the specified fields.

9. A computer system:

one or more processing devices;

a network interface;

non-transitory memory that stores instructions that when
executed by the one or more processing devices are
configured to cause the computer system to perform
operations comprising:

provide a user interface for display on a first user device
that enables a first user at a first entity having a first
permission to define a first collaboration object com-
prising a hierarchical definition, the first user device
associated with a first user of a first entity;

receive a hierarchical definition of the first collabora-
tion object from the first user device, the hierarchical
definition identifying at least a second collaboration
object at a lower hierarchical level than the first
collaboration object;

receive, via the network interface, a first image of the
first collaboration object and receive a second image
of the second collaboration object;

receive, via the network interface, a first attribute of the
first collaboration object and receive a second attri-
bute of the second collaboration object;

generate a hierarchical representation of the first col-
laboration object;

cause the hierarchical representation of the first col-
laboration object to be rendered on the first user
device, the hierarchical representation of the first
collaboration object comprising the first image of the
first collaboration object positioned at a first level of
the hierarchical representation and the second image
of the second collaboration object at a second level
of the hierarchical representation;

cause the second attribute to be rendered on the first
user device in association with the second image;

enable an authorized second user of a second entity to
access the first collaboration object, including the
first image of the first collaboration object via a
second user device;

cause the first image of the first collaboration object to
be rendered via the second user device in association
with an annotation tool;

receive a first graphical annotation to the first image of
the first collaboration object from the second user
device;

automatically assign an identifier to the first graphical
annotation to the first image; and

cause the identifier assigned to the first graphical anno-
tation to the first image to be rendered in association
with the first graphical annotation to the first image.
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10. The computer system as defined in claim 9, the
operations further comprising:

establish a virtual private network to communicate with a

first computer system of the first entity;

use a secure transfer tunnel to encrypt communications to

the first computer system of the first entity; and

store communications from the first computer system

using file encryption in a cloud-based data store.

11. The computer system as defined in claim 9, wherein
the hierarchical representation of the first collaboration
object comprises a tree structure.

12. The computer system as defined in claim 9, the
operations further comprising: cause the hierarchical repre-
sentation of the first collaboration object to be rendered in a
list, wherein the second collaboration object is indented in a
first direction relative to the first collaboration object.

13. The computer system as defined in claim 9, the
operations further comprising:

receive a ratio definition indicating how many of the

second collaboration objects are associated with the

first collaboration object; and

cause a value calculated using the second attribute and the

ratio definition to be rendered on the first user device in

association with the first image.

14. The computer system as defined in claim 9, the
operations further comprising:

receive from the second user device a first text associated

with the first graphical annotation to the first image of

the first collaboration object;

store the first text received from the second user device in

association with the first graphical annotation and in

association with an identifier of the second user;
cause the first image of the first collaboration object to be
rendered together with the first graphical annotation
and the first text, wherein the first text is rendered in
association with the identifier of the second user.

15. The computer system as defined in claim 9, the
operations further comprising:

maintain a library of collaboration objects in a data store,

the library of collaboration objects comprising the

second collaboration object; and

enable the second collaboration object to be used as part

of a fourth collaboration object.

16. The computer system as defined in claim 9, the
operations further comprising:

provide a second user interface for display on the first user

device, the second user interface comprising:

a first menu that enables a user to specify a page
orientation for a first document;

a second menu that enables a user to specify a number
of product images that are to be displayed by the first
document;

a dynamic menu that includes field number quantities,
where the field number quantities are based at least
in part on a specified number of product images that
are to be displayed by the first document;

a field menu that enables a user to specify what data
fields are to be displayed in association with respec-
tive product images;

receive via the first menu, a first page orientation speci-

fication for the first document, receive via the second
menu a first specification of a number of product
images that are to be displayed by the first document,
receive, via the dynamic menu a specified field quan-
tity, receive via the field menu a specification of fields
that are to be displayed in association with respective
product images; and



US 12,627,721 B2

89

cause the first document to be rendered in real time in
accordance with the first page specification, the first
specification of the number of product images that are
to be displayed by the first document, the specified field
quantity, and the specified fields.
17. A computer implemented method, the method com-
prising:
providing, by a computer system, a user interface for
display on a first user device that enables a first user at
a first entity having a first permission to define a first
collaboration object comprising a hierarchical defini-
tion, the first user device associated with a first user of
a first entity;

receiving a hierarchical definition of the first collaboration
object from the first user device, the hierarchical defi-
nition identifying at least a second collaboration object
at a lower hierarchical level than the first collaboration
object;

receiving a first image of the first collaboration object and

receive a second image of the second collaboration
object;

receiving a first attribute of the first collaboration object

and receive a second attribute of the second collabo-
ration object;

generating a hierarchical representation of the first col-

laboration object;

causing the hierarchical representation of the first col-

laboration object to be rendered on the first user device,
the hierarchical representation of the first collaboration
object comprising the first image of the first collabo-
ration object positioned at a first level of the hierarchi-
cal representation and the second image of the second
collaboration object at a second level of the hierarchical
representation;

causing the second attribute to be rendered on the first

user device in association with the second image;
enabling an authorized second user to access the first
collaboration object, including the first image of the
first collaboration object via a second user device;
causing the first image of the first collaboration object to
be rendered via the second user device in association
with an annotation tool;
receiving a first graphical annotation to the first image of
the first collaboration object from the second user
device; and

causing the graphical annotation to the first image to be

rendered on the second user device.

18. The computer implemented as defined in claim 17, the
method further comprising:

establishing a virtual private network to communicate

with a first computer system of the first entity;

using a secure transfer tunnel to encrypt communications

to the first computer system of the first entity; and
storing communications from the first computer system
using file encryption in a cloud-based data store.

19. The computer implemented as defined in claim 17,
wherein the hierarchical representation of the first collabo-
ration object comprises a tree structure.

20. The computer implemented as defined in claim 17, the
method further comprising: causing the hierarchical repre-
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sentation of the first collaboration object to be rendered in a
list, wherein the second collaboration object is indented in a
first direction relative to the first collaboration object.
21. The computer implemented as defined in claim 17, the
method further comprising:
receiving a ratio definition indicating how many of the
second collaboration objects are associated with the
first collaboration object; and
causing a value calculated using the second attribute and
the ratio definition to be rendered on the first user
device in association with the first image.
22. The computer implemented as defined in claim 17, the
method further comprising:
receiving from the second user device a first text associ-
ated with the first graphical annotation to the first image
of the first collaboration object;
storing the first text received from the second user device
in association with the first graphical annotation and in
association with an identifier of the second user; and
causing the first image of the first collaboration object to
be rendered together with the first graphical annotation
and the first text, wherein the first text is rendered in
association with the identifier of the second user.
23. The computer implemented as defined in claim 17, the
method further comprising:
maintaining a library of collaboration objects in a data
store, the library of collaboration objects comprising
the second collaboration object; and
enabling the second collaboration object to be used as part
of a fourth collaboration object.
24. The computer implemented as defined in claim 17, the
method further comprising:
providing a second user interface for display on the first
user device, the second user interface comprising:

a first menu that enables a user to specify a page
orientation for a first document;

a second menu that enables a user to specify a number
of product images that are to be displayed by the first
document;

a dynamic menu that includes field number quantities,
where the field number quantities are based at least
in part on a specified number of product images that
are to be displayed by the first document;

a field menu that enables a user to specify what data
fields are to be displayed in association with respec-
tive product images;

receiving via the first menu, a first page orientation
specification for the first document, receive via the
second menu a first specification of a number of
product images that are to be displayed by the first
document, receive, via the dynamic menu a specified
field quantity, receive via the field menu a specification
of fields that are to be displayed in association with
respective product images; and

causing the first document to be rendered in real time in
accordance with the first page specification, the first
specification of the number of product images that are
to be displayed by the first document, the specified field
quantity, and the specified fields.
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